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Abstract Horn theory approach. While ProVerif has been extended to
) deal with certain algebraic properties in [4], associatige

In the Horn theory based approach for cryptographic praealy- - e416r5 which in particular include XOR, are still out oéth

SIS, Cryptographlc protocols gnd (DOIGY'YaO.) intruders mode_led scope. Even though there exist some decidability resuits fo

by Horn theories and security analysis boils down to solving the derivation problem in certain classes of Horn theoriigtls w

derivation problem for Horn theories. This approach andttiods he decisi d h led
based on this approach, including ProVerif, have been vergess- XOR [9, 20, 14], the decision procedures have not led to prac-

ful in the automatic analysis of cryptographic protocolstwan un- fical implementations yet, except for the very specificisgtt
bounded number of sessions. However, dealing with the egeb in [14] (see the related work).
properties of operators such as the exclusive OR (XOR) has be The goal of this work is therefore to come up with a prac-
problematic. In particular, ProVerif cannot deal with XOR. tical approach that allows for the automatic analysis of dewi

In this paper, we show how to reduce the derivation problem ftange of cryptographic protocols with XOR, in a setting with
Horn theories with XOR to the XOR-free case. Our reductiomkwo an unbounded number of protocol sessions. Our approach is
for an expressive class of Horn theories. A large class ofider to reduce this problem to the one without XOR, i.e., to the
capabilities and protocols that employ the XOR operatorieamod- simpler case without algebraic properties. This simplebpr
eled by these theories. Our reduction allows us to carry mtbpol lem can then be solved by tools, such as ProVerif, that aiprior
analysis by tools, such as ProVerif, that cannot deal wittRX6ut cannot deal with XOR, but are very efficient in solving the
are very efficient in the XOR-free case. We implemented oduce XOR-free case. More precisely, the contribution of thisgrap
tion and, in combination with ProVerif, applied it in the aotatic is as follows.
analysis of several protocols that use the XOR operatornénaase,
we found a new attack. Contribution of this paper. We consider an expressive class
of (unary) Horn theories, calleg-linear (see Section 3). A
Horn theory isb-linear, if for every Horn clause in this theory,
except for the clause that models the intruder’s abilitydplg

In the Horn theory based approach for cryptographic pratodd® XOR operatorl(x), 1 (y) — 1 (x®Y)), the terms that occur
analysis, cryptographic protocols and the so-called Daley N these clauses are-linear. A term ise-linear if for every
intruder are modeled by Horn theories. The security angly§ubterm of the form@t’ in this term, it s true thatt ort” does
including the analysis of secrecy and authentication pitgse N0t contain variables. We do not put any other restriction on
then essentially boils down to solving the derivation pewbl the Horn theories. In particular, our approach will allowtos
for Horn theories, i.e., the question whether a certain ictd@! with all cryptographic protocols and intruder capitibg
derivable from the Horn theory. This kind of analysis takdgat can be modeled aslinear Horn theories.
into account that an unbounded number of protocol session¥/e show that the derivation problem forlinear Horn the-
may run concurrently. While the derivation problem is und@lies with XOR can be reduced to a purely syntactic derivatio
cidable in general, there are very successful automatigsina Problem, i.e., a derivation problem where the algebraippro
tools, with ProVerif [2] being one of the most promintent eneerties of XOR do not have to be considered anymore (see Sec-
among them, which work well in practice. tion 3, 4, and 5). Now, the syntactic derivation problem can b
However, dealing with the algebraic properties of operg@lved by highly efficient tools, such as ProVerif, which can
tors, such as the exclusive OR (XOR), which are frequenflit deal with XOR. We believe that the techniques developed
used in cryptographic protocols, has been problematicen {A this paper are interesting beyond the case of XOR. For ex-
*An abridged version of this paper appears in CCS 2008 [16fs Wbrk ample, using these techniques i-t might be possible to aISb de
was pr;ratiallygsupported by the IgFg un(s):r Grant KU 1434/4&, $NF un- with other operators, such as Diffie-Hellman-Exponerfat

der Grant 200021-116596, and the Polish Ministry of Sciemut Education ~ USing ProVerif, we apply our two SFep approach—first re-
under Grant 3 T11C 042 30. duce the problem, then run ProVerif on the result of the
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reduction—to the analysis of several cryptographic proi®c on the bounded session assumption; the argument would not
that use the XOR operator in an essential way (see SectionM8)tk in our setting. Fourth, the reduction presented in j§5]
The experimental results demonstrate that our approachas practical.

practical. In one case, we found a new attack on a protocol.

We note that a potential alternative to our approach is &ucture of this paper. In Section 2, we introduce Horn the-
perform unification modulo XOR instead of syntactic unificgyies and illustrate how they are used to model cryptographi
tion in a resolution algorithm such as the one employed Byotocols by a running example. The notiondeflinearity is
ProVerif. Whether or not this approach is practical is anmpgtroduced in Section 3, along with a proposition that is the
problem. The main difficulty is that unification modulo XORey to our main result, i.e., the reduction. The reduction is
is much more inefficient than syntactic unification; it is NRhen presented in Section 4, with extensions to autheititat
complete rather than linear and, in general, there doesdsit epresented in Section 5. We discuss our implementation and
a (single) most general unifier. experimental results in Section 6. Proofs omitted in thenmai

part of the paper are presented in the appendix.
Related work. In [9, 20], classes of Horn theories (secu- We point the reader to [17] for our implementation.
rity protocols) are identified for which the derivation pleimn
modulo XOR is shown to be decidable. These classes are or-
thogonal to the one studied in this paper. Whildinearityis 2 Preliminaries
not required, other restrictions are put on the Horn clglises
particular linearity on the occurrence of variables. Ttesses In this section, we introduce Horn theories modulo the XOR
in [9, 20] do, for example, not contain the Recursive Authenperator and illustrate how these theories are used to ntoelel
tication and the SK3 protocol, which, however, we can mods-called Dolev-Yao intruder and cryptographic prototyls
(see Section 6). To the best of our knowledge, the decisimn prunning example.
cedures proposed in [9, 20] have not been implemented. The
procedure proposed in [9] has non-elementary runtime. Horn theories

In [19, 14, 13], the IBM 4758 CCA API, which we also
consider in our experiments, has been analyzed. NotablylL&t X be a finite signature and be a set of variables. The set
[14] a decision procedure, along with an implementation, a§terms ovez andV is defined as usual. By vdj we denote
presented for the automatic analysis of a class of secudty pthe set of variables that occur in the tetrmWe assumé& to
tocols which contains the IBM 4758 CCA API. However, theontain the binary function symba} (exclusive OR as well
protocol class and the decision procedure is especialbréai  as a constant 0. To model cryptographic protoclypically
to the IBM 4758 CCA API. The only primitives that can belso contains constantatbmic messaggssuch as principal
handled are the XOR operator and symmetric encryption. Alkmes, nonces, and keys, the unary function syrhbgi(-)
other primitives, such as pairing, public-key encryptiand (hashing, the unary function symbalub(-) (public key, and
hashing, are out of the scope of the method in [14]. The spb@ary function symbols such gs-) (pairing), {-}. (symmet-
ification of the IBM 4758 CCA API in [14] is hard coded in aic encryption), and{-}. (public key encryption The signa-

C implementation. ture ~ may also contain any other free function symbol, such

In [4], it is described how the basic resolution algorithras various kinds of signatures and MACs. We only require that
used in ProVerif can be extended to handle some equatidhal corresponding intruder rules agelinear (see Section 3),
theories. However, as already mentioned in that work, asgdvch rules that do not contain the symbphlways are.
ciative operators, such as XOR, are out of the scope of thisGround termsi.e. terms without variables, are calletks-
extension. sages For a unary predicate and a (ground) terrhwe call

In [11], the so-called finite variant property has been siddiq(t) a (ground) atom A substitutionis a finite set of pairs
for XOR and other operators. It has been used (implicitly of the formo = {t1/Xq,...,tn/X:}, Wherety,... t, are terms
explicitly) in other works [12, 9], and also plays a role inrouandxg, ..., %, are variables. The set d@m) = {xy,..., X} is
work (see Section 4). called the domain of. We defines(x) = xif x¢ dom(o). The

In[7, 12, 15], decision procedures for protocol analysigwiapplicationto of o to a term/atom/set of terntss defined as
XOR w.r.t. abounded(rather than an unbounded) number dfsual.
sessions are presented. The notiorpelinearity that we use  We call a termstandardif its top-symbol is notp; other-
is taken from the work in [15]. That work also contains sonmwise, it is callechon-standardFor example, the terrfa,b& a)
reduction argument. However, our work is different to [1%] iis standard, whilé® ais non-standard.
several respects: First, of course, our approach is farran A non-standard subtersof t is calledcomplete if either
boundedchumber of sessions, but it is not guaranteed to termsi=t or s occurs int as a direct subterm of some standard
nate. Second, the class of protocols (and intruder cafiab)li term. For instance, for= (a® {(x®y) ©z},,b), the terms
we can model in our setting is much more general than the @ {(x®y) © z}, and (x&®y) & z are complete non-standard
in [15]. Third, the reduction presented in [15] heavily dege subterms of, butx®y is not.



To model the algebraic properties of the exclusive OR

(XOR), we consider the congruence relationon terms in- 1(x) — 1 (hash(x)) 1(x), 1(y) = 1{((x,y))
duced by the following equational theory (see, e.g., [12, 7] [({x,¥)) — 1(X) [({(x,y)) = I(y
1(x),1(y) = 1({x}y), H({x}y) 1Y) = 1(X)
xoy=yox o xoVez=xOen D60 1 ub(y) 1 ixbuey). 1 bpusiy) 1) — 100

Xex=0 XH0=x (2)
1(x),1(y) = 1(xey)

For example, we have thek=a® b {0}, b {cac}y ~
a. (Due to the associativity ab we often omit brackets and Figure 1: Intruder Rules.
simply writea® b cinstead ofa®b) & corad (b c).) For
atomsg(t) andd'(t'), we writeq(t) ~ d'(t') if g=q andt ~t’.
We say that two terms amqquivalent modulo ACvhere AC
stands for associativity and commutativity, if they are iegu Following [2], we now illustrate how Horn theories can be
alent modulo (1). A term isp-reducedif modulo AC, the used to analyze cryptographic protocols, where, however, w
identities (2), when interpreted as reductions from lefight, take the XOR operator into account. While here we concen-
cannot be applied. Clearly, every term can be turned o trate on secrecy properties, authentication is discuss8e-
reduced form and this form is uniquely determined modution 5. As mentioned in the introduction, the Horn theory ap-
AC. For examplea is the®-reduced form ofe. proach allows us to analyze the security of protocols vant.

A Horn theory Tis a finite set oHorn clausesf the form unbounded number of sessions and with no bound on the mes-
ai,...,an — a, whereg; is an atom for every € {0,...,n}. Sage size in a fully automatic and sound way. However, the

We assume that the variables that occur on the right-haed SH#i0rithms are not guaranteed to terminate and may produce

of a Horn clause also occur on the left-hand &idé n =0, false attacks. _
i.e., the left-hand side of the clause is always true, wetball A Horn theory for modeling protocols and the (Dolev-Yao)
Horn clauseag afact intruder uses only the predicate I. The fatt)Imeans that

Given a Hom theoryT and a ground atora, we say that the intruder may be able to obtain the ternThe fundamental

a can syntactically be derived from A w.r.t. fwrittenT - a) property is that if (t) cannot be derived from the set of clauses,
. ) - . . then the protocol preserves the secrecy. dfhe Horn theory
if there exists aderivationfor a from T, i.e., there exists a . S

consists of three sets of Horn clauses: the initial intrdidets,
sequencer = by, ..., b of ground atoms such théf = a and

. ) - the intruder rules, and the protocol rules. The seindfal
for everyi € {1,...,1} there exists a substitutianand a Horn . o
. intruder factsrepresents the initial intruder knowledge, such
clauseay, ..., 8 — 8 in T such thatago = bj and for every as names of principals and public keys. The clauses in this
j €{1,...,n} there existk € {1,...,i — 1} with ajo =b. In P P P ys.

what follows, we sometimes referpby 7 (i) and toby, ..., b set are facts, €.9.(d) (the intruder knows the nang) and

_ T [ (pub(ska)) (the intruder knows the public key af with sk,
by 7<i. Thelength lof a derivation s referred to byr|. being the corresponding private key). The sahtruder rules

We call a sequenchy,...,b of ground atoms amcom- yapresents the intruders ability to derive new messages. Fo
plete syntactic derivation of a from T by =a and TU he cryptographic primitives mentioned above, the set of in
{by,...,b_1} - b foreveryi € {1,...,b}. truder rules consists of the clauses depicted in Figure & Th

Similarly, we write T I-¢ a if there exists alerivation of a |ast clause in this figure will be called tierule. It allows the
from T modulo XORi.e., there exists a sequerizg. .., by of intruder to perform the XOR operation on arbitrary messages
ground atoms such thbt~ aand forevery € {1,...,l} there The set ofprotocol rulesrepresents the actions performed in
exists a substitution and a Horn clausey,...,an — @ in T the actual protocol. Thi¢h protocol step of a principal is de-
such thatgo ~ bj and for everyj € {1,...,n} there existk €  scribed by a clause of the forntrt),...,I(ri) — I(s) where
{1,...,i =1} with ajo ~ bx. Incomplete derivations modulothe termsj, j € {1,...,i}, describe the (patterns of) messages
XORare defined analogously to the syntactic case. the principal has received in the previduslst steps plus the

GivenT anda, we call the problem of deciding whethiet-  (pattern of the) message in tit step. The term(k) is the
a (T e a) is true, thededuction problem (modulo XORy (pattern of) theith output message of the principal. Given a
caseT models a protocol and the intruder (as described belo@fotocolP, we denote bylp the Horn theory that comprises all
the fact thafT F« a, with a = I(t), is not true means that thethree sets mentioned above.
termt is secret, i.e., the intruder cannot get hold eéfen when  Let us illustrate the above by a simple example protocol,
running an unbounded number of sessions of the protocol &vtich we will use as a running example throughout this paper.

using algebraic properties of the XOR operator. Applications of our approach to more complex protocols are
presented in Section 6.2. We emphasize that the kind of Horn

1This assumption can easily be relaxed for variables thasabstituted theo_”es outlined above are Only an example of _hOW p_rotocc_)ls
only be cetrain “good” terms, where “good” meaBslominated (see Section @Nd 'ntrUderS can be mOdeleq- As alre_ady mentioned In the in-
3) troduction, our methods applies to altlinear Horn theories.

Modeling Protocols by Horn theories




Running example the case of protocols that do not use XOR. (The authentitatio

. . . . problem will be considered in Section 5.) The latter problem
We consider a protocol that was proposed in [7]. Itis avana{gnan then be solved by tools that cannot deal with XOR, such

of the Needham-Schroeder-pre protocol in which X.OR éass ProVerif. The class of protocol and intruder capabdlitieat
employed. The informal description of the protocol, whioh w : . . ) .
denote byPs, , is as follows: we can handle this way is quite large: It contains all protoco
o ' and intruder rules that are-linear.

(1) A—B: {]<N’A>[}pub<5@ In this section, we prove a proposition that will be the key to

) the reduction. Before we can state the proposition, we need t
2) B—A: {(MN®B _ . . .
) - IMNe >[}P“b<s"“> introduce®-linear Horn theories and some further terminol-
() A—=B: {M}, sk ogy.

A term is @-linear if for each of its subterms of the form

\t/.vhelreﬁ andtl\/(lj gre7n0trrl]<_:es gfnerﬁteq wyand.B, re.}s'?;]f' t @s, wheret ands may be standard or non-standard terms, it
ively. As noted in [7], this protocol is insecure; a simi is true that or sis ground. In other words, if a tertrcontains

tack as the one on the original Needham-Schroeder protogg bterm of the forny & - - & t, with n > 2, t, standard for
. n - & 4
can be mounted, where, however, now the algebraic properg\%ryi, and there existsandj, i # j, such that; and; are not

of XOR are exploited. . . .
. . . ound, ther is not@-linear. For example, for variablesy, z
To illustrate how this protocol can be modeled in terms g{ © b oy

. o nd a constary, the termtd, = (a,a® (x,y)) is @-linear, but
Horn theories, leP be a set of participant names add- P be the termi2, — (a,a (x,y) & 2) is not. A Horn clause is called

the set of names of the hc_mest _participants._As provedin [1 ‘linear if each term occurring in the clausedislinear. A

for the secrecy property it SUﬁ!CeS. to consider t.h.e dase Horn theory is@-linear if each clause in this theory, except
{a,b} andH = {a} (for_ authentication three part|C|pan_ts afor the @-rule (see Fig. 1), isb-linear. In particular, given
needed). In the followingsl, fora € P, denotes the prlyatea protocolP, the induced theorylp is @-linear if the sets of
key ofa, n(a,b) denotes the nonce sent ke Ptob € P in protocol and intruder rules, except for tierule, are.

message 1., amti(b,a) denotes the nonce generatectbgnd Our running example is an example of a protocol with an

sent toa in message 2. @-linear Horn theory (note that, in (3) and (4),is a con-

{I(Thi (';Z)a;l ||2tr€ug§Lk{r:?Zvl(L<e)(j|gaeelsPt<1 E}S itf(;)c[(sa i_:e}r; stant); other examples are mentioned in Section 6.2. Also,
pu . - . . .

. S X many intruder rules are-linear. In particular, all those that
truder rules are those depicted in Figure 1. The first stepeabe y Infru " el particu

tocol perf db h t orincipal i deled by t 0 not contain the XOR symbol. For example, in addition
gst:_co performed by an honest principal 1s modeled by the e cryptographic primitives mentioned in Figure 1, othe

primitives, such as various kinds of signatures, encrypiiith
H{(n(@b). @) puse)) prefix properties, and MACs have-linear intruder rules.
for a€ H, b € P. Note that it is not necessary to model mes- Besidesd-linearity, we also need a more fine-grained no-
sages sent by dishonest principals, since these are takentien: C-domination. LetC be a finite set of standare-
of by the actions that can be performed by the intruder. reduced ground terms such thatdoes not contain two ele-
The second step of the protocol performed by an honestntsm,m’ with m# m' andm~ mi. (For the efficiency of
principal is modeled by the clauses: our reduction (Section 4), it is important to ke€pas small
as possible.) Le€® = {t | there existy,...,c, € C such that
L% @) pubsi)) — TH{{M(b,8), X D)} upsk)  (B) t~ ey @y} be thed-closure ofC. Note that Oc C®.
_ Finally, letC = {t |t ~t’ € C,t standard.
forbe H, ac P'_ Th(_e third step of the protocol performed by Now, a term isC-dominatedif, for each of its subterms of
an honest principal is modeled by the clauses: the formt & s, wheret ands may be standard or non-standard,
it is true thatt or sis in C®. For example, the terrg, from
HH00(@,0) DB} bpupsia)) = 1Y punsie) @ above is{a}-dominated, but is is n({tb}-dominated.néﬁeterm

for a€ H, b P. The set of Horn clauses defined abovéx is not {a}-dominated. A Horn clause i§-dominated, if
is denoted byTp,, . It is not hard to verify that we havethe terms occurring in this clause dedominated; similarly
Ths,, Fe M(b,a) féfr everya,b € H. In fact, secrecy of the for derivations. Finally, a Horn theory is C-dominated if

nonces sent by an honest responder to an honest initiatot is@®ch clause ifT, except for thes-rule, is C-dominated. For
guaranteed by the protocol [7]. example, we have that the Horn thediy, . of our running

example is{a, b}-dominated. (Recall th&t = {a,b}.)
. L C-dominated terms can also be characterized in terms of
3 Dominated Derivations what we call bad terms. We call a non-standard téroad

(w.rt. Q),ift~cot1@... @ty for c € C¥, pairwised-distinct

In Section 4, we show how to reduce the deduction prObles%ndard terme tn ¢ C, andn > 1, wheret andt’ are-
. . s+ tn 1 l
modulo XOR to the one without XOR fap-linear Horn the- distinctif t £ t’. A non-standard term which is not bad is called

ories, introduced bel_ow. This reduction allows us to redu§80d The following lemma is easy to see:
the problem of checking secrecy for protocols that use XOR10



Lemma 1. An @-reduced term isC-dominated iff it contains Definition 2. For a message we define\(t) as follows: Ift is
no bad subterms. a bad term of the formpg [t1, . . . ,tn] for someypg as above and
standard terms, ...ty ¢ C, thenA(t) = g [f1,....f]; At) is
undefined, if one of thosg is undefined. Otherwise (if is

good), we recursively appl to all direct subterms df.

There is an obvious connection betwegdinearity andC-
domination:

Lemma _2. For. gvery@-linear term/Horn theory/derivation \\ . il see (Lemma 10) that foccurs inr, then the types of
there exists a finite St of Sta”qa“?@'reduce‘?' messages suclﬂ in the above definition are always defined. Note also fhat
that the term/Horn theory/derivation {S-dominated.

is defined with respect to the givenandC.

The setC mentioned in the lemma could be chosen to be Now, the main idea behind the proof of Proposition 1 is to
the set of all ground standard terms occurring in the termiH@PPIY A(+) to 7. We then show that (\(r) is an incomplete
theory/derivation. However should be chosen as small a§-dominated derivation modulo XOR fdr from T and (i)
possible in order to make the reduction presented in Sedtiol@ ©btain a complete derivation only-dominated terms are
more efficient. needed. The details of the proof are presented next, byesseri

As mentioned, the following proposition is the key to ou?f lemmas, some of which are also used in Section 4.
reduction. The proposition states tlfatlominated Horn the-
ories always allow foiC-dominated derivations. Because ofroof of Proposition 1. The following lemma is easy to show
Lemma 2, the proposition applies to aHinear Horn theo- PY structural induction os:

Mes. Lemma 3. Let s and t be messages such that $isduced,

Proposition 1. Let T be aC-dominated Horn theory and b beS contains a complete bad subterinand s~ t. Then, there
a C-dominated fact. If -« b, then there exists @dominated €Xists a complete bad subterhoft such thatt~ s

derivation modulo XOR for b from T. The following lemma, whose proof can be found in the ap-

Before we present the proof of this proposition, we intr¢endix, says that when substituting variables @x@ominated
duce some terminology, which is also used in subsequent $86M, then complete bad terms that might have been intratluce
tions, and sketch the idea of the proof. We wtiterc t' if DY the substitution cannot be canceled out byGrgominated
t' ~ cat (or equivalentlycdt’ ~t), for somec € C®. term.

For the rest of this section we fix a derivatianmodulo "
an Lemma 4. Letrf ~ t, for aterm t, an®-reduced substitution

XOR forb from T. W.l.0.g. we may assume that each te”é‘ and aC-dominated term r. Then, for each complete bad

oceurring I 1S In @-rgd_uced form and that each term in Subterm t of ré there exists a complete (bad) subternoftt
substitution applied imr is in ©-reduced form as well.

i
The key definitions for the proof of Proposition 1 are thseuch thatt~r.

following ones: We now show (see the appendix) that if an instance of a
C-dominated term contains a complete bad subterm, then this
term (up to~¢) must be part of the substitution with which the
instance was obtained.

Definition 1. For a standard term the setC, and the deriva-
tion w, we define theaype of t (w.r.t. 7 and C), writtenf, to
be an®-reduced elemergof C® such thatr(i) ~ I (c®t) for

somei, and for eactj <1, itis nottrue thatr(j) ~ 1(¢'®t) for | emma 5. Let ¢ be a ground substitution and s be &
somec’ € C*. If such ani does not exist, we say that the typ@ominated term. Assume that t is a complete bad subterm of
of tis undefined. s. Then, there exists a variable x and a complete bad subterm

/ ~
Note that the type of a term is uniquely determined modl}loOf 6(x) such thatt~ct.

AC and that equivalent terms (w.r:t) have equivalent types.  The converse of Lemma 5 is also easy to show by structural
In the following definition, we define an operator whickhqyction ons.

replaces standard terms in bad terms which are né by

their types. This turns a bad term into a good one. To deemma 6. Let § be a ground substitution and s be &

fine the operator, we use the following notation. We wrigominated term. If&is C-dominated, then so &x) for every

a[X1,. .., %) for a term which is built only fromp, elements x € var(s).

of C, and the pairwise distinct variables,...,x, such that

eachx occurs exactly once igpg[x1,...,X:]. An example

is o (x1, X2, %3] = (X4 ® %) ® (@ x3)), wherea € C. For

messages;, ..., tn, we write pg [ty . . ., ty] for the message ob-| syma 7. A(s9) ~ s(A8), for a C-dominated term s and a

tained fromp [xq, ..., Xn| by replacing every; by t;, forevery ¢ pstitutiors.

i € {1,...,n}. Note that each non-standard term can be ex-

pressed in the fornpg|ty,...,tn] for somepgs as above and  Another basic and simple to prove property\af captured

standard terms, ...ty ¢ C. in the following lemma.

Similarly to Lemma 5, we can prove the following lemma.
The main observation is thA(c® t) ~ c@ A(t), force C¥.



Lemma 8. Let s and t be terms such thatst. Then,A(s) ~ According to our assumption, neithrgmorr contains a com-
A(t). plete subternt’ with t’ ~¢ t. In particular, neithes norr con-
_ _ . tainst’ with t' ~t. So, sincer(i) ~ I(s&r) containst as a

The following lemma says that if an instance ofG complete subterm, it must be the case thasar. Now, with
dominated Horn clause contains a complete bad subtermy Mty @ ... oty as above, anke {1,...,n} it follows that
its right-hand side, then this term (up4q) already occurs on eithers ~ t, or r ~ t, for somel. Suppose that the former
the left-hand side. case holds (the argument is similar for the latter case) >Ifl
(and thuss is a bad term), then, by the induction hypothesis,
we know that there exist§ < i such thatr(j) ~ I(§ ©9).
Sincety ~ §, we have thaii, ~ §, and hencer(j) ~ | (f D ty).

Lemma 9. Assume that gr1),...,pn(rn) — po(s) is a C-
dominated Horn clause] is an ¢-reduced ground substitu-

ti -reduced h thatwsd . -
on, V\LU17 > Un are rfeduced messages such tha Otherwise,s ~ d ®tx, and hence, by the definition of types,
andy ~r;6, forie {1,...,n}. th ists < i with (i l(E oot 0

If W is a complete bad subterm of w, then there exists yreexsiy <iw (1) ~ (bt
complete bad subternt of u, for some ic {1,...,n}, such  the following lemma is the key in proving thA(r) is an
that U ~c w'. incomplete derivation modulo XOR.

Proof. Suppose thatv is a complete bad subterm of Be- | aynma 11. For every i< ||, if (Bt @ - Bty), for some
causew ~ s andw is @-reduged, by Lemma 3, there exists 8c C® and pairwises-distinct standard termsi . .. .ty ¢ C,
complete bad subtertof 9 with w ~t. By Lemma 5, there belongs tar.;, then there is a derivation fd{c@t @ - -- &)
exists a variablex € var(s) and a complete bad subtetfmof from A( ;) modulo XOR.
6(x) with t’ ~c t. Because, as a variable 0§, has to occur
also inr; for somei € {1,...,n}, the termt’ is a (not neces- Proof. If n=0o0rn> 1, then (cafi® - - &) ~ 1(A(cheti®
sarily complete) subterm off. Sincer; is C-dominated, there --- t,)) by the definition ofp, and hence,(t &t @ - ® )
exists a complete subterrhof r;6 with r’ ~c t’. Now, recall can be derived from(w.;). So suppose that= 1. Since we
thatt’ ~c t andt ~ w'. It follows thatr’ ~c w. Furthermore, have kc®ty) in 7, then, by the definition of types, we also
sincew is bad, so ig’. Now, by Lemma 4, there exists ehave ({1 ®t;) in 7. Thus, by the definition of, 1(cdA(t;))
complete bad subterni of u; such that! ~¢ r’ ~c w'. O and I(f®A(ty)) are inA(n<i). From these one obtaingcl®
f1) by applying thed-rule. O
The following lemma connects bad terms that occur in a

derivation with the types of their subterms. Now, we can finish the proof of Proposition 1. First, note

Lemma 10. For every n> 1, if 7(i) ~ [ (c®t, @ - -- @ 1ty), for Fhat evgry non-standard messagefilf.r? is C-dominatgd. This
c e C* and pairwised-distinct standard termsit. .. t, ¢ C, immediately folIow; from the def|n|t|on.cm. We will now
then, for each ke {1,...,n}, there exists i i such thatr(j) ~ Show (*): For eachi € {1,....|x[}, A(w(i)) can be derived
| (B t). from A(m<i) modulo XOR by using onI;CTQOmmated terms.
This then completes the proof of Proposition 1.
Proof. If n=1, then (f; ®t;) belongs tar<;, by the definition  Recall that we assume thatis ¢-reduced and that in this
of types. derivation we use onlyp-reduced substitutions. To prove (*),
Now, suppose that > 1. In that case we will show, bywe consider two cases:

induction oni, something more than what is claimed in th&ase 1.7(i) is obtained fromr; using aC-dominated Horn

lemma: Ift witht ~caty@--- dty, c € C¥, and pairwise B ]
@-distinct standard ternts¢ C, occurs as a complete bad SubglauseR_ (P1(S1).-, Pn(Sn) — Po(Sp)) OF T: Then there ex-

term in (i), then, for eactk € {1,...,n}, there existsj < i ISts ass-reduced substltunoﬁsuchthatr(l) ~ po(sof) and the
such thatr(}) ~ 1 (G t) atomspi(s16), ..., pn(shd) occur inm<ij modulo XOR. Thus,
' b% Lemma 8, pi(A(s10)),-.., Pn(A(shf)) occur in A(m<i)

. iz?pose that, as above, occurs as a complete bad SUbterrnodqu XOR. Now, by Lemma 7, we have thafsf) ~

If there exists’ such that’ ~¢ t andt’ occurs inT.j as a S(89), for everyi € {0,...,n}. Thus, by applying with the

complete subterm, then we are trivially done by the indmnticS)UbStltunom(@)’ we obtaimA(w(i)) ~ A(%f) ~ so(A(6))-

hypothesis. (Note that is bad since is.) So, suppose thatCase 2. (i) is obtained by thep-rule: Hence, there are two
such at’ does not occur inr.; as a complete subterm. Byatoms [s) and I(r) in 7; such thatr(i) ~ I(s®r). We may
Lemma 9,#(i) cannot be obtained by @dominated Horn assume tha~ c®s;®- - @ sy, with c € C®, and pairwisep-
clause. Thusg(i) is obtained by thep-rule, which means that distinct¢-reduced standard terrss, ..., sy ¢ C, andr ~ d @
7(i) = I(u) with u~ s@r for some [s) and I(r) occurringin r1&---®r;, with d € C*¥, and pairwisep-distinct ®-reduced
7<i. We may assume that~ d @ s, @ -+ @ sp, withd € C¥,  standard termsy,...,r ¢ C. Let {ts,...,ta} = (S\R)U(R\
and pairwisep-distinct@-reduced standard termss ...,sp ¢ S), for S= {s1,...,sm} andR= {rq,...,rn}. Then,n(i) ~
C, andr ~e®ri@--- @rq, with e e C?, and pairwised- 1(s@r) ~I(cad@t;@---®ty). By Lemma 11, we know that
distinct@-reduced standard terms ..., rq ¢ C. [(ce§ @ ---dS&n) and (def16--- &) can be derived from



A(m<i) modulo XOR. Hence,(t') witht’ =cadat @ ofy Itis easy to see that™ ="s" for C-dominated termsand
can be derived fromh(w-;) as well (by applying thep-rule). siff t ~s, and that't™ is ¢-reduced for any. By C:,.,, we
Now, let us consider two cases: denote the sef"c™ | c e C®}. Clearly, this set is finite and
(a) n=0orn> 1: In this case, we have thatz(i)) ~ I (t), computgble in exponential tlmg in the size(of .

and henceA(r(i)) can be derived from\(rr). Tq define the seX(t) of subs_tltu'uons, we need the not|_on of
fragile subterms. For &-dominated ternt, the set ofragile
subterms of tdenoted by#(t), is .Z(t) = {s| sis a non-
ground, standard term which occurs as a subtermiofthe
formt’ @ sorsat’ for some’}. For exampleZ ((a® (x,b)) @
b) = {(xb)}.

We are now ready to define the (finite and effectively com-
putable) sez(t) of substitutions for aC-dominated ternt.
The main property of this set is the following: For evety
4 The Reduction dominated, ground substitutiohin normal form, there ex-

_ ) ) ists a substitutiorr € Z(t) and a substitutior®’ such that
In this section, we show how the deduction problem moduigy- _ ("to ™)@', In other words, the substitutionsit) yield

XOR can be reduced to the deduction problem without XQff ye|evant instances af All ground, normalized instances
for C-dominated theories. More precisely, foCadominated gre syntactic instances of those instances. This resetfiges
theory T, we show how to effectively construct a Horn thegpte variant property of XOR [11] mentioned in the introduc
ory T* such that a{-dominated) fact can be derived fromjon  However, our construction d(t) is tailored and op-

T modulo XOR iff it can be derived fronT " in a Syntactic timized towardsC-dominated terms and substitutions. More
derivation, where XOR is considered to be a function SymtlFHportantly, we obtain a stronger property in the sense that
without any algebraic properties. As mentioned, the syntage equality—Ctd7 = ("to)0'— is syntacticequality, not only

tic deduction problem, and hence, the problem of checkiggyajity modulo AC; the notion af-domination, which we in-
secrecy for cryptographic protocols w.r.t. an unboundet-nuyoduced here, is crucial in order to obtain this propertgyH

ber of sessions, can then be solved by tools, such as ProVg({ syntactic equality is important for our reduction in erdo
which cannot deal with the algebraic properties of XOR. get rid of algebraic properties completely.

In the remainder of this section, [€tbe aC-dominated the-
ory. In what follows, we will first define the reduction funcDefinition 4. Lett be aC-dominated term. We define a family
tion, which turnsT into T+, and state the main result (SecOf substitution= (t) as follows. The domain of every substi-
tion 4.1), namely that the reduction is sound and completetd#on in X(t) is the set of all variables which occur in some
stated above. Before proving this result in Section 4.3, W& 7 (t). Now, o € Z, if for eachx € dom(o) one of the fol-
illustrate the reduction function by our running exampled¢s lowing cases holds:
tion 4.2). () o(X) =x,

(i) xe Z(t) ando(x) =cax, forsomece C; ., c#0,

4.1 The Reduction Function (iii) there existss € .Z (t) with x € var(s) and aC-dominated

The reduction function uses an operdtot, which turns terms substitutiond in normal form such thas) € C* and
into what we call normal form, and a sEft) of substitutions o(X) =0(x).

associated with the termWe f|.rst define th|§ operator gnd the To illustrate the definition and the property mentioned
setX(t). The operator- is defined w.r.t. a linear ordering,
on C, which we fix once and for all.

(b) n=1: Because(c® s @---®sn) and (dOri1@---@ry)
occur int—i modulo XOR, by Lemma 10({; ®t;) occurs
in m~j modulo XOR as well. Thus, by Lemma §fi®
A(t7)) occurs inA(7<j) modulo XOR. Now, becausétl),
with t’ = c d @y, can be derived fromA(ri) modulo
XOR, so can(c@d@A(ty)) ~ A(w(i)). O

above, consider, as an exampler c® x and the substitu-
tion #(x) = d@m, with d € C3,,, and aC-dominated, stan-

norm

Definition 3. For aC-dominated tern, we define theormal dard termm ¢ C.,, in normal form. In this case, we can
formoft, denoted byt recursively as follows: chooser (x) = d © x according to (ii). With9'(x) = m, we ob-
e If tis avariable, theft™ =t. tain"td" ="cad em= ("t )¢ If 6(x) wered € C,

o If t = f(t3,...,tn) is standard, then "t = th%ce(lgnggﬁ?wb(essggggdé endix):
("t 7., Tty ). pp :

e If t € C® is non-standard and~ ¢; @ - - - @ ¢, for some Lemma 12. For a C-dominated term t, the séi(t) can be
pairwisea-distinctcy, ..., cn € C,n > 1, such that; <.  computed in exponential time in the size of t.

o <cCnthent'="c "o (T B (@ en ) ) We are now ready to define the reduction function which
o If tis non-standard artd~ ct’, forsomece C¥,¢#£ 0, turnsT into T*. The Horn theoryT * is given in Fig. 2. With
and standard notinC, then™t"="c &t the results shown above, it is clear tiat can be constructed
We say that a terris innormal form if t ="t™. A substitution in exponential time fronT. The Horn clauses in (6)—(9) simu-
6 is in normal form, if¢(x) is in normal form for each variablelate the®-rule in case the terms we consider &rdominated.
x in the domain o#. The other rules ifT are simulated by the rules in (5), which



Trio ..., o' — Trgo™” for eachC-dominated ruley,...,r, — rg of T and eaclyr € Z({rg,...,rn)). (5)

I(c),I(c)—I("cacd) for eachc,d € C& (6)
I(c),I(x) — I(c®x) for eachc € Ci, (7)
1(c),I(c®x) — I(Tcadc@x) foreache,d € Clpy (8)
[(cdx),1(c®x)—1(Tcpd™) for eache,d € C&, (9)

Figure 2: Rules of the theofly™. We use the convention thi0 & x) stands fo (x).

are constructed in such a way that they allow us to produt8 Proof of Theorem 1
messages in normal form for input messages in normal form. )
9 . P g . . In what follows, letT be aC-dominated Horn theory artilbe
We can now state the main theorem of this paper. This the-

; a C-dominated message in normal form. Note thiaf = b.
orem states that a message (a secret) can be derivedTfro ) o .
. o . e . e following lemma proves that our reduction is sound, i.e.
using derivations modulo XOR if and only if it can be derive

v LS
from T* using only syntactic derivations, i.e., no algebraltcatT - bimpliesT i b.

properties of XOR are taken into account. As mentioned, thismma 13. If = is a syntactic derivation for b from T, then

allows to reduce the problem of verifying secrecy for cryptq. is a derivation for b from T modulo XOR.
graphic protocols with XOR, to the XOR-free case. The latter

problem can then be handled by tools, such as ProVerif, whielvof. Let r be a syntactic derivation fdrfrom T*. To prove
otherwise could not deal with XOR. the lemma it suffices to prove that eacth) can be obtained by
a derivation modulo XOR fronT andr.;. If (i) is obtained
Theorem 1. For a C-dominated Horn theory T and- from #(j) andr (k) for j,k < i, using one of the Horn clauses
dominated message b in normal form, we have:sTb if and (6)—(9), then we can apply the-rule with 7(j) andr (k) to
only if T* - b. obtainz(j) @ w(i) ~ 7 (i).
Before_ we prove this theorem, we illustrate the reduction B¥"u\|hoe\/\:°’osrlrj1$fr(ifre{[h.ét,(rl)rri3 btj"?f:g‘isf'grg ;‘r_‘noe”:_gfl: i|ea|: S(?
our running example. (r1,...,rn — ro) € T and somes € 2({ro,...,rn)). Hence,
there exists a substitutighand, for eactk € {1,...,n}, there
4.2 Example existsj < i such thatr(j) = "rko 0 ~ (r¢o)f = ry(cb). So,
] ] we canuse therulg,...,ry — ro to obtainrg(cf) = (rgo)f ~
Consllder th.e Horn. theoﬂ/'ms,_\,E of our running exgmple. As roo 0 = (). Note thatt7 ~t and ift ~ t’, thento ~ t'c
mentioned in Section 3, this Horn theoryGsdominated for ¢, o termst,t’ and substitutions. 0

C ={a,b}. In what follows, we illustrate hovvgrg% looks

like, where the elements &f are ordered aa <c b. To prove the completeness of our reduction, i.e., That b
First, consider the instances of Horn clause$f_ given impliesT* - b, we first prove the property @i(t) mentioned
by (5). Only the Horn clauses in (3) have fragile subtermisefore Definition 4. For this, we need the following definitio

All other Horn clauses have only one instanceTmSLb: the
N Definition 5. Lett be aC-dominated term and be aC-

rule itself. This is because for such Horn claugés contains domi q d substitution i I ith
only one substitution, the identity. The Horn clause in (8 h ominated, ground substitution in qorma orm with d@)
var(t). Leto = o(t,0) be the substitution defined as follows.

one fragile subterm, namely Hence, the domain of every

substitution in the correspondifigsetis{x}, and according to Thegomalin Obb's thehset of _alLYa”?vblzs ]E_hat oceur w:j_some
Definition 4, this set contains the following eight subgtidns: s€ Z(t). Letxbe such a variable. We defingx) according

item (i) givesos — {x/x} item (ii) givesos — {a®x/x}, o3 = to the following conditions, which have decreasing prigrit
{b@x/x}, andos = {(ad b) ®x/x}; item (iii) gives o5 = () If there exists € .7 (t) with x € var(s) such thas) € ce,
{0/x}, o6 = {a/x}, o7 = {b/x}, andog = {a®b/x}. For theno (x) = 0(x).
each of these substitutions we obtain an instance of (3). Hoy Otherwise, ifx € .Z(t) andf(x) = co <, for c € C* and
examplegy yields some standard tersinot in C®, theno(x) = cd x. (Note
thatc # 0 sincef(x) is in normal form.)
I({((@a®b) ©x.a)}up(sk,)) = 1H{(M(b,8),a® X} ounsk))-  (c) Otherwiseg(x) = x. (Note that in this case we know that

6(x) is some standard term not@¥ if x e Z(t).)
Now, consider the Horn clauses induced by (6)-(9). For

example, the set of Horn clauses (8) contains among other€quipped with this definition, we show (see the appendix)
[(a®b),l(b®x) — I (a®x) and I(b), | (a®x) — | ((a®b)®x). the property o&(t) mentioned before Definition 4.



Lemma 14. Let t be aC-dominated term and be a C- should agree. This correspondence should be read as follows
dominated, ground substitution in normal form witbm(¢) = If eventend(x) has occurred, then also evértin(x). For ex-
var(t). Theno = o(t,6) € Z(t) and there exists a substitutiorample,end(a,b,n) — begin(a,b,n) could be interpreted as: If

¢’ such thatt = o', i.e.,0(x) = o(x)8’ for every xe dom(#), b thinks to have finished a run of a protocol watin which
and™t’6™ = "t'c "¢’ for every subtern'toft. the noncen was used (in this case evemid(a, b,n) occurred),
thena has actually run a protocol witthin which n was used

(in this case evenbegin(a,b,n) occurred). To check such
Lemma 15. If 7 is a C-dominated derivation for b from T correspondence assertions in the Horn theory based approac
modulo XOR, then=™ is a syntactic derivation for b from roughly speaking, the protocol rules are augmented witmato
T, representing events of the fotsagin(x) andend(x) (see, e.g.,

[3] for details).

For our running example, this is illustrated in Figure 3. In
(13), the end event indicates ttiabelieves to have talked
Case 1: 7(i) is obtained fromr(j) = I(t) andxw(k) = I(s), and the noncen(b,a,sid,x) was used in the interaction, where
for j,k < i, using thed-rule. In that caser(i) ~ 1(t®s). By X is the nonceb believes to have received fromandsid is
assumptiort, s, andt ¢ s are C-dominated, and hencé&t™, a session identifier. The parametem@ndsid are added to the
rs7, "t @ s are either normalized standard terms noCih, term representing the nonce in order to make the analysis mor
terms inC, ., or terms of the fornt o u for c € CZ and precise. In particular, the session identifier is added dieoto
a normalized standard teroxt C%, respectively. However, it make the correspondence stronger: The events should ryot onl
is not the case that"'=cq@uor"t'=uand"s'=u ¢ C® correspond on the names and the nonces used in the protocol
or"s'=c @ U with u# U since otherwisét & s would not run, but also on the session identifiers. Note that withoat th
be C-dominated. Now, it is easy to see thatrule can be session identifier, correspondence of sessions wouldwiber
simulated by one of the Horn clauses (6)—(9). not be guaranteed since in the Horn theory based approach new
protocol runs do not necessarily use completely fresh ronce
The begin event in (12) indicates thafust received the re-
sponse fronb and now outputs her responseliowhere the
begin event contains the nonce received fimm

We note that, strictly speaking, the Horn theory depicted in
Figure 3 falls out of the class of Horn theories that we allow,
not because ab-linearity but because of the fact that the vari-
ablesid occurs on the right-hand side of a Horn clause but not
on the left-hand side (see (10) and (11)). However, as walnote
" (i)7, we can use the rule— ("r107,..., o™ — Troo ) € in Section 2, this assumption can easily be requed for bbesa
T with the substitutiord’. In fact, by Lemma 14, we havetha_t are supposed to be su_bstl_tuteo_l pnlﬁhyommated terms,
that"reo 0’ = "1 = (i) for all k € {0,...,n}, where which is the case for session identifiers. -
io = 0. (Recall that foxC-dominated terms andt with s ~t, Now,. letT be a .Horn theory model of a protocol and an in-
we have thafs™ = rt7.) truder, i.e.,T consists of a set of protocol rules (such as those

in Figure 3), a set of initial intruder facts, and a set ofuter
Now, from the above lemma and Proposition 1 it immediules. Following Blanchet [3], we say that a (non-injec}ive

We can now show the completeness of our reduction.

Proof. We show that every= (i)™ can be derived syntactically
fromT* and™ 7. Two cases are distinguished:

Case 2: (i) is obtained using som&-dominated rule
(r1,...,m — ro) € T and a ground substitutiof. Sincen
is C-dominated, by Lemma 6 and 3 we may assume @hat
C-dominated. Sincer is a derivation modulo XOR, we may
also assume thétis in normal form. We have that(i) ~ rof
and there exisf,..., jn < i such thatr(jx) ~ ryd, for all
ke {1,...,n}.

Let o = a({ro,...,r),0) and letd be as specified in
Lemma 14. By Lemma 145 € 2({ro,...,rn)). Now, to obtain

ately follows thafl F& bimpliesT* F b. correspondence assertion of the famd (x) — begin(x) is sat-
isfied byT if
5 Authentication for every finite set of messag@and every mes-

. _ ~ sagemy ¢ B, it holds thatT U {begin(m) | me  (14)
In the previous section, we showed how to reduce the derlva—B} Je end(mg)

tion problem modulo XOR foC-dominated Horn theories to

the syntactic derivation problem. While the derivationlprowhere@: {t | there exist$’ € Bandt ~1'}. In [3], this formu-

lem corresponds to the secrecy problem for cryptograploic plation (more precisely, a syntactic version, i.e., the X{ée

tocols w.r.t. an unbounded number of sessions, in this@gctiversion) is somewhat implicit in a theorem which reduces cor

we will see that it is not hard to extend our result to authentespondence assertions in process calculus to Horn tleorie

cation properties. Blanchet then proposes a method for proving the syntactic ve
sion of (14) using ProVerif.

Authentication as Correspondence Assertions

Authentication properties are often expressec:@sespon- Extending Our Reduction to Correspondence Assertions

dence assertionsf the formend(x) — begin(x) wherex de- The following theorem extends our reduction presented @ Se
scribes the parameters on which the begin and end eveiuts 4 to the problem of solving (14¥ith XOR. In fact, we



I({n(a,b,sid),a},,p,)) foreveryac H,be P  (10)

({X atoup(,)) — 1({m(b,a,sid,x),x & b}, 1)) foreverypbe Hae P (11)
begin(a,b,y), I({y,n(a,b,sid) &b}, k) — 1Y} pubii,)) foreveryac H,beP  (12)
H{(X @)} pub(i,))» 1({mM(b,a,sid,X)} ) — end(a b,m(b,a,sid, X)) foreverybe H,ac P  (13)

Figure 3: Rules for authenticatiosi is a variable intended to range over session identifiers).

show that if in (14) the C-dominated) Horn theoril is re- orem 1 (we use the fact th&uU {begin(m) | me B} is C-
placed byT* (i.e., we can use the same reduction function deminated and the fact thdf U {begin(m) | me B})"™ =
in Section 4), then derivation modulo XOR-¢ ) can be re- T U {begin(m) | me "B7} ); (iii) =(iv) is trivial; finally,
placed by syntactic derivationH). Now, the latter problem (iv)=-(i) is given by Lemma 13. O
(the syntactic version of (14)) can be solved using ProVerif

Formally, we can prove: . .
Y P 6 Implementation and Experiments

Theorem 2. Let T be aC-dominated Horn theory. The(i.4) _ _ _
holds iff for every finite set of messages B and every mess@fe have implemented our reduction, and together with

Mo ¢ B, it holds that T" U {begin(m) | me B} ¥ end(mp). ProVerif, tested it on a set of protocols which employ the XOR
operator (see [17] for the implementation). In this sective

The proof of this theorem requires some slight extension@hort on our implementation and the experimental results.

Proposition 1, stated below, in which an injective versién o
Ais used, i.e.t o t’ should imply thatA(t) £ A(t). Thisis g1 Implementation

P

needed to guarantee thahif ¢ B, thenA(mg) ¢ A(B). ) _ o
This can be achieved by fixing amjectivefunction which We have implemented our reduction function in SWI prolog

takes a term to some term built from 0 apd) (or any other (version 5.6.14). Our implementation essentially take®amH

function which the intruder can apply). We also add the fre}OrY @s input. More precisely, the input consists of (1¢e-d
constantc to the intruders knowledge. Now, for a bad terffration of all the functor symbols used in the protocol agd b
t=COUD-- By, we define(t) = cafid- - a6 {y(1) the intruder, (2) the initial intruder facts as well as thetpcol

1 - CO .

The important property O{V(t)}co is that the intruder can de-ar_‘d_ intruder rules, except forti@rule, which is assumed im-_
rive this message and that it is unique for every term plicitly, (3) a statement which defines a secrecy or autkanti
tion goal. Moreover, options that are handed over to PréVeri

Proposition 2. Let T be aC-dominated Horn theory, B be amay be added.
finite set of facts, and a be a fact. IfJB ¢ a, then there ex-  Our implementation then first checks whether the given
ists aC-dominated derivation foA(a) from TUA(B) modulo Horn theory, sayl, (part (2) of the input) isd-linear. If it is
XOR. not, an error message is returned. If it is, aGés computed
. . o such that the Horn theory i8-dominated. Recall that such a
The proof of this pr.oposmor? IS very similar to the one 0éet always exists if the Horn theorydslinear. It is important
Proposition 1. Only minor moqhﬁcat!ons are necessary. to keepC as small as possible, in order for the reduction to be
NOW’ o prove Theorem 2, it suffices to _ShOW that the fOllﬁore efficient. Oncé€ is computed, the reduction function as
lowing conditions are equivalent, for&Gdominated theory : described in Section 4 is applied Tq i.e., T* is computed.
(i) there exist a finite set of messad®and a messageo ¢  Now, T+ together with the rest of the original input is passed
B such thafl U {begin(m) |me B} ke end(mp) on to ProVerif. This tool then does the rest of the work, ite.,
(i) there exist a finite set of-dominated messag®&and a checks the goals foF *. This is possible since, due the reduc-
C-dominated messagmy ¢ B such thafl U {begin(m) | tion, the XOR operator if * can now be considered to be an
me B} ko end(mp). operator without any algebraic properties.
(iii) there exist a finite set o€-dominated messag@and a  Our implementation does not follow the construction of the

C-dominated message, ¢ B such thafl * U {begin(m) | reduction function described in Section 4 precisely, ineord
me B} F end(my). to produce an output that is optimized for ProVerif (butl stil

(iv) there exist a finite set of messaggand a message, ¢ equivalent): a) While terms of the formdt, with c € C%,
B such thafT * U {begin(m) |[me B} F end(my). t ¢ C¥ are represented byar(c,t), termsa® beCy,, are
represented byx(a,b). This representation prevents some un-
Proof. The implication (i}=(ii) follows from Proposition 2 necessary unifications between terms. However, it is easy to
and by the fact thah is injective; (ii)=(iii) is given by The- see that with this representation, the proofs of soundness a
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protocol correct  reduction time  ProVerif time there is a known attack on this protocol, we proposed a fix:
a messagéna g @ h((key(A),N)) sent by the key distribution

NSLg no 0.02s 0.006s .

NSL%\-fix yes 0.04s 009s Server toA is replaced byka g @ h((key(A), (N,B))).

NSLGG—auth—A o 0'033 0.163 CCA stands for Common Cryptographic Architecture
NSLEb—auth—A-fix s 0' 03s O' 02s (CCA) API [1] as implemented on the hardware security mod-
NSL$-auth-B yes 0'045 0 5s ule IBM 4758 (an IBM cryptographic coprocessor). The CCA
SK3$ yes 0'055 0.35 APl is used in ATMs and mainframe computers of many banks
RA );10 0 .055 0 i?s to carry out PIN verification requests. It accepts a set of-com
RAfix es 0' 055 O. 275 mands, which can be seen as receive-send-actions, and hence
CCA0 >;10 0'153 1.095 as cryptographic protocols. The only key stored in the secu-
CCAIA es 0' 065 075 rity module is the master kegm. All other keys are kept
CCA-1B yes 0'075 1'35 outside of the module in the forfk}cwetype Wheretypee
CCAOB yes 0'145 7.15 {DATA,IMP,EXP,PIN} denotes the type of the key, where each
CCAAC yes 0.155 58. 0s type is some fixed constant. The commands of the CCA API
CCAE zes 0.07s 1 425 include the following: Commands for encrypting/decryptin

data using data keys. Commands to export/import a key

Figure 4: Experimental Results. to/from another security module. This is done by encrypt-

ing/decrypting the key by a key-encryption-key.
In Figure 5, we model the most important commands of the

completeness of our reduction still go through. The basie reca API (see also [14]) in terms of Horn clauseBn¢iphe)
son is that terms i€, can be seen as constants. b) For thgd Peciphe) are used to encrypt/decrypt data by data keys.
Horn clauses in Figure 2, (6)—(9), we do not produce copies fReyExpor} is used to export a key to another security module
every choice ot, ¢’ € C,,,. Instead, we use a more compagly encrypting it under a key-encryption-key, witkefyimpor)
representation by introducing auxiliary predicate syrsbBbr peing the corresponding import command. The problem is to
example, the family of Horn clauses in (8) is representedlas fmake the same key-encryption-key available in differentise
lows: xtab(x,y,z), I(y), I(xor(x,t)) — I(xor(z,t)), where rity modules. This is done by a secret sharing scheme using
the factsctab(c, c’,"c @ c'7) for everyc, ¢ € CL,,, are added the commandsKeyPartimp-Firsj—(KeyPartimp-Last where

to the Horn theory given to ProVerif. KP is a type (a constant) which stands for “key paktikis ob-
tained akl@ k24 k3, and eaclki, i € {1,2,3,}, is supposed
6.2 Experiments to be known by only one individualKeyTranslatgis used to

. . encrypt a key under a different key-encryption-key.
We applied our method to a set ab{linear) protocols. The We note that some of the Horn clauses in Figure 5, namely

results, obtained by running our implementation on a 2,4 G‘Qg

Intel CoreTM 2 Duo E6700 processor with 2GB RAM, are d eyPartimp-Middlg and KeyPartimp-Lasy are not Imgar.
ortunately, one can apply a standard unfolding technique f

picted in Flgure 4 Where we list both the t'me of the redm:t'?ﬁ?rn clauses together with straightforward simplificatido
and the time ProVerif needed for the analysis of the output QP ain arequivalentHorn theory with onlys-linear rules

the reduction. We note that except for certain versions ef t?1 There are several known attacks on the CCA API, which

CCA protocaol, the other protocols listed in Figure 4 are dut Qoncern the kev-part-import process. One attack is by Bond
the scope of the implementation in [14], the only other impl y-p port p : Y

mentation that we know of for crvptoaranhic brotocol ani ]. As a result of this attack the intruder is able to obtaiN$
yptographicp y.l;]%each account number by performing data encryption on the

w.r.t. an unbounded number of sessions that takes XOR i . .
account. As mentioned in the introduction, the method irj [ﬁecunty module. A stronger attack was found by IBM and is
: ' resented in [8] where the intruder can obtain a PIN deovati

is especially tailored to the CCA protocol. It can only de Iey, and hence, can obtain PINs even without interactinly wit

with symmetric encryption and the XOR operator, but, for e ne security module. However, the IBM attack depends on key

a_lmple, ca_n_not deal W|th.protocols that use pubhc-key_ ermcrBf:onjuring [14], and hence, is harder to carry out. Using our

tion or pairing. Let us discuss the protocols and settings th X . . -

we analvzed in more detail implementation (together with ProVerif) and the configimat
y ' denoted byCCA-0 in Figure 4, we found a new attack which

By NSL;, we Fienote our running example. Smce th_ere &ehieves the same as the IBM attack, but is more efficient as it
an attack on this protocol, we also propose aN&Lg-fix

in which the messagd(M.N & B)ﬂpu[)(sm is replaced by does not depend on key conjuring. Our attack is presented at

) the end of this section.
{{M,h({N,M)) ©B) |} ,,p(sk, for @ hash functiom(-). We an- .
alyze both authentication and secrecy properties for tfese In response to the attacks reported in [5], 1BM proposed two

. recommendations.
linear) protocols.

The @-linear) protocobK3 [18] is a key distribution proto- Recommendation 1As mentioned, the attacks exploit prob-
col for smart cards, which uses the XOR opera®g.denotes lems in the key-part-import process. To prevent these prob-
an (@-linear) group protocol for key distribution [6]. Sincdems, one IBM recommendation is to replace this part by a
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1(X), [ ({K}kmaoara) — 1({X}) (Enciphe)

L({x}k), 1({K}kmapata) — 1(X) (Deciphe)

| ({K}kmetype), 1(type), I ({kekkmaexe) — | ({K}kekstype) (KeyExpor}

| ({K}kekatype) 1(type), I ({kekkmame) — 1({K}kmatype) (Keylmporn)

I(k1),1(type) — 1({KL}kmexkpetype) (KeyPartimp-Firsy

1 (k2), 1 ({X}kmekpatype), | (type) — 1({X® K2} kmakpatype) (KeyPartimp-Middlg
1(k3),1({Y}kmeaxpatype); | (tyP8) — 1({y ® k3}kuetype) (KeyPartimp-Last

| ({K} kewastype); 1 (type), 1({kekitkmeme), | ({Kelotumaexe) — 1({K}kekatype) (KeyTranslatg

Figure 5: CCA API , wher&M denotes a constant (the key master stored in the cryptoigregbrocessor)ypeis a constant
that ranges over the constants{ipaTA, IMP, EXP,PIN}, and all other symbolx(y, k, ...) are variables.

public-key setting. However, as shown in [14], further ac- The keykekis then used to import a new pin-derivation key
cess control mechanisms are needed, which essentiallictegpdkto the security module, in the form

the kind of commands certain roles may perform. Two cases,

which correspond to two different roles, are considered, an {PdKhkeicopin- (15)

are denotedCA-1A andCCA-1B in Figure 4. We note that\We assume that this message can be seen by the attacker
the Horn theories that correspond to these casesidiigear, and that the attacker is the third participant of the process
and hence, our tool can be applied directly, no changes are g importing kek In particular, the attacker can perform

essary; not even the transformations mentioned above e SifieyPartimp-Last knows the valud3, and obtains the mes-
public-key encryption (and pairing) cannot be directly tiied sage

by the tool presented by Cortier et al. [14], Cortier et atl ta {k1 D K2} kmeskpeimp- (16)
modify the protocol in an ad hoc way, which is not guaranteed
to yield an equivalent protocol. This is also why the rumss?mer
of the tools cannot be compared directly.

Now we describe the steps of the attack. After the intruder
eceives (16), he useKd¢yPartimp-Lastwith k3¢ PIN instead

of k3. In this way he obtains

Recommendation 2Here additional access control mecha-
nisms are assumed which ensure that no single role is able {kek® PIN}kweime (A1)
to mount an attack. We analyzed exactly the same subsetgi@fuses the same command again, this time W&t PIN &
commands as the ones in [14]. These cases are deGG#ed Exp, obtaining:

2B, -2C, and-2E in Figure 4, following the notation in [14].

The runtimes obtained in [14] are comparable to ours: 333s {kek® PING EXP}amamp (A2)

for CCA-2B, 58s for-2C, and 0.03s for2E. Next, whenpdk is imported, the intruder useKgylmpor)
twice: The first time with input (A1), (15), angpe= DATA =

Our Attack. As we noted before, our tool found an attacR, resulting in the message

which—according to our knowledge—has not been discovered (A} karcsora. (A3)

before. This attack uses the same assumptions as Bondk atta 0

in terms of the role played by the intruder and his knowledgehe second time with input (A2), (15), atybe= EXP, result-

As in the IBM attack, we use the fact that 0 is the default valirgg in the message

for DATA. {pdk}kmaexp- (A4)
Our attack does not use key conjuring, and hence, is eagjgw using KeyExpor} with input (A3), (A4), andtype=—

to carry out than the IBM attack. As a result of the attack, thero — o the attacker obtains

intruder obtains a pin derivation key in clear (like in theMB

attack). {pdK} pakzpata = {PAK} pak- (A5)

In the attack we assume that a new key-encryptionkeky Finally, using Deciphe) with input (A5) and (A3), the at-
needs to be imported, using the three-part key import cotaeker obtains the clear value pflk which can be used to
mands KeyPartimp-Firsj—(KeyPartimp-Lagt which means obtain the PIN for any account number: Given an account
thatkek= k1@ k2@ k3, wherekl, k2, k3 are the shares knownmumber, the corresponding PIN is derived by encrypting the
by three different individuals. account number undgdk
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A Proofs for Section 3 Proof of Lemma 5.

We proceed by structural induction en

In what follows we will use the following notation=,_t’ if t
andt’ are coincide up to transformation modulo AC, with stan-
dard terms kept unchanged. For exampéed (a® b,b)) ®
b=,.(a®b)® (adb,b) Z,.(a®b)® (bda,b).

Proof of Lemma 4.

Assume that’ is a complete bad subterm of. We proceed
by structural induction on and consider the following cases:

e I =X is a variable: Becausgis @-reduced, so i9(x).
So, sinca’ is a subterm of)(x) andf(x) ~t, Lemma 3
implies that there exists a complete bad subté&rorf t
witht’ ~r'.

e r=1f(rq,...,r), for f # @: In this caset is of the form
f(t1,...,ta) with t; ~ r;6. Sincerf is not bady’ is a sub-
term ofr;¢ for somei € {1,...,n}. By the induction hy-
pothesis, there exists a complete bad subtéoft; (and
thus, oft) witht' ~r’.

e r = ¢, for c € C®: We have thatd =r. Sincer is C-
dominated it follows that does not contain complete bad
subterms. Hence, nothing is to show. B

s=X s a variable We can set’ =t.

s is standard Thens # t, and thus, for one of the direct
subtermss’ of s, S0 has to containt as a complete sub-
term. By the induction hypothesis, there exists a variable
x € var(s) C var(s) such thatd(x) contains a complete
bad subternt’ with t’ ~c t.

se C%: This case is not possible, singe= & is C-
dominated, and hence, cannot contain a complete bad
subterm.

s=,.C® S, where ce C* and $ ¢ C® is standard, but
not a variable Then,t # &9 sinces) is not a bad term.
Moreover,c is C-dominated (since it belongs &), and
hence, cannot haveas a subterm. Hencémust be a
subterm of§# and we can use the induction hypothesis.

s=,.CPX, force C¥ and avariable xIf t ~ (c&x)6, we

can choos¢’ = §(x), sincet’ ~ t. Otherwise, since is
C®-dominated, and hence, does not contain complete bad
subterms, it follows thétis a subterm of (x). Hence, we

can choos# =t. O

Proofs for Section 4

e 1=, car’ with ce C¥ andr” ¢ C® standard, but not Proof of Lemma 12.

a variable: The case that= r6 cannot occur since thiswe start with showing that matching @-dominated terms
term is not a bad term. Singeis C-dominatedc does modulo XOR vyields a uniquely determined matcher modulo

not contain a complete bad subterm. Hen¢eannot be xR, if any, and this matcher can be computed in polynomial
a subterm otd = c. Sor’ is a subterm of”6. time.

Lets~ r"f, for some®-reduced terms € C¥. So, we Claim 1.Lets be aC-dominated term antlbe a ground term.
have that ~ c@s. Sincer”, as a proper subterm of Then, the matcher afagainst is uniquely determined modulo
is C-dominated, from the fact that is a complete bad XOR, i.e., ifs# ~t ands?’ ~ t for substitution® and¢’, then
subterm of ¢ it follows by the induction hypothesis tha@(x) ~ 0'(x) for everyx € var(s). Moreover, the matcher of

there exists a complete bad subternof s with 1’ ~ t". against can be computed in polynomial time in the sizesof
Now, sincec is C-dominated (because by assumptiongndt.

is), and hence; does not contain complete bad subterms, _
it follows thatt’ occurs as a subterm in Proof. We show how to compute the unique (modulo XOR)

matcher ofs againstt. The computed matcher will be in nor-
r2 cax force C® and a variablec Assume that mal form. First, for substitutions; ando, we defines; Lios
AC 1 *

(x) ~C Dt & Bty withn >0, € C, and pairwise 351 U oy if for eachx € dom(oq1) Ndom(o,) we have that

@-distinct standard ternts, . ...ty ¢ C. First assume that 01(X) = 02(X). Otherwiseg U o2 is undefined.
r' = rd, which implies than > 1. Then we can sét =t We obtain the matcher of s againstt recursively as fol-

sincet’ =t ~ rd = r’. Otherwise, since is C-dominated, '0Ws. We can assume that batandt are in normal form (one

it follows thatc does not contain a complete bad subterf@" fransform a terminto its normal form't " in polynomial
Hence/' is a complete bad subterm dfor there exists time)’. We consider the following cases:

such that’ is a complete bad subterm ®f In any case, 1. s=Xxis a variable: Thewa = {t/x}.

this term, let us call it”, does not coincide with any stan2, s s a ground term: Them = 0 if s=t. Otherwise, the
dard termc; withc=c1 & ... ® ¢k because these terms do  matcher does not exist.

not contain completg bad subterms. ngt(fes equiv- 2So0 far, we defined - only for C-dominated terms. Now, we need to
alent to some terrtf_ int. Thus, there exists a Complet%xtend the definition of - to work for all terms. Such a extension is straight-
bad subternt’ of t with r’ ~t. 0 forward. So we skip it.
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3. s=c®¢9, for groundc and nonground, standasd Thenos (b) Otherwise, ifo(x) was defined according to Definition 5,

is the matcher of against the termcat™. (b), thenxe Z(t), 0(x) =c @5, forc’ € C,,,, and some
4. s=f(sy,...,s), for f # &, non ground: normalized standard terginot in C*, ando(x) = ¢’ & x.
If t = f(ty,...,tn), we takes = o1 LI Lion, whereo;, for It follows that¢'(x) = s and"™t'o ¢’ ="ca ¢ & X0 =

i € {1,...,n}, is the matcher of against;. Otherwise, i.e. fcod oxy ="coces="cacdas ="t'0"
if such ac does not exist, the matcher does not exist.  (c) Otherwise, ifo(x) was defined according to Definition 5,

It is easy to show that this algorithm computes a matcher (€): theno(x) = x and¢’(x) = §(x). Sincex € 7(t) and
of s againstt, if it exists, and moreover, that this matcher is items (_a) and (b) of Definition 5 do not holdi(x) is a
unique. 0 normalized standard term not i@,,,,. It follows that

O ="cdb(x)"=cdb(x)="t'c0.

Now, we are ready to prove Lemma 12: The domain of ev-Finally, suppose that' ~ c@'s, for ¢ € Cg,,,, and aC-
ery substitution in=(t) is polynomial, since it is a subset oflominated, standard subtesoft’ with s¢ C* ands ¢ var(t):
var(t). Hence, it suffices to show that for every variable in th&e distinguish the following cases:
domain there are only exponentially many possible valués ga) If 9 € C®, theno(x), for x € var(s), was defined according
these values can be computed effectively. This is cleah#®rt to Definition 5, (a) since € .#(t). Hence g (x) = 6(x) for

case (i) and (ii) in Definition 4, a€?., . is bounded exponen-  all x € var(s), and thuso is ground ando = 4. It follows

tially (in the size ofC). that™t’07 ="cop ) ="xPso ' ="xPso ¢ ="t'o0.
As for case (iii), lets,x andd be given as in this case. Notgh) Otherwise, ifs# ¢ C#, by the induction hypothesis it fol-
thats is C-dominated. Hencef is the unique matcher of lows that™s9™ = "so¢’. We have also thats is not in
against some € C,,. Becaus& can be computed from C® (otherwises9 would be also irC®). Moreover, since
andc in polynomial time and, moreover, bothandc range s ¢ C%, we obtain thaft’d ' =ca 9 =chdso ¢ =
over exponentially bounded sets (in fagtt) is polynomial T(cos) o ="t'o7d. O

andCg . is exponential), the claim of the lemma follows.
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