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Abstract. We construct a pseudorandom correlation function (PCF) for oblivious linear eval-
uation (OLE) from sparse LPN over any finite field. The programmability property of our PCF
implies a PCF for any multiparty degree-two correlation, e.g., Beaver triples. Our PCF is the
first PCF for degree-two correlations from a well-established cryptographic assumption, apart
from (inefficient) generic PCFs based on homomorphic secret sharing or fully homomorphic
encryption. Our PCF outperforms the previously fastest PCF for Beaver triples (Boyle et al.,
Crypto 2022) by 3.2-28x.

We build on the recent pseudorandom correlation generator (PCG) by Miao et al. (Asiacrypt
2025) and extend it to a PCF using a recursive approach similar to Braun et al. (Asiacrypt
2025). Moreover, we extend these techniques to support authenticated degree-two correlations
in the important two-party case.
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1 Introduction

Many secure multiparty computation (MPC) protocols use a two-phase approach, consisting
of an input-independent preprocessing phase and an input-dependent online phase. In the
preprocessing phase, correlated randomness needs to be generated, e.g. in the form of Beaver
triples [Bea92| which are used for multiplications in the online phase. In many protocols, the
online phase uses only information-theoretic or symmetric-key primitives and is thus very
efficient. For instance, a Boolean circuit can be evaluated with only one bit of communication
per party per (non-linear) gate, consuming one Beaver triple from the preprocessing per (non-
linear) gate. In contrast, the preprocessing is often much more costly, as it relies on public-
key primitives such as oblivious transfer (OT) or homomorphic encryption (HE). Therefore,
reducing the cost of preprocessing is the main way to optimize MPC further.

The efficiency of the offline phase can be measured in terms of runtime and communication
complexity. While the offline phase is often not time-critical, since it can run well before
the actual input data (later used in the online phase) becomes available, the communication
complexity is often most critical. Apart from its impact on the overall performance, especially
in setups with limited traffic and bandwidth rate restrictions, it might also lead to high
financial costs if the MPC protocols are deployed on paid online infrastructure.

For a long time, preprocessing protocols, such as [DPSZ12, KOS16, KPR18|, required
communication linear in the size of the circuit. This changed with [BCGI18|, where the
notion of a pseudorandom correlation generator (PCG) was introduced. A PCG generates
(small) correlated seeds, one per party, such that each party can locally, i.e., without further
interaction, expand her seed into a larger batch of the desired correlation, e.g., Beaver triples,
which can later be used in the online phase. In [BCGI18] it is shown that the seeds can be
obliviously generated using any MPC protocol, thus obtaining a preprocessing with sublinear
communication.
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A drawback of PCGs is that the seeds need to be expanded as a one-off operation and
the expanded randomness needs to be stored. Furthermore, a PCG provides only an asymp-
totically polynomial amount of correlated randomness. A natural extension of PCGs are
pseudorandom correlation functions (PCFs) [BCGT20a]. A PCF consists of a key generation
algorithm PCF.Gen(1*) that outputs small keys (kP<F),, one per party, and a non-interactive
evaluation algorithm PCF.Eval k{iCF(‘) that allows the parties to locally and repeatedly query
an instance of the target correlation, e.g., shares of a Beaver triple. When the evaluation is
fast, this removes the need to precompute and store all of the correlated randomness required
for the online phase. Additionally, PCFs usually allow a superpolynomial number of queries.

So far, PCGs for degree-two correlations (such as Beaver triples) have been constructed
from a variety of learning parity with noise (LPN)-style assumptions, including standard
LPN [BCG*19b], sparse LPN [MMST25], and structured LPN variants [BCG™20b, BCCD23,
LXYY25|. In contrast, PCFs for degree-two correlations so far only exist based on rather
non-standard LPN variants [BCGT20a, BCG'22] or using a generic approach of evaluating
a weak pseudorandom function (PRF) under homomorphic secret sharing (HSS) or fully
homomorphic encryption (FHE) [BCGT20a, HRK25]. The latter generic approach is usually
considered inefficient.

New Pseudorandom Correlation Function. In this work, we present a new PCF for
(multiparty) degree-two correlations, such as Beaver triples, from sparse LPN. Our con-
struction is therewith the first (non-generic) PCF for degree-two correlations from a well-
established assumption.

Similar to abovementioned prior works on PCGs and PCFs, we mainly target the (two-
party) oblivious linear evaluation (OLE) correlation ((zo, 20), (21, 21)) where all entries are
uniformly random, except for z; which is uniquely determined by 21 = xq - 1 — zp, implying
that (zp,z1) are additive shares of xg - z1. Our PCF for OLE is programmable, which means
that the private values xg, z1 can be “reused” across multiple PCF instances. This allows
us to generate arbitrary multiparty degree-two correlations as a linear combination of OLE
instances. For instance, generating M-party Beaver triples requires M (M —1) OLE instances,
one for each ordered pair of parties, by [BCG™20a, Theorem 10.6].

In the two-party setting, we optimize this by a factor of two, i.e., we provide a PCF that
produces Beaver triples directly within a single instance, instead of using two instances of our
PCF for OLE. We also show how to extend this PCF to arbitrary authenticated two-party
degree-two correlations, such as authenticated two-party Beaver triples.

Furthermore, we provide instantiations of our PCFs with concrete parameters and per-
formance evaluation in Section 4.4. When choosing concrete parameters, there is a trade-off
between performance and expansion (i.e., the total size of the generated correlated random-
ness divided by the key size): A larger expansion results in reduced performance and vice
versa.

Improved FSS Tensor Operation. Our PCF depends heavily on (two-party) function
secret sharing (FSS). In particular, we need to share the tensor products of several sparse
vectors. As a side-contribution, we reduce the key sizes of these F'SS keys by roughly a factor
of two, compared to blindly applying the FSS tensor operation from [BGI16]. Our tensor op-
eration with reduced key size works for arbitrary F'SS schemes that conform to our new notion
of a seedable F'SS scheme. In a seedable F'SS scheme, the keys consist of a pseudorandom and
independently choosable private part, and a common part. This form of the key generation is a
very typical property of FSS schemes, including standard distributed point functions (DPFs)
and distributed comparison functions (DCFs) [BGI16, BCGT21]. Abovementioned key size
optimizations were already included in self-contained FSS scheme descriptions (such as the
DPF from [BGI16], when viewed as a tensor product of single-bit-input point functions), but
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our general notion of seedable FSS schemes, where the optimization can be applied, is useful
when applying the tensor operation to existing seedable FSS schemes in a blackbox manner,
like we do.

Contributions.

— We construct the first (non-generic) PCF for multiparty (or authenticated two-party)
degree-two correlations, such as Beaver triples, from a well-established cryptographic as-
sumption.

— We choose concrete parameters and evaluate the performance of our PCF. Our PCF
outperforms the previously fastest PCF for two-party Beaver triples by 3.2-28x (see
Section 1.1).

— We introduce a new notion of seedable FSS and reduce the key size in the FSS tensor
operation for (the very common case of) seedable F'SS schemes by roughly a factor of two.

1.1 Related Work

The pioneer work on PCFs, [BCG'20al, presented two instantiations: Firstly, a (conceptually
simple but inefficient) generic construction based on evaluating a weak pseudorandom func-
tion (WPRF) under HSS (which can be instantiated based on spooky encryption [DHRW16]),
and secondly, a PCF based on variable-density LPN (VDLPN). In [BCGT22|, the efficiency
was improved by using a different LPN variant, called expand-accumulate LPN (EALPN),
instead. However, both of these assumptions are very novel, as, in fact, they have been first
introduced in these works, respectively. In contrast, we base our PCF on a well-established
LPN variant.

We show in Table 1 that our PCF is currently the fastest PCF for Beaver triples, with a
speedup of 3.2-28x compared to the prior best, [BCGT22|. At the same time, our PCF has
~ 9x smaller keys. In that comparison, we target security for n ~ 230 queries, since this is
the only output size for which [BCG122] provides an efficiency analysis.

There also exist PCFs for vector OLE (VOLE) [0OSY21,BCM*25] or (List)OT correlations
[OSY21,BCM*24,CDD™24], but these works so far do not provide a PCF for (standard) OLE
or Beaver triples. Our PCF uses techniques similar to [BCM™*25], but applies them to OLE
instead of VOLE, thus obtaining a PCF for degree-two correlations, such as Beaver triples,
via the standard pairwise protocol or our two-party optimization.

From PCG to PCF as a Design Philosophy. Our work uses the design philosophy of
starting with a PCG and extending it to a PCF. This philosophy has been employed before,
although there is not a generic way to do this with any PCG. That is, in general, one cannot
instantiate a PCG with superpolynomial output size to obtain a PCF, since we demand from
a PCF that it can be evaluated (i.e., produce an instance of the target correlation) efficiently.
Therefore, when using a PCG as a starting point, care must be taken that it can be expanded
incrementally, i.e., any single entry of the output can be computed efficiently.

The PCFs from [BCG'20a, BCGT22| can be seen as extensions of prior PCGs based on
dual LPN |[BCGI18,BCG'19b|. However, these extensions employ non-standard assumptions,
in order to allow for efficient incremental evaluation. Namely, dual LPN with its uniformly ran-
dom matrix is replaced by non-standard LPN variants (VDLPN in [BCG*20a| and EALPN
in [BCG™22]) that use a more structured matrix, allowing to compute any single entry of the
matrix-vector product much more efficiently.

Similarly, the PCF from [BCM™25| can be regarded as an extension of the PCG based
on sparse (primal) LPN from [BCGI18]. As noted in [BCGI18|, any primal LPN variant has
an output size at most quadratic in the seed size. [BCM™25] overcomes this limitation by
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Table 1: Comparison of PCFs for two-party Beaver triples over Fso, targetting security for
n ~ 239 queries

Assumption” Key Sizes (GiB) Triples/s

[BCG*20a] LWE X" X"
[BCG*20a]  VDLPN X" X"
[BCGT22]  EALPN 15 7 914
[HRK25] Ring-LWE X5 9
Ours (most conservative) Sparse LPN 1.68 293 *
Ours (optimistic) Sparse LPN 1.68 25514

# All PCFs here additionally assume the random oracle model.

* |BCG'20a] did not provide an efficiency analysis for Beaver triples.

T Key sizes based on their conservative parameters, since the more ag-
gressive parameters were shown to be insecure in [RRT23].

¥ Runtime calculated based on the number of PRG evaluations, assum-
ing (as in [BCM"25]) 20.8 CPU cycles per AES call and 3.8 GHz clock
frequency.

¥ [HRK25] did not provide the key size of their PCF, but rough calcu-
lations indicate that it’s in the Gigabytes.

iterating the construction from [BCGI18], to obtain a larger and larger output size with each
iteration. To allow for efficient incremental evaluation, the iteration is then replaced by a
recursion that exploits the sparsity of the LPN matrix. In contrast to abovementioned PCFs
from EALPN/VDLPN, all of this doesn’t require any modification to the underlying sparse
LPN assumption.

In this work, we extend the approach by [BCM™25], that only provided a PCF for VOLE,
to (standard) OLE, Beaver triples, and more. At a single iteration/recursion level, our PCF
looks similar to the PCG from [MMST25|, in that we compute the component-wise product
of two sparse LPN instances. However, [MMST25]| achieves further compression of the seeds
via dual LPN, while we instead use abovementioned recursive approach, i.e., we compress the
seeds by recursively applying our construction, in order to obtain superpolynomial expansion.

1.2 Technical Overview

Recall that a batch of OLE correlations has the form ((xo, 20), (x1,21)), where zp + 21 =
xo © x1. In [MMST25]|, the authors construct a PCG for OLE from sparse LPN for two
parties P, (o € {0,1}) as follows. Define x, := As, + e,, where s, € F" is a random vector
of short length n <« m, e, € F™ is a sparse vector, and A € F™*™ is a public sparse matrix,
i.e., the rows of A are sparse. Then x, is pseudorandom by the sparse LPN assumption
(for suitably chosen parameters), when s,, e, are kept secret from the other party. Given
small PCG seeds containing (8., e,) (or a pseudorandom generator (PRG) seed from which
So, €, are sampled), the party P, can locally compute x,. If the PCG seed also contains
shares of sg ® s1, €9 ® s1, So ® e1, and ey ® e1, P, can additionally compute a share of the
component-wise product g ® x1. Namely, P, computes a share of the i-th entry

zo,i - 1, = ((@i, So) + €o,i) - ((@i, s1) +€1,)
= (a; ® a;, o ® s1) + (@i, e0,i - $1) + (@i, So - e1,i) + €0 - €14,

(1)

of xy ® xy by applying the public row vectors a; of A and a; ® a; to their shares of sy ® s1,
€o,i - 81, So - e1,; and adding the shares (including the share of eg; - e1;). The terms with e,
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are sparse (in our work, e, is a concatenation of scaled unit vectors of equal length) and can
be shared as a distributed multi-point function (DMPF) (in our case, as a concatenation of
several standard DPFs [BGI16]).!

In [MMST25], the shares of sy ® s1 were further compressed by replacing one of the two
s, by a dual LPN instance. Essentially, this can be viewed as generating the shares of sg® s1
with another (dual LPN-based) PCG. In this work, we use a different approach.

Our Approach. Our first idea is that, using almost the same PCG seeds as above, we
can actually compute shares of the tensor product xy ® x1, instead of the component-wise
product. Observe that the (i,7)-th entry? of that tensor product is

zo,i - 21,5 = ({a@i, 80) + €o,i) - ({aj, 81) + e1,5)
= (a; ® aj,s0 ® s1) + (aj, e - s1) + (@i, e1; - So) + €o,i - €1,5-

(2)

Therefore, the only change is that, instead of ey ® e1, we need shares of ey ® e, which can
similarly be compressed as a DMPF.

We can use this observation to generate the sy ® s; from even smaller seeds. Namely,
instead of distributing shares of sg ® s1 directly, we can generate them by applying the PCG
construction recursively.? We want to outline briefly how our recursive approach works and
how Equation (2) is used.

Let L be a fixed number of levels, ¢ = 1,..., L the index for the ¢-th level and m® the
dimension of the level ¢ outputs. Moreover, let A be public matrices of size m(® x m(¢=1)

for1 </ <L.
(0) 0 ._ A(z)s‘(f* ) (5)

The parties start at an initial s;’ and compute sg for £ > 1 using

e((f ) from their PCG seed. Additionally, for 1 < ¢ < L, the parties compute (using the same

observation as in Equation (2)) a share of

st @ sl = (A0S 1 efl) 2 (4D 4 eff))
-1 /-1
_ (A(f) ( )) (A(Z)Sg ))

1 (3)
+ 6(2) ® (A(e)sgffl)) + (A(z)s((ffl)) ( )+e( ) ® eg ) ‘

Recall that shares of ((A®)s (Z_l)) (A(é)sge_l)))m- = (a; g a(é) ((]e Ve s(e )> can be
(£-1) (6-1)

computed from shares of s; ® sy /, ie., from the previous level. Moreover, | 4 | is a

sparse vector, so it can be compressed as a DMPF and shared as part of the PCG seed.
The shares required for and are still missing. We outline the construction for| 2 |,

and | 3 | can then be treated analogously. First rewrite (e 2 ® (AOs] (6= 1))) i = <a§£)’€é€2

ng)> as before, i.e., it is enough to compute a share of eé ) ®3§£_1)~ However, for 1 < ¢’ < ¢,

el @ 5 — e® & (AW 4 @) — ol g (AOSEDY 4 o el (4

I To regard e, ® $1—, as a multi-point function, the input is the e,-index ¢ and the output is a whole vector
€o,i° Sl—0o-

2 The (i,4)-th entry is the coefficient of the tensor product of the i-th and j-th basis unit vectors in the
corresponding standard basis. In terms of the Kronecker product this corresponds to the (im + j)-th entry.

3 We remark that a similar but simpler and more straightforward recursion has been presented in the recent
PCF for VOLE by Braun et al. [BCM*25].
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1)

shows that a party who possesses a share of e(z) (e’) () ® sg can compute a
share of e((f) (Z) . Thus if P, has a share of eé) ® sg ) (plus eé) ® eg Dforall 1 <0 < ),

P, can inductlvely construct a share of | 2 || The eé) ® egel) can again be shared as DMPFs.

and of e

The initial term eg ) ® S(O) can be shared as a DMPF where the input is the e((f)—index 1 and
(0) (£) (0)

s7’. Overall, a party can construct a share of sy’ ® s;

(L)

the payload is a whole row eg; -

from lower level shares. On the last level £ = L, we compute s, ©® sg ) using Equation (1)
instead of Equation (2), i.e., we only need shares of e(() ) e( ) (instead of e[()L) ® egL)), which
simplifies the DMPF key for the last level. Overall, we see that PCG seeds that contain short
(m(o))z—dimensional seeds plus a sufficient number of DMPF keys are sufficient to produce
shares of m(%) pseudorandom OLE correlations. We call the factor by which the output size

m() . log |F| is larger than the (initial) seed size the expansion of the PCG.

From PCG to PCF. The PCG construction in the previous paragraph can be instantiated
with superpolynomial expansion, i.e., such that m(%) is superpolynomial in the seed size.
Unfortunately, the intermediate matrices A will then also become superpolynomial, which
leads to storage problems. In particular, our construction so far does not directly yield a
PCF, where each entry of the output (x,,2,) needs to be computed in polynomial time.
Fortunately, we can choose the A®) to be sparse. For sparse A (and suitably chosen pa-
rameters), only a polynomial number of matrix rows are actually required to compute any
(g,is %0,i)- So evaluating the PCF in polynomial time is possible, if the parties obtain the
required rows on-the-fly, i.e., without storing the full matrices. In situations where each
PCF query uses a different row of a matrix (with independently distributed rows), previous
works [BCGT20a, BCG122] simply applied the random oracle to the PCF input to sample
the row. However, this does not work in our case, because, for £ < L, the set of required row
indices of A®) can overlap across different PCF queries. For instances, when for two separate

(L) (L)

PCF queries on inputs 4, j the rows a, ;@ have a coinciding non-zero index k, then the

(L-1)

corresponding row a,; is needed in both PCF queries and thus cannot be sampled inde-
pendently. Therefore, the challenge is to sample these matrices consistently across all queries.

0)

To do so, we employ a strategy of Braun et al. [BCM 25|, who use a random oracle Hf4
each level 1 < ¢ < L to sample the rows of A as al(-g) — H%) (i) where i € [m9].

for

Asymptotic Parameters. Presume each row of A® has k non-zero entries. Then, to

compute one entry of s(e) ® sg ), we need at most k2 entries of séeil) ® sggfl) (and k entries

of both s((] ) e(e) and eg )@ s (e 1)) This amounts to O(k**) DPF evaluations to compute

one entry of z, — a quadratic blowup compared to the VOLE PCF from [BCM™25].
Perhaps surprisingly, the number of oracle calls (i.e., the number of accessed matrix

rows) doesn’t experience the same blowup: If we cache accessed matrix rows across different

branches of the recursion tree, then we only need kX~ calls to H%) during a single query,
which is the same number as in [BCMT25|. This is since the non-zero entries of A (for
¢ > 2) determine which rows of A=Y are accessed. Note that the total sets of accessed row
indices (over the whole width of the recursion tree) on the left and right side of the tensor
product are the same, due to symmetry.

As in [BCM 25|, we use a fixed noise weight ¢ € poly()\) and row sparsity k € polylog(\)
for the asymptotic analysis. We set n := m(® e poly(A) and, for £ > 1, m® = m(gfl)t/)\.
These choices are in a regime where sparse LPN is believed to be secure, and these choices are
consistent with asymptotic parameters in prior work [BCM7'25]. One can set L €
O(log A/ loglog \), in order to have k%L € poly()), i.e., polynomial time complexity for the
PCF evaluation. The maximum number of queries then is mX) = n(t/\)F e A@UogA/loglogA)
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which is superpolynomial. For instance, one can set L = logn/(2logk) to achieve k*/ = n
and superpolynomial expansion.

Limitations. Our PCF has the following limitations, two of which are shared with the VOLE
PCF from [BCM™25]|, which uses a similar recursive strategy.

— The random oracle is inherent to our construction, since the inputs to the random oracles
can overlap across different PCF queries. Therefore, we do not obtain a weak PCF in the
standard model, unlike [BCG*20a, 0SY21, BCG*22, BCM 24, HRK25]|.

— Even though our PCF has superpolynomial expansion, the expansion is still asymptoti-
cally smaller than the subexponential expansion of previous PCFs for Beaver triples from
VDLPN/EALPN [BCG'20a,BCG*22| (assuming the security of these non-standard LPN
variants holds). However, in the asymptotic analysis, when the adversary is polynomially
bounded, this subtlety doesn’t matter, since the adversary can only perform a polynomial
number of queries, anyway.

— As an additional limitation, the runtime scaling with is an obstacle for the practicality
of our PCF, when we want to support a large amount of queries, as we observe in our
performance evaluation (Table 2 in Section 4.4). However, the same limitation applies to
the previous Beaver triple PCFs from [BCGT20a,BCG™22]|, since they similarly experience
a quadratic blowup of the number of FSS evaluations, compared to their OT/VOLE
variants. As we’ve seen in Table 1, our PCF is faster than these previous PCFs.

kQL

1.3 Extensions

Programmability and Multiparty Degree-Two Correlations. Note that the first

component z, of an output (z,,z,) from our PCF depends only on s((fo) and e((f) (for all

1 < ¢ < L). Therefore, x, is programmable: We can choose the same s£.°> and e((f) in two
different PCF key generations, in order to make the private values x, of a party in both
instances coincide, so these can be “reused” for different multiplications, with a potentially
different party on the other side. As shown in [BCG*20a, Theorem 10.6], this implies a PCF
for M-party Beaver triples (i.e., [(a, b, ab)] for uniformly random a and b) by instantiating the
OLE PCF between each ordered pair of parties, amounting to M (M — 1) instances in total.
The same argument can be extended to arbitrary multiparty degree-two correlations by using
the pairwise strategy (i.e., M (M — 1) instances of the OLE PCF) for every multiplication
gate in the correlation, while reusing shares appropriately across gates.

Two-Party Optimization. In the two-party setting (M = 2), the pairwise construction
outlined above yields a Beaver triple PCF from M (M — 1) = 2 instances of our OLE PCF.
However, our OLE PCF can be adapted to produce two-party Beaver triples directly within
a single instance, at a minor efficiency penalty. Namely, instead of revealing s((,O) and e((f )
(for 1 < ¢ < L) to party P,, we instead include shares of all of these vectors (i.e., for both
o € {0,1}) in the PCF keys. Here, the vectors e((f) are shared via DMPFs. The parties
can then locally compute shares of a = A(L)(---(A(l)s(()o) + e(()l)) . ) + e(()L) and b =
AL) (- (A(l)sgo) + egl)) )+ egL). Computing a single entry of a and b requires O(k%)
DPF evaluations, for fixed row sparsity k. Entries of @ ® b can be done as before, i.e., with
O(k?") DPF evaluations.

One can extend this construction to arbitrary two-party degree-two correlations by using
one instance of the Beaver triple PCF for every multiplication gate in the correlation, while
reusing the s((,O) and e((f ) shares appropriately across instances.

Our PCF for Beaver triples has a slightly larger key size and evaluation time than our

PCF for OLE. The increase in key size is due to (i.) the inclusion of (shares of) both S(()O), sgo)
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in each party’s key, (ii.) the DMPF keys for e((f), and (iii.) the fact that we need to use
“normal” DMPFs instead of more efficient known-index DMPFs (in order to not leak the non-
zero indices of e((f) to any party). The increase in evaluation time comes from the additional
DMPF evaluations to compute shares of (entries of) a and b.

We choose concrete parameters and evaluate the key size and performance for OLE and
Beaver triples in Section 4.4. It turns out that abovementioned increase is minor, i.e., our
PCF for Beaver triples is only slightly less efficient than our PCF for OLE, both in terms of
key size and evaluation time. In other words, our PCF for Beaver triples is about 2x more

efficient than using the pairwise strategy from two OLE instances.

Authentication. In the two-party setting, our PCF can be extended to produce authen-
ticated shares of any additive degree-two correlation. An authenticated share of some value
x € F is a share of az, where o € F is a secret random MAC key that is also additively
shared between the parties.

We illustrate the extension to authenticated shares by the example of authenticated
Beaver triples [(a, b, ab, aa, ab, aab)]. The starting point is our optimized PCF for (unau-
thenticated) Beaver triples from the previous paragraph, which already produces [(a, b, ab)].
In order to produce the missing parts [(a, b, ab)], one can simply add a second instance, where
all of the vectors that are secret shared during the PCF key generation (i.e., sgo), eff ), and
all of the tensor products) are replaced by their product with the MAC key « before being

shared. Note that tensor products must only incur one factor of «, e.g., e(()é) ® egé,) is replaced

by ozeéf) ® egel). Since the (unauthenticated) Beaver triple PCF computes shares of a,b, ab
as a linear combination of entries of these secret vectors, it follows that the second instance
outputs shares of aa, ab, aab, as desired.

One might wonder whether our PCF for multiparty Beaver triples (i.e., the pairwise con-
struction from M (M —1) OLE instances) can similarly be modified to produce authenticated
triples. Unfortunately, this does not work, if there are more than two parties. This is because
we would need to compute shares of aab = (3>, ;) (>, a;)(>_, bi), which, in the case of three
or more parties, contains products like agaibs that depend on shares from three different
parties. We cannot compute shares of such products using two-party FSS, at least not while
maintaining security against a dishonest majority, since knowledge of both PCF keys reveals
the secret shared function.

Arbitrary Input Domain. The input domain of our PCF as presented above is [m(L)], ie.,
for every input i € [m(L)], we can query one OLE correlation. In order to allow inputs z € X
from an arbitrary domain X (such as {0,1}*), one can use a technique from [BCM*25], i.e.,
modify the top-level random oracle HAL) to take inputs from X instead of [m(%)]. As long as
at most m(%) queries are made, the returned matrix rows still constitute an m® x m&—1
matrix whose distribution does not depend on the concrete choice of X. However, when using
input z € X (and hence a, « Hﬁ;L)), one still somehow needs to map = to some index 7 in
the noise egL). Braun et al. [BCM™25| propose three possibilities to do this, all of which can
be immediately applied to our PCF:

— The first and simplest option is to allow for the parties to maintain a small state, in the
form of a counter ¢, between PCF queries. They use the counter to index into the noise
and increment it after every PCF query. However, we note that, in scenarios where a
counter 7 is available, the parties could simply use the unmodified input domain and call
the PCF on 4, invalidating the need for an arbitrary domain X in the first place.

— The second option is to sample ¢ from another random oracle Hy : X — [m(L)]. We expect
a collision after about Vm(L) queries. In the asymptotic analysis, this is not a problem, if
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the adversary is polynomially bounded, since Vm(L) is still superpolynomial and, hence,
the probability of a collision is negligible. However, in concrete instantiations where m(%)
is chosen close to the actual number of queries, collisions are very likely, rendering the
PCF insecure.

— The third option is to replace the top-level noise (here denoted e) by Be for a random
sparse matrix B € F(m(L>_p)Xm(L>, that is full rank with high probability, for statistical
security parameter p. When B is indeed invertible, then a “collision” (defined as a linear
combination of queries where the corresponding linear combination of matrix rows is zero)
cannot occur. Formally, this bases security additionally on an adapted version of sparse
LPN with “sparse product” noise distribution (as it was called in [BCM*25]), and there
seems to be no reason why this adaptation should have any negative impact on security.
During PCF evaluation, the rows of B can be sampled from a random oracle Hp as
b, <+ Hp(z). If at most mY) — p queries are made, then these rows constitute a matrix
with the desired distribution. When the rows of B are kZ-sparse, then this option increases
the number of DMPF evaluations for tensor products involving egL) by the factor k2. This
does not affect performance, since the vast majority of DMPF evaluations happen on the
lower levels £ < L.

For simplicity of presentation, we keep the input domain of our PCF as [m(L)] for the re-
mainder of this work.

2 Preliminaries

Notation. Let F be a finite field throughout the paper. We denote vectors over F by lower-
case bold letters v and matrices by upper-case bold letters M. The j-th entry of v is denoted
by v; and the i-th row of M is denoted by (lower-case) m;. For a natural number m we
denote by [m] the set {0,...,m — 1}, e.g., the set of indices of a vector v.

In this work, big O notations always take a function in the security parameter A, where
the dependence on A is usually implicit. We also use poly(f) = M and polylog(f) =

poly(log f).

2.1 Pseudorandom Correlation Functions

A PCF is built from two keyed functions Evaly, (for o = 0,1), such that (Evalg,(z®),
Evaly, (z()) for distinct (adversarially chosen) inputs () follows a target correlation ) =
(Yo, Y1).

To ensure security of PCFs in useful applications like MPC, Boyle et al. [BCG*20a| require
that (k,,z®) leaks nothing about Evaly, _(z(®), except what can be inferred from the fact
that (Evaly, (), Evalg, (z(?)) follows ). This is captured by demanding (in the security part
of Definition 2) that Evalg, _ is indistinguishable from a distribution which party P, could
have sampled herself. We recall the concept of a reverse-sampleable correlation, to give a
formal definition of PCFs in Definition 2.

Definition 1 (Reverse-Sampleable Correlation, [BCG*20a, Definition 4.1]). Let
lo,l1 € poly(N\) and let Y(1*) be a probabilistic algorithm that outputs a pair (yo,y1) €
{0, 1Yo % {0,131V Y is a reverse-sampleable correlation, if there exists a probabilistic
and polynomial time (ppt.) algorithm Y.RSample(1}, 0, y,) such that, for all o € {0,1}, the
distribution of Y(17) is statistically close to

{(yo, 1) (b vh) & V(1Y) Yo = YL, y1-0 + Y.RSample(1*, o, yo)} :
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Definition 2 (Pseudorandom Correlation Function, [BCG*20a, Definition 4.4]).
A pseudorandom correlation function (PCF) with input domain X () for a reverse-sampleable
correlation ) consists of

— a ppt. key generation algorithm PCF.Gen(1*) that outputs a pair of private keys (k§ %, kPCF)
(where A can be inferred from a key) and

— a polynomial-time deterministic algorithm PCF.Eval(o,kP¢F "), or PCF.Evalyecr () for
short, with outputs in the range of (Y(1*)),.

A PCF (PCF.Gen, PCF.Eval) is (N, B,e)-secure if the following two properties hold for the
security games presented in Figure 1:

— Strong Pseudorandom Y-Correlated Outputs. For every non-uniform adversary A
of size B(\) that takes an oracle and makes at most N(X) queries to the oracle, it holds
for sufficiently large A that

|Pr[Game® ((A) = 1] — Pr[Game® | () = 1]| < e()).

— Strong Security. For all o € {0,1} and every non-uniform adversary A of size B()\)
that takes an oracle and makes at most N (\) queries to the oracle, it holds for sufficiently
large X\ that

|Pr[Game3S, o(A) = 1] — Pr[Game®S, | (A) = 1]| < ().

Strong Pseudorandom Y-Correlated Outputs:

Game® ,(\): Of (x € X(N)): O (x € X(N)):

(o, k1) + PCF.Gen(1) If (,90,41) € Q: For 0 =0,1:

Q=10 Return (yo,y1) Yo = PCF.Evaly_(x)
by o Aog'(lx) Else: Return (yo, y1)
Return V' (yo, 1) = V(1Y)

Q = Q U {($7y07yl)}
Return (yo, y1)

Strong Security:

Gamet, o (V) (@ € X)) (0 € X():

(ko, k1) < PCF.Gen(1%) If (,y1-5) € Q: Y1-o = PCF.Evaly, _,(2)
Q=0 Return y;_, Return y;_,

b A% (1) 0, ko) Else:

Return b’ Yo = PCF.Evalg ()

Yl—0o — y-Rsample(l/\v g, yU)
Q=QU{(z,y1-0)}

Return y1_,»

Fig. 1: Security games for the PCF definition (Definition 2)

2.2 Oblivious Linear Evaluation

Definition 3 (Oblivious Linear Evaluation). The oblivious linear evaluation (OLE) cor-
relation over a field F is OLE := ((x0, 20), (21, 21)) where g, 20, x1 < F and 21 = xo - 21 — 20.

The OLE correlation is reverse-sampleable via OLE.RSample(1*, 0, (24, 25)) = (210 & T,
T T1 — 2y ). We define programmability of a PCF for OLE as in [BCG™20a, Definition 10.4],
adapted to our notation:
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Definition 4 (Programmability). A PCF (PCF.Gen, PCF.Eval) for OLE is programmable,
if there exists a ppt. algorithm PCF.Genp(lA,po,pl), that takes additional inputs pg, p1 €
{0,137 for a function n € poly(X), such that the following three properties hold:

— Indistinguishability. The two distributions
{(ko,kl) ( (Ko, k1) < PCF.Gen(l)‘)} and

{(k0>kl) ‘ pos p1 & {0,13"N (ko, k1) + PCF-Genp(1A7PO,P1)}

are computationally indistinguishable.

— Programmability. There are public efficiently computable functions fo, f1, such that

(po, p1) & {0,137
xo = fo(po,i)| (ko, k1) < PCF.Genp(l)‘,po,pl)
fi(p1,9) | (zo, 20) < PCF.Evaly(7)
(x1,21) < PCF.Evalg,(7)

Pr =1.

— Security. For all o € {0,1}, the two distributions
{(km (Pos P1-0)) ) po, p1 <& {0,13") (Ko, k1) PCF.Genp(lk,po,pl)} and

{(kov (poaﬁ)) p(]apla[) & {0’ 1}71()\)7 (k0>k1) < PCF‘GenP(l/\nOOvpl)}

are computationally indistinguishable.

2.3 Learning Parity with Noise

The security of our PCF construction is reduced to the security of the sparse LPN assumption.
We borrow some notation from [BCM™25]. Let hw(v) denote the Hamming weight of a vector
v, i.e., the number of non-zero entries of v. We say v is hw(v)-sparse if hw(v) is small
compared to the vector dimension.

Definition 5 (Regular Vector/Distribution). Lett,m,n € N witht | n. A vector v € F"
is said to be t-regular, if v € {w € F/t | hw(w) = 1}, i.e., v is a concatenation of t scaled
unit vectors of equal length. Further, we define

— Reg, ,,(F) as the uniform distribution on {w € F*/t | hw(w) = 1}t and

— RegularCodeGen(k,n,m,F) as the distribution of (eg ... €n_1)7 € F™" where each row

el is sampled as e; < Regy, , (F).

1
Definition 6 ((Sparse) LPN). Let n = n(\) be the secret size and let m = m(A)
be the output size. Let {Noise(n,m,F)}, men be a family of probability distributions where
Noise(n, m,F) outputs a vector e € F™. Let CodeGen(n, m,[F) be a probabilistic “code gen-
eration” algorithm that outputs a matriz from F™*™. The (CodeGen, Noise, F)-LPN(n,m) as-

sumption states that
(A? AS + 6) e (A7 y);

where A + CodeGen(n,m,F), s & F", e « Noise,, . (F), y & F™, and ~. denotes compu-
tational indistinguishability. When CodeGen = RegularCodeGen(k, -, -,-) and Noise(n,m,-) =
Reg; ,, for some k = k(\) and t = t()\), then we call above assumption sparse LPN and
denote it by F-SparseLPN(k,n,m,t).

We base the security of our PCF on the assumption that sparse LPN can be securely
(against polynomially-bounded distinguishers) instantiated with regular noise of weight t €
poly(A), row sparsity k € polylog()), secret size n € poly(A) and output size m = nt/\. This
flavor of sparse LPN is constistent with what’s used in [BCM™25].
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2.4 Function Secret Sharing

Here, we define FSS as in [BGI16, Definitions 2.1 and 2.2|, but only for two parties with
subtractive reconstruction, and adapted to our notation. The definition is parameterized by
a leakage function Leak : {0,1} x {0,1}* — {0,1}*, that takes a party index o € {0,1} and
a function description f € {0,1}* of a function f, and outputs information about f that is
allowed to be revealed by an FSS key. Typically, one allows at least the input and output
size of f to be leaked. We sometimes write f instead of f , when it’s clear from the context
that a description of f is meant.

In contrast to [BGI16], we give the party index o to Leak, in order to be able to capture
asymmetric use-cases, where one party is allowed to learn more than the other party. We use
this to formally define known-index DPFs below.

Definition 7 (Subtractive FSS). A subtractive function secret sharing (FSS) scheme
consists of

— a ppt. key generation algorithm FSS.Gen(1*, f), where f € {0,1}* is a description of a
function f : {0,1}" — G (where f explicitly contains the input length 1™ and a description
of the Abelian group G ), that outputs a pair of private keys (k§>°, kF>%), and

— a polynomial-time deterministic algorithm FSS.Eval(o, kFS°, ), where x € {0,1}", that
outputs a group element y, € G.

A subtractive FSS scheme (FSS.Gen, FSS.Eval) for a function family F and leakage function
Leak : {0,1} x {0,1}* — {0,1}* is secure if the following two properties hold:

— Correctness. For all fAE F describing f : {0,1}" — G and all x € {0,1}", it holds over
(ko, k1)  FSS.Gen(1*, f) that

Pr[ FSS.Eval(0, ko, x) — FSS.Eval(1, k1, z) = f(z) | = 1.

— Security. For all 0 € {0,1} [corrupted party’s index), there exists a ppt. sz’mulatf)r Sim,
such that, for all sequences (fo‘))A:()’l,_n of function descriptions from F (where X has
size in poly(X)), the two distributions

(v

are computationally indistinguishable.

(ko, k1) < FSS.Gen(l)‘,f(’\))} and Sim(1*, Leak(o, f()\)))

For the FSS schemes used in our PCF construction, we additionally require that the outputs
of a single party are pseudorandom, i.e., indistinguishable from uniform. This is captured by
the following definition, which we adapted from [BCG™20a, Definition 5.2].

Definition 8 (FSS with Pseudorandom Outputs). A subtractive FSS scheme (FSS.Gen,
FSS.Eval) for a function family F has pseudorandom outputs if, for all o € {0,1}, all
N € poly(\), all sequences (f(’\)),\zovlw_ of function descriptions from F, and all sequences

of input sets ({xz(‘)\)}ie[N}))\:O,l,‘.. (where fO) has size in poly(\), input length n(\) € poly()),
range G(X\) with log |G(X\)| € poly(X), and Vi € [N] :x?) € 0,1} the distribution

i
is computationally indistinguishable from the uniform distribution over G(X).

Definition 9 (Point Function). A point function f, 5 : [m] = G for some a € [m] and
Abelian group G > B is defined by f(a) = 8 and f(x) =0 for x # 3.
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Definition 10 (Multi-Point Function). A ¢t-point function for some t,m € N is a function
f:[m] = G that is non-zero at exactly t points.

Definition 11 (Distributed Point Function, [BGI16, Definition 2.3, adapted]). A
distributed point function (DPF) is an FSS scheme for the family of all point functions and
leakage Leak(o, fo 5 : [m] = G) = (m,G).

In this work, we use sparse LPN with regular t-sparse noise where ¢ is publicly known.
In order to succinctly share such noise vectors, we define the notion of a regular distributed
multi-point function (DMPF). A regular DMPF can be constructed as a concatenation of ¢
DPFs, i.e., DMPF.Gen generates t DPF keys and DMPF.Eval uses exactly one of them.

Definition 12 (Regular DMPF). A regular distributed multi-point function (DMPF) for
some t € N is an FSS scheme for the function family

F=Af:[m] = G|meN, (f(i))igm is t-reqular}
and leakage Leak(o, f) = (m, G, ).

In our PCF construction, we also use known-index DPFs that allow one of the parties
to learn the index where the point function is non-zero (but not the function value at that
index):

Definition 13 (Known-Index DPF). A known-index DPF is defined like a DPF except
that, for exactly one o € {0,1}, the leakage is instead Leak(o, fo8) = (m,G, @), i.e., party
P, might learn the index .

Definition 14 (Regular Known-Index DMPF). A regular known-index DPF is defined
like a regular DMPF except that, for exactly one o € {0, 1}, the leakage is instead Leak(o, f) =
(m,G,t,{i| f(i) #0}), i.e., party Py might learn the non-zero indices (but not the function
values at these indices).

There is a standard construction for known-indez DPFs based on GGM PPRFs [SGRR19,
BCG*19a, BCG'23|. Like in the “unknown-index” case, a regular known-index DMPF can
be constructed as a concatenation of ¢ known-index DPFs.

3 FSS Tensor Operation

In [BGI16], the authors describe a tensor operation for certain two-party FSS schemes.
Namely, given a DPF scheme FSS® for F3 , (where 77 for £ € N denotes the family of
point functions with £-bit outputs) and an FSS scheme FSS” for an arbitrary function family
F, they construct an FSS scheme for

FLRF ={fa1® f| fa1 € FI,f € F}, where

(o © Dea3) = for(s) - £(3) = {f W) it = ?
0 otherwise.

There are further conditions on FSS”, namely, it needs to have pseudorandom keys, subtrac-
tive reconstruction, and the output of FSS”. Eval(o, kZ,y) does not depend on o. The latter
condition ensures that, when both parties use the same key, they obtain the same output,
constituting subtractive shares of 0.

On a high level, the construction works as follows. FSS® is used to generate keys for
fa,s|j1, Where s & {0,1}* is a secret random seed. To evaluate (fa1 ® f)(x,y), the parties
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first evaluate f, 41(z) to obtain s,||t, where [s,| = A and [t,| = 1. Assuming = = « it holds
that so @ s1 = s and tg @ t; = 1. The parties then use a PRG to expand their share s, into
sufficiently long pseudorandom masks PRG(s,). Both parties are also given both FSS keys
for FSS”, but one masked with PRG(sg) and one masked with PRG(s1), i.e., both parties
are given CWy, CW; (the so-called correction words) where CW,, = kI @© PRG(s,). They
then use the bit ¢, (from FSS®*’s output) to decide which key to unmask and use for the
evaluation with FSS” (on input y). That is, (still in the case z = «) party P, computes
CW;, ® PRG(s,) = kJ and evaluates FSS”.Eval(c, k7, y), so the parties obtain shares of
f(y). In the other case x # «, it holds that sy = s; and ¢ty = t1, so both parties will
perform the same actions (i.e, they choose the same masked key and unmask it using the
same randomness), so they will obtain the same outputs in the end, i.e., shares of 0. The
resulting key size is size® = size® + 2 - size” .

Moreover, [BGI16] showed how to optimize the key size, if FSS” is a single-bit-input DPF
(which is simply a sharing its truth table). In this case, only one correction word is required,
and the size of each correction word can be (approximately) halved, hence saving a total
factor of &~ 4. By iterating the tensor construction (together with this optimization) for each
bit of the input, they obtain an FSS scheme for n-bit-input b-bit-output point functions with
key size n(A 4+ 2) + A + b, which is &~ 4 times smaller than using the tensor construction
without the optimization (as previously done in [BGI15]).

3.1 Improved Tensor Construction and Seedable FSS

In the following, we describe two optimizations for the key size in the tensor construction.
These improvements are not restricted to a specific scheme FSS” on the right-hand side, but
work for many existing schemes, which we capture by defining a new notion of seedable FSS
below.

We note that self-contained FSS constructions, such as the DPF from [BGI16| (when
viewed as a tensor product of one-bit-input DPFs), already (implicitly) contain these op-
timizations. However, our result is useful when constructing new FSS schemes as a tensor
product of existing F'SS schemes in a blackbox manner, as we do in Section 3.2.

1. If FSS”.Gen(1*) has outputs of the form ((pf,c”), (o], c”)), i.e., the FSS keys consist of
a private part p7 and a common part ¢”, and furthermore, (p2,c”) is computationally
indistinguishable from (z:,cf ) for uniformly random k, then only the private part pJ
needs to be masked, i.e., the tensor construction’s key consists of (k%,CWq, CW1,c”)
where CW;_ = pf @ PRG(s,). That is, the common part needs to be included only once,
saving a factor of 2 for the common part.

2. Under the additional conditions that FSS”.Gen can be “programmed” to use any uniformly
random Po]: ,p{, we can get rid of the masks entirely and simply use p/ = PRG(s,). This
corresponds to CWy = CW; = 0. Intuitively, the resulting tensor construction is still a
secure FSS scheme, because PRG(s,) is pseudorandom to the other party, who has no
information about s,. With this modification, the words CWg, CW are no longer required
(but the common part is), so the final key consists of (k2,c¢”). We formally define this
construction and rigorously prove its security later in this section.

Many existing FSS schemes, including standard DPFs and DCFs [BGI16, BCG121], have
keys where everything is common except for a private A-bit seed per party, which is chosen
independently (from the other party’s seed) and uniformly random. With such a scheme on
the right-hand side of the tensor operation, both optimizations can be applied, leading to at
least a factor 2 improvement in key size (excluding k).
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In order to formally capture the family of FSS schemes that support both optimizations,
we introduce the new notion of a seedable FSS scheme. Afterwards, we formally define our
improved tensor construction and prove its security.

Definition 15 (Seedable FSS*). A subtractive F'SS scheme (FSS.Gen, FSS.Eval) for a func-
tion family F is called a seedable, if there exists a ppt. algorithm FSS.Gens(1*, po, p1, f), that

takes additional inputs po, p1 € {0, LY for a function | € poly(X), such that the following
four properties hold for all f € F:

— Symmetry. For all x € {0,1}" and o € {0,1}, it holds over (ko, k1) < FSS.Gen(1*, f)
that

Pr[FSS.Eval(0, ks, z) = FSS.Eval(1, ks, x) ] = 1.

— Modified Correctness. Correctness (cf. Definition 7) still holds when replacing (ko, k1)

by ((po,c), (p1,¢)) for any po, p1 € {0,1HP) and ¢ « FSS.Gens(1*, po, p1, f).

— Modified Security. For all o € {0,1} (corrupted party’s index), there exists a ppt.
simulator Simg, such that, for all sequences (f(A))A:QL__. of function descriptions from F
and all sequences (p((,)‘)))\:()’l’_. (where fO) has size in poly(\) and p(({\) € {0,1}N), the
two distributions

{e

are computationally indistinguishable.

PN 8 10,11V ¢« FSS.Geng (12, o8V, oV, f@))} and  Simg(1*, Leak(o, fV))

Parameters:

— FSS*® is a DPF scheme for the family Fy, i.e., point functions with A-bit outputs.
— FSS” is a seedable FSS scheme for an arbitrary function family F.
FSS®.Gen(1*, f2):
1. Parse f® as a description of fo,1 ® f for fo1 € F7 and f € F.
2. s<{0,1}*
3. (k§, k) — FSS*.Gen(1*, fa.s)
4. For o € {0,1}:
So < FSS*.Eval(o, k5, a)
p': = PRG(SU)
5. ¢& < FSS”.Gens (1%, pT, o7, f)
6. Return (k$, k) = ((kS,c7), (k3,c))
FSS®.Eval(a, k&, (z,v)):
1. Parse k& = (k2,c7).
2. 3, < FSS*.Eval(o, k3, x)
3. pl = PRG(5,)
4. Return §, == FSST.Eval(o, (52 ,c), y)

Fig. 2: FSS tensor scheme with optimized key size for 77 ® F

Theorem 1. Let FSS® be a secure FSS scheme for the family Fy with key size size® and
leakage Leak®, where Leak®(o, fa.s) is independent of s.° Let FSS” be a secure seedable FSS
scheme for an arbitrary function family F with key size size” and leakage Leak”. Then
FSS® from Figure 2 is a secure FSS scheme for the function family Ff @ F with key size
size® < size® + size” and leakage Leak® (0, fo1 ® f) = (Leak®(a, fo1r); Leak” (a, f)).

4 Note that our notion of a seedable FSS scheme is not related to the notion of a programmable DPF
from [BGIK22].

5 This captures both DPFs and known-index DPFs.
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Proof. The key size size® < size® + size” is obvious by the definition of FSS®.Gen. It remains
to prove correctness and security from Definition 7:

Correctness. Let f® = fo,1 ® f € F? ® F and let (x,y) € [m] x {0,1}* be an input to f©.

— Case © # «a. In this case, f,s(z) = 0, so we have 59 = §; by the correctness of FSS®.
It follows that kf = PRG(39) = PRG(31) = k{. By the symmetry (cf. Definition 15) of
FSS*, it follows that g = FSS”.Eval(0, (kf, ¢),y) = FSS”.Eval(1, (k{ , ¢),y) = @1, i.e., the
outputs are subtractive shares of f®(z,y) = 0.

— Casexr = a. In this case, §, = FSS®.Eval(o, k2, a) = s,, hence 7 = PRG(s,) = p’. By the

modified correctness (cf. Definition 15) of FSS”, it follows that §o — 1 = f(y) = f®(z, y).

Security. W.l.o.g., let party ¢ = 0 be corrupted (since the whole proof works symmetrically
for o = 1). Let (f()‘)))\:0717___ be a sequence of function descriptions from F} ® F, where
& has size in poly(\). By the security of FSS® and modified security of FSS”, there are
simulators Sim® and Simsf with indistinguishability guarantees as in Definitions 7 and 15,
respectively. Based on these simulators, we define the simulator Sim® in Figure 3. We prove
that Sim®(1*, Leak® (o, fMV)) is computationally indistinguishable from (k8 | (k3 kD) +
FSS®.Gen(1*, fM)} via a sequence of hybrids H, ..., Hy (also presented in Figure 3).

— Hy()\) corresponds exactly to {k9 | (&, k%) < FSS®.Gen(1*, fV)}.

— H; is distributed identically to Hy by the correctness (cf. Definition 7) of FSS®. Now,
observe that H; no longer accesses k7. Intuitively, this allows us to use the security of
FSS® to replace kj by a simulated key in the next step.

— Hy =, H; is proven in the following. Note that Hs ~. H; isn’t obvious, because Hi’s
output depends not only on k§, but also on s and we cannot delay the sampling of s.
To resolve this issue, we use a trick that fixes for each A a “worst-case” value s of s:
Let Hfszs> denote that, in the definition of H;, we replace the random choice of s by the
deterministic assignment s := 5. The advantage of a distinguisher D is

PHD(HI(\)) = 1] ~ Pr{D(H>()) = 1]
=Y o 2 (P

< PrD(EE (V) = 1] = PepEF M (V) = 1]

= 1] = Pr[D(HS™ (V) = 1])

where the latter inequality holds when we define s to be the arg max of the previous
sum. This defines an infinite sequence (f,») s)a=0,1,... as in the security part of Defini-

. . ° - <5:5<A>> (S:s(k)>
tion 7. By the security of FSS®, it follows that H; ~. Hy

D is negligible.
— Hs ~. Hj holds since PRG(s1) is a PRG evaluated on uniformly random s; = sp & s.
Note that s; is uniformly random due to the mask s that is not used elsewhere.

, so the advantage of

— H, ~. Hs holds by a similar argument as for Hy ~, H; above: This time, we take the sum

over all possible values of the random coins that influence the choice of pf and define p(()’\)
as the value of pof induced by the arg max of the sum. Computational indistinguishability
then follows by the modified security (cf. Definition 15) of FSS”.

— Sim®(1*, Leak®(a, fM)) corresponds exactly to Hy()).
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In all hybrids, fa1 ® f (for fa1 € Ff and f € F) denotes the function described by f*).

H0(>\) H1()\) HQ()\)
s <& {0,131 s <& {0, 13 s < {0,131
(kS, k$) « FSS®.Gen(1*, fa.s) (kS, k3) « FSS*.Gen(1*, fa.s) kg < Sim® (1%, Leak® (0, f, 1))
For o € {0,1}: so < FSS*.Eval(0, k¢, ) so < FSS®.Eval(0, k5, @)
So < FSS®.Eval(o, k5, @) S1:=580Ds S1:=580Ds
oL = PRG(s,) For o € {0,1}: For o € {0,1}:
¢ « FSS”.Gens(1*, o7, pT, f) oL = PRG(s,) oL = PRG(s,)
Return & = (k§,c¢”) &« FSS%.Gen, (1%, T, 0T, f) &« FSS”.Gens (1%, 0L, 0T, f)
Return kY == (k§, ") Return kY == (k§, ")
H3(\): Hy(\): Sim®(1*, leak®):
k§ < Sim® (1%, Leak® (0, f4.11)) k$ < Sim® (1%, Leak® (0, f5.12)) Parse leak® =: (leak®, leak”).
so + FSS®.Eval(0, kS, o) ¢+ SimZ (1%, Leak” (0, f)) kS < Sim®(1*, leak®)
oL = PRG(s0) Return k2 == (k3,c”) & <« SimI (17, leak”)
ol & {0, 1} Return kY = (k§,c”)

C]: <« FSS]:-Gens(l)\v p0]:7 pf? .f)
Return & = (k§,c”)

Fig. 3: Hybrid distributions and simulator for the proof of Theorem 1

3.2 Application to Tensor Product of Sparse Vectors

In order to succinctly share the tensor product ey ® e; of two t,-sparse vectors e, € F™e
(over some field F with bit-size b := [log |F|]), one can share the function f®(i, j) = eg,; - e1,;
as a sum (or, if the e, are regular, a concatenation) of ¢pt; point functions. This amounts to
a key size of A + tot1 - ([log(momi)] - (A + 2) 4+ b) using DPFs from [BGI16].

However, we can use our improved FSS tensor construction to get a smaller key size (cf.
Theorem 1). Note that, even though f® = (i — eg;) @ (j — e1;) is a tensor product, one
cannot immediately apply the FSS tensor construction, since the left-hand side (i — eq;) is
not in F7. By using the bilinearity of the tensor product we can rewrite

= fi, @G e)= > fir® (G eoeny)

i:eg, 70 i:eg;7#0

Since f;1 € F7, the F'SS tensor construction can now be applied to each summand individu-
ally, leading to a key size of

A+to- (ﬂogm(ﬂ (A +2) + t1- ([logma] - (A+2)+b)>. (6)

DPF key for f; s DMPF key for j — eq;e1,;

If we used the original F'SS tensor construction from [BGI16], the right-hand side keys would
have enjoyed an additional factor of 2.

Compared to the naive sum above (without any tensor construction), the left-hand side
keys now enjoy a factor of only ty, while the right-hand side keys still enjoy a factor of tgt1
(as in the naive sum). For log mg = log m, this optimization reduces the key size by a factor
of =~ 2, compared to the naive sum. If logmg > logm;, the reduction is potentially much
larger. In the other case logmg < logm;, it therefore makes sense to reverse the roles of eg
and e;.

Note that Equation (6) assumes two additional minor optimizations, namely, (i) the pri-
vate parts for all £) DPFs are all generated from a single private A-bit seed (accounted for by
the first summand) and (ii) we don’t need to include a final correction word for f; ;’s output
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of size A, since the DPF construction from [BGI16|, on the special input, natively outputs
shares of s||1, for some pseudorandom s.

When working with regular ¢,-sparse vectors (i.e., concatenation instead of sum of DPFs),
the terms m, (o € {0,1}) in Equations (6) and (7) get replaced by m/t,.

Known-Index DPFs. In case one party is allowed to know the indices ¢ where eg; # 0, we
can replace the DPFs for f;; by known-index DPFs (Definition 13). This is the case in our
PCF for OLE (where, in fact, one party knows the whole vector ey and not just the indices).
Using the standard construction for known-index DPFs [SGRR19, BCG'19a, BCGT23], this
reduces the key size to

|k’0| =A+tg- [log(mo)] . ()\ + 1) + oty - (Dogmﬂ . ()\ + 2) + b),
known-index DPF key (7)
|k31| = X\ +toty - (ﬂogmﬂ . ()\+ 2) + b)

In our application, it is also the case, that the other party knows the non-zero indices of
J + e1,j, which occurs on the right-hand side of the tensor product. Unfortunately, we cannot
exploit this, i.e., we cannot use known-index DPFs (at least not the standard construction)
on the right-hand side, due to the requirements on FSS¥ demanded by the tensor operation.
Namely, known-index DPFs don’t have the symmetry property from Definition 15, since
Eval(o, ks, ) works entirely different for 0 = 0 and o = 1.

4 Our Pseudorandom Correlation Functions

We present our programmable PCF for OLE in Section 4.1 and our optimized PCF for two-
party Beaver triples in Section 4.2. Each time, we provide formulas for the respective key
sizes and evaluation costs. We also conduct an asymptotic analysis in Section 4.3 and provide
concrete parameters together with a performance evaluation in Section 4.4. Our PCFs work
over any finite field, as long as the corresponding sparse LPN assumptions hold.

4.1 Programmable PCF for OLE

Here, we present our PCF for OLE, denoted PCFOLE. The subprocedures PCFO'EGen and
PCFOLE Eval are presented in Figures 4 and 5, respectively. The corresponding security theo-
rem is:

Theorem 2. Let the parameters be as in Figure 4. If

— for all 1 < £ < L, the F-SparseLPN(k©), m=D m ) assumption (cf. Definition 6)
holds,

— all utilized FSS schemes are secure (cf. Definition 7), and

— DMPF(es” el additionally has pseudorandom outputs (cf. Definition 8),

then, for N = mF) queries and adversary size B € poly()\), it holds that PCFO'E (from

Figures 4 and 5) is an (N, B, negl()\))-secure PCF for OLE.
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Parameters:
— Let L,t,m©, ... om® kW kD e Nsy with t <m®, m@® <. < mP) andV1 << L:k <
(e=1)
m .
— Let F be a field and [m®)] the input domain.
— Let V' be the set of k-regular vectors of length n and let Hff) S m®P] = vm (,3) ~" be random oracles
for 1 </ < L.

())

For £ € {1,...,L}, let DMPF(e((l )®Sl ") (resp. DMPF®0” 1)) be a regular known-index DMPF (cf.
Definition 14) for [m¥] — Fm , 0 e(()ez s§°> (resp. i — sém e(lzz), where party O (resp. party 1)
learns the non-zero indices. ,

~ For 4,0 € {1,...,L} with (£,¢)) # (L, L) and £ > ¢ (resp. £ < £'), let DMPF(5”®¢i") be the tensor
product FSS scheme from Section 3.2 for e(e) ® e([ ) (resp. e(é ) ® e(e)) where party 0 (resp. 1) learns
the left-hand-side 1nd1ces

— Let DMPF(eO el ) be a regular known-index DMPF for [m(L)] — F, i = eo,; - e1,; where party 0
learns the non-zero indices of ep.

PCFOLE Gen(1*):

1. Sample s & ™ for o € {0,1}, and sample shares of s\ @ s{”, denoted [s{” ® 310)]]

0 0
(Isg © 51700 )s jepmeony-
2. For E €{1,...,L} and o € {0,1}, sample el Reg, ...« (F) and compute
(£)
(kDMPF("' 2217y DMPF(”@5(”) KeyGen(1*, el @ s,
DMPF(s{ ®e{?)

)o
(ko )o « DMPF(0” @1 KeyGen (1 “) ® si).
(

3. For £,0' € {1,. } 0,0 # (L, L) compute
eu) el o)
ROVPFE ) pupRes’ oe” KeyGen(12, e @ el).
4. Compute
o(B) o)
(RMPFe0 "0y pMPFes” et KeyGen(1?, elF) @ ().

5. Return (k§<F, k¥°F) where k2°F consists of s, [[s(o)®s(0)]]a e(g) (V1 < ¢ < L), and all above-generated
FSS keys with index o.

Fig. 4: Key generation of our PCF for OLE
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PCFO'EEval(o, k5°F, 1 € [mD))):

1. Compute a; < H;L)(z), I:={i|as;#0}.
2. Return (EvaIReclnput(a, kYR L%), za> where

Zo = Zijel a; ;- az - EvaIRec(o, kPP L — 1,4,7)
+ ZJEI a; - EvaIRec(a, K L L —1,i,7)
+ Zl_e[ az; - EvaIRec(U, KPP L —1,L,i,4)

(L) (L)y .
+ DMPF.Eval(c, k2""F(e0 7O Gy,

EvalReclnput(c, k5F 2 € {0,...,L},7 € [m®]):
1. If £ =0, return sfyoz
2. Compute a; < Hff)(i), I={ila;, #0}.
3. Return }_, ; a; ; - EvalReclnput(o, PSP 0 —1,4) + eg.

EvaIRec.(o, PP ee{0,...,L —1},1€ [m®],7 € [m“9)):

1. If £ =0, return [[s(()oi_> ~s<10;]]a.
2. Compute a; < H%)(%), I={i| a;; # 0},

a;  HOG), J:=1{j|a;, #0}.

Zielje,a%,i az ;- EvalRec(a, KPSF 0 —1,4,5)
£ 30 4, EvalRed 2 (0, KE 6,0~ 1,7.)
+ Z,EI a;,; EvaIRec(a, KPP0 —1,0,4,7)

€<2) 8(2) aToN
+ DMPF.Eval(a, k2VPF(e0 @e1) 5y

EvaIRec.(a, K 0 {1, . L},0 €40,...,0—1},i € m®1,] € m®)):

NOPSRON
1. I ¢ =0, return (DMPF.Eval(a, kEMPF( 0 ®si ),i )

2. Compute a; < H%/>(§), J={j|a;,;#0}.

3. Return:

IR

3. Return:
PCF / s
E jejaij . EvaIRec(a, ko 0,00 —1,1,7)
Doy . .
+ DMPF.Eval(c, k""" @1 D (G 5y,

EvaIRec(J, KPP 0 efo,....e—1},0e{l,...,L},i € [m(e/)},j € [m“)):

ROPSRONN
1. I ¢ =0, return (DMPF.Eval(a, kJEMPF( o e ),j))A

2. Compute a; Hff/)(%), I={i] a; # 0}.

3. Return:
> i EvaIRec(o, KPP0 —1,0,i,7)
1€ ?

R PGNEE
+ DMPF.Eval(o, k2VPF(e0 1) G 5y).

3

Fig. 5: Evaluation of our PCF for OLE
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Proof. We first show that our PCF always produces “correct” OLE-correlated outputs, i.e.,
((zo, 20), (1, 21)) with zg+ 21 = xg - x1, irrespective of whether they are pseudorandom. This
will be useful in our subsequent proofs of the strong pseudorandom OLE-correlated outputs
and strong security properties from Definition 2. The PCF evaluation in Figure 5 uses the
following subroutines:

O = (@l s¥ )y 4 )

o) [ 0,1

— EvalRed 1 (0, kP€F ¢,7,7) computes a share of sé@ s

32

— EvalRed 2 (o, kECF,E,E’,%,ﬁ') computes a share of e

— EvalReclnput(o, kECF,&%) recursively computes s

according to Equation (3).

S
). )

according to Equation (4).

— EvalRed 3 |(o, kPCF ¢/ ¢, %,5) analogously computes a share of s((f;) : eg.

(L)

o,

s(()L%) : SiLi) that is computed just like EvaIRec(a, kPCF L,4,7) would do it, except that

we only need a DMPF for the component-wise product eéL) ® egL), instead of the tensor
product.

- S

)

— Finally, PCFOLEEval(o, kPCF ) returns (z,,2,) where z, = s°7 and z, is a share of

These claims are easy to verify by looking at Figure 5. Hence, the outputs of our PCF are
always correct in the sense that zg 4+ 21 = zg - 1. We now proceed with the proofs of the two
properties from Definition 2.

Strong Pseudorandom OLE-Correlated Outputs. Let A be a polynomially bounded
non-uniform adversary. It suffices to show that Gamei{’1 e Game%o, as this implies in
particular that |Pr(Game® ;(A) = 1] — Pr{Game% ;(A) = 1]| € negl(}). We do so via the
following sequence of hybrids.

— Hy = Gamezl.
— H, is identical to Hy, except that we redefine O} as follows:
O (3):

(0, 20) == PCFOLE.Evalypcr (i)

1 = EvalReclnput(1, kP¢F, L, 7)

Z1 = X0 T1 — R0

Return ((xo, 20), (71, 21))
Note that this doesn’t change how x; is computed. Therefore, and by the correctness (zo+
z1 = xo - x1) argued above, H; is distributed identically to Hy. Now, observe that H; no

(L) o (L)
longer accesses any FSS keys from kIPCF. In particular, it doesn’t access k:lDMPF(eO e
(L) (L)
By the pseudorandom outputs property (cf. Definition 8) of DMPF(€ "©€17)  we can
(L)~ (L)y .
therefore view DMPF.Eval(0, k(?MPF(eO oer ), 1) as a pseudorandom mask on zp, i.e., we

can replace zg by a random value as a next step:
— HY is identical to Hi, except that we sample 2 & " once in the beginning of the
game and redefine O} as follows:

o1 ():
xo = EvalReclnput(0, k:OPCF,La%)
20 -= 2o,

1 = EvalReclnput(1, k7F, L, 7)
Z1 ‘=X T1 — R0
Return ((xo, 20), (71, 21))
HY is computationally indistinguishable from H; as argued above.



22 Sebastian Hasler, Pascal Reisert

— For l € {1,...,L}: Hg is identical to HY, except that we sample two vectors s(()é), sge) &

7" once in the beginning of the game and, in O, we redefine EvalReclnput as follows:
EvalReclnput(c, kPCF, ¢, 4):

If ¢ = 7, return s( ) Otherwise, proceed as defined before.

Observe that the only difference between Hg_l and Hf is the following:

o In Hg_l, the recursion of EvalReclnput stops at £ = £—1, i.e., EvalReclnput(o, kP¢F, l i)
returns the i-th component of AO sffﬁl) —i—e((f), and s((f*l), e((f ) aren’t used for anything
else during the whole game.

e In HY, the recursion of EvalReclnput stops at £ = /, i.e., EvalRecInput(c, kPCF 0,7)

returns the i-th component of sg), and sg) isn’t used for anything else during the

whole game. i i
Since each row of A® is sampled from Reg, ) -1 (F), the whole matrix AO s dis-

tributed identically to RegularCodeGen(k(Z),m(g_l),m(g),F). Furthermore, eg) is (in the
key generation) sampled from Reg, ; (F). Hence, we can apply the F-SparseLPN(k(©),

m(gfl), m(g), t) assumption, which gives us Hg_l "2 Hg.
— Hs:=Ga mez o- Observe that the only difference between H L and Hj is that HQL samples

and stores the whole size-m) batch of OLEs ((séL),zo), (sg ) (L) O] sg ) — zp)) in the
beginning of the game, while Hs samples and stores the individual OLEs on-demand (on
first access). This doesn’t make a difference in the observable output, so HZ is distributed
identically to Hy = GameA0

Strong Security. W.lo.g., let party o = 0 be corrupted (since the whole proof works
symmetrically for o = 1). Let A be a polynomially bounded non-uniform adversary. Again, it

suffices to show that Game%{;, | ~. GameZ5, o, as we do via the following sequence of hybrids.

— Hp == Game%5, ;.
— H; is identical to Hy, except that we redefine OSec as follows:
00,1( )
(0, 20) = PCFOLE.EvaIkch(%)
1 == EvalReclnput(1, k7F, L, 7)
Z1 =20 T1 — R0
Return (z1, 21)
Just like in the previous part of the proof, by the correctness (zo + 21 = xo - 1), Hy is
distributed identically to Hy. Again, observe that Hi no longer accesses any FSS keys
from kPCF. Intuitively, this allows us to use the security (cf. Definition 7) of the utilized
FSS schemes to replace party 0’s FSS keys by simulated keys:

— H, is identical to Hy, except that, in PCFOLE.Gen(l’\), we replace each F'SS key generation
by a corresponding simulator’s output kgMPF < SimPMPF (1A LeakPMPF(0, £)). Note that
H, =, Hs isn’t obvious, because the oracle’s output depends not only on the FSS keys,
but also on the e and s vectors from the PCF key generation. However, we can use the
same trick as in the security proof of our improved tensor construction (Theorem 1), i.e
we fix for each \ a “worst-case” value r® of the random coins from which the e and s
vectors are sampled: Let H denote that, in the definition of H;, we sample all e and s
vectors deterministically from coins r. Then the advantage of a distinguisher D is

Pr[D(H;(N) = 1] — Pr[D(H(\) = 1] < Pr[D(H](\)) = 1] — Pr[D(H; (V) = 1].
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The coins 7™ uniquely determine the functions that are shared via FSS during
PCFOLEGen(1*). This defines infinite function sequences (one function for every value
of A and every FSS instance) as in the security part of Definition 7. By the security of
the utilized FSS schemes, it follows that HTW()\) R HT( )(/\), so the advantage of D is
negligible.

— Hj is identical to Ha, except that we sample x; & " once in the beginning of the

game and redefine OFf as follows:

OO’ 1 ( ) :

(:1:0, 20) = PCFOEEval PCF( )

Ty = xl,z

Z1 =20 T1 — R0

Return (z1,21)
All of the utilized FSS schemes have a leakage function that doesn’t output any informa-
tion about the vectors sg ), eg ), e egL) to party 0 (except for the lengths and domains,
which are public anyway). Therefore, in Hj, these vectors are only used during the com-
putation of EvalRecInput(1, kIPCF, L, %) Hence, we can inductively apply the sparse LPN
assumption (similarly as in the previous part of the proof) to see that Hy ~. Hs.

— H, is identical to Hj, except that we undo the modification of the key generation, i.e.,
we go back to using real instead of simulated FSS keys. Hs ~. H4 holds by the same
argument as Hy =, Ho.

— Hy = Gamei‘f’cmo. Observe that, in Hy, the output (z1,z21) is distributed identically to
OLE.RSample(1*,0, (0, 29)). The only difference between H, and Hj is that H, samples
and stores the whole size-m%) batch @1 in the beginning of the game, while Hs sam-
ples and stores the individual entries on-demand (on first access). This doesn’t make a

sec

difference in the observable output, so Hy is distributed identically to Hs = Game;’, .

O
Theorem 3. PCFOLE (from Figures 4 and 5) is programmable (in the sense of Definition 4).

Proof. To see that PCFOLE s programmable, give the key generation additional arguments
po,p1 € {0,1}* and sample s and e (for all ¢ € {1,...,L}) using a PRG with seed

Po- O

Recall that an OLE correlation has the form ((xo, 29), (1, 21)). When generating multiple
key pairs, p, can be reused, causing the corresponding z,’s in the PCF output to coincide
with the z,’s from a different PCF instance. This is what allows us to generate multiparty
Beaver triples or, more generally, any multiparty degree-two correlation, as already explained
in Section 1.2.

Key Size. For the key size analysis of PCFOLE, we assume that the key EPCF contains the

A-bit seed p,, instead of sgo),eg), .. egL), which can all be efficiently sampled from seed

po. Apart from that, the key contains shares of [[300 ® s(o)]]g with total size (m(?))2b where
() (0)

b = [log |F|], and several FSS keys. Since we use regular noise, we can express each e5’ ®s;

as a concatenation of ¢ point functions with range . For these, we use standard known—
indez DPFs [SGRR19, BCG119a, BCGT23]. The key size for ¢ of them is

k:('))'v”DF(egZ)®S< ) | = |k j;.PMPF( sy el ))‘ =t (ﬂog(m(e)/tﬂ A+ 1)+ m(o)b),
‘kDMPF(e( )@s(?) ‘ — IR . DMPF (s{ D gel® ‘ i
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For terms of the form e((f) ® eggl), where ¢ > ¢ and (¢,¢') # (L, L), we use our tensor product
FSS scheme from Section 3.2 with known-index DPFs on the left-hand size and, thus, key
size
DMPF (el el )
L | =X+t [log(m™/t)]- (A+1)
+2 - ([log(m“)/£)] - (A +2) +b),

DMPF(e"
1

() ’
" B 2 A2 (Nlog(m @) /6)] - (A +2) + ).

For ¢ < ¢ we use the same scheme, but on eggl) & eée) (i.e., the operands’ order is reversed),
to have the smaller vector on the right-hand side, as this yields smaller FSS keys. Finally,
(L) (L)

for e;” © €7, we use a concatenation of standard known-index DPFs. We can choose an

arbitrary designated party: Say, we choose party 0, then we use the indices ¢ where e(()Li) £0,

and the corresponding values e(()l;-)egLi). With this, the key size for e((]L) ® egL) is

(L), (L)
kg)MPF(eO ®el )‘ —¢. (ﬂog(m(L)/tﬂ c(A+1)+0),

DMPF(e{" ®e{™))|
1 ‘ — t * )\.

Evaluation Cost. The bottleneck of evaluating our PCF are the PRG evaluations during
DMPF evaluations. Each evaluation of a DPF with domain [m/] takes [log(m’)] evalua-
tions of a PRG G : {0,1}* — {0, 1}?**2. Evaluation of a regular DMPF with domain [m/],
implemented as a concatenation of ¢’ DPFs, therefore takes [log(m’/t')] PRG evaluations.

Let anéG, ng’ '}%,, and ng’ ';,Gﬁ be the number of PRG evaluations during a call of EvalReqd 1 |,

EvaIRec, and EvaIRec (with argument ¢ and, if applicable, ¢), respectively. Due to

symmetry, we have ng Fé%, = ng Fg,Gg and, looking at Figure 5, we obtain the recursive formula

PRG {2ﬂog((m(£))/tﬂ + (K(©)2. nlpfzfl +2- k0. ”5,‘2%—1 >0,

N = 0 (=0
PRG _ [og(m®) /t)] + [log(m) /t)] + k). nFRS | ¢ >0
2O Tog(m® /)] + 1 v=o.

In the formula for nZP Fg%, the final +1 is because we need to expand the PRG output at the
(@), 50
0, 1

PRG output (as long as [log |[F|] < \), since we only access a single entry e((f% . sgoj), of the

leaf, since the payload e is larger than A bits. We only need one part of the expanded

payload, so adding +1 in the formula is sufficient.

When setting £ = L in above formula for n1P|§G7 we obtain an upper bound for the

number of PRG evaluations during a call of PCFOLEEval, since, on the top-level, we have the

(somewhat cheaper) component-wise product eéL) ® egL) instead of the tensor product.

4.2 Optimized PCF for Two-Party Beaver Triples

In the two-party setting, we construct a variant of our PCF, denoted PCFB®¢" that produces
two-party Beaver triples directly (instead of relying on M (M — 1) = 2 instances of our PCF
for OLE). We present PCFB®"e" in Figures 6 and 7. We give the following security theorem
without proof, since it can be proven analogous to Theorem 2.
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Theorem 4. Let the parameters be as in Figure 6. If

— for all 1 < £ < L, the F-SparseLPN(k©, m=D m ) assumption (cf. Definition 6)
holds,

— all utilized FSS schemes are secure (cf. Definition 7), and

(L) (L) (L) (L) .
— DMPF(© ) DMPF(€17), and DMPF(€0 ©€1") gdditionally have pseudorandom outputs
(cf. Definition 8),
then, for N = mF) queries and adversary size B € poly()), it holds that PCFB®e" (from
Figures 6 and 7) is an (N, B, negl(\))-secure PCF for two-party Beaver triples, i.e., for the
correlation ((agp, by, co), (a1, b1,c1)), where all entries are uniformly random over F, except for
c1, which is uniquely determined by (ap + a1)(by + b1) = ¢o + c1.

Parameters:
— Let the parameters be as in Figure 4, except that all known-index FSS schemes (i.e., regular known-
index DMPFs, and known-index DPFs used in the tensor product FSS scheme) are replaced by their
unknown-index counterparts.

— Additionally, for £ € {1,...,L} and o € {0,1}, let DMPF©*") be a regular DMPF (cf. Definition 12)
for (mY] = F, i — e(e)
PCFBeave'.Gen(l ):

1. Sample s " for T € {0,1}, and sample shares of s and EN
0 (0 0 0
([s™]Vie pmoo and [[s< '@ 870 = (Is)) ® 5 ]0)i jemor
2. For £ e {1,...,L} and 7 € {0,1}, sample el « Reg, ...« (F) and compute

& O s , denoted [[s ]] =

(kDMPF(eéZ)))(, < DMPF©”) KeyGen(1*, &),

ROMPFED)  DMPFEL™) KeyGen(1?, el?),

(kDMPF(eu)@s(O))) - DMPF(EO Y @s(%) KeyGen( ( ) ® s(o))

(kDMPF(sm)@egf))) - DMPF(SO O gelt)) KeyGen(1* (i) ® s(o))
3. For ¢,¢ € {1,...,L}, if (¢,£") # (L, L), compute

e<‘> &) (0 g€
(kOMPFeo @ )y o pMPRe’ @€l KeyGen (12, e @ ().
4. Compute

el oel™ (L) 5o (L)
(kVPFea ")) DMPF(E©91") KeyGen(1*, el @ e(P).
5. Return (k§F, kPF) where k5 consists of [[séo)]]a, [[s§°>}]g, [[s(()0> ® sgo)]]g, and all above-generated F'SS
keys with index o.

Fig. 6: Key generation of our PCF for two-party Beaver triples



26 Sebastian Hasler, Pascal Reisert

PCFB¥ Eval(o, k27,7 € [mP)]):
1. Compute a; < HEAL)(%), I:={i|as: #0}.
2. Return (EvaIRecInput(a7 kbCF.0,L, 1), EvalRecInput(c, k57,1, L, 1), za) where 2z, is computed as in
Figure 5.
EvalRecInput(o, k5F, 7 € {0,1},£ € {0,..., L}, € [m'Y)):
1. If £ =0, return [[siOZ]]L7

2. Compute a; « HY (i), T = {i| a; ; # 0}
(£)y 4
3. Return >, ; a; ; - EvalReclnput(o, kSF 7,0 —1,4) + DMPF.Eval(o, EOMPF(er ),i).

Fig. 7: Evaluation of our PCF for two-party Beaver triples

Key Size. In PCFB®V" the key kPCF contains [[3(()0)]]0, [[sgo)]]a, [[360) ® .sgo)]](7 with total size
2m0b + (m(9)2b where b := [log [F|], and several FSS keys. As in our PCF for OLE, we
express each eg) ® SEOET as a concatenation of ¢ point functions with range F™” | This time,
in order to hide the non-zero indices from both parties, we use standard (unknown-index)
DPFs [BGI16]. The key size for ¢ of them is

DMPF(e((f)®s(lo))‘ B ’kDMPF(sg‘”@eg‘f))‘ .
ag - ag -

|k Mog(m /)] - (A +2) +mDp).

For terms of the form e((f) ® egg/), where ¢ > ¢/ and (¢,¢') # (L, L), we use our tensor product
FSS scheme from Section 3.2 with key size

!
DMPF (e ®e!’ >)|
o

Iz = A+t [log(m®/t)]- (A +2)

+12 - (Nog(m™) /t)] - (A +2) +b).

For ¢ < ', we again reverse the order of the operands, to have the smaller vector on the right-
hand side, as this yields smaller FSS keys. Finally, for eéL) ® egL), we use a concatenation of
standard (unknown-index) DPFs. The key size for ¢ of them is

(L), (L)
JOMPF(e) e} )‘ —¢. (ﬂog(m(L)/tﬂ -(A+2)+0).

Evaluation Cost. In the output (ag, by, ¢,) of PCFB®Ve" Eval, the part ¢, = 2, is computed

like in PCFOE, i.e., using the same number of PRG evaluations. Computing a, and b, each
takes additional nrn’;ﬁ"t 1, PRG evaluations, where

nPRG [log(m“)/t)] + k® '”rnF;St,e—1 >0
Input,¢ — 0 /=0

is the number of PRG evaluations incurred by EvalRecInput (o, k5<F, 7, ¢, E)

4.3 Asymptotic Parameters

Based on our asymptotic sparse LPN instantiation from Section 2.3, both of our PCFs
(PCFOLE from Section 4.1 and PCFBe¥e" from Section 4.2) can be instantiated with a fixed
noise weight ¢ € poly(\), fixed row sparsity k = k() = ... = k(X) € polylog()), m©® e
poly(\), and, for £ > 1, m® = m{~Dt/X. For these parameters, each PCF evaluation
performs O(k?~1) PRG evaluations by Lemma 4.1 below. Therefore, one can choose L €
O(log A/ loglog \), in order to have k22~1 € poly()), i.e., polynomial time complexity for
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the PCF evaluation. The maximum number of queries then is m(®) = m@ /Nl €
A\OUogA/loglog M) which is superpolynomial.

For instance, one can set L = logn/(2logk)+1/2 to have k*/~! = n and superpolynomial
expansion.

Lemma 4.1. Let k = k) = ... = k(1) € polylog()\), k > 2, and suppose Ip € poly(\) :
Ve e {0,...,L}: m© < p*1, then PCFO'EEval and PCFB®V Eval from Figures 5 and 7
both perform O(k?:~1) PRG evaluations.

Proof. Note that, in PCFB®®" Eval, the most expensive part (in terms of the number of PRG
evaluations) is the computation of z,, which is equally expensive as PCFOE Eval. Therefore,
it suffices to prove the statement for PCFOLEEval. For ¢ < ¢, we have

. - e
ngFﬁ/ < Z Nog(m©@m® /£2)] € O(¢) - Zi:o k= Ok")
<log(p?*+1)eO(¢) co(k!)

and similarly

5 < S0k loa(on R 2k nRS, )
~~ —— —

€O(t—i) €O((t—i)kt—1)
~ /-1 . ~
€ O(kf).zizo(z—i)kz = O(K*).
~—_——
cO(kt-1)

The statement follows since n'f'zG is an upper bound for the number of PRG evaluations

during a call of PCFOLEEval. O

4.4 Concrete Parameters and Performance

For the concrete instantiation of our PCFs over F = Fy, we use regular noise of fixed weight
t = 1024 and start with a secret of length m(®) = 1.5.215. We use LPN estimator [YYW*25]
to obtain largest possible values m(®, such that ¢ | m® and the corresponding LPN in-
stance (i.e., n = mY m = m®, and regular noise of weight t) provides A = 112 bits
of computational security against known attacks, including [BJMM12, EKM17, CDMT22,
B(23,LWYY24,ES24, WWY*25]. The expansion factors m(z)/m(é_l) obtained this way are
(m(g)/m(efl))g:LML ~ (18,24.9,34.2,36.3,38.7), where we stopped at L = 5. At higher lev-
els of the recursion, we can have a larger expansion factor for the same security target A,
thus obtaining a better trade-off between key size and expansion, compared to the approach
from [BCM™25| of using the lowest-level expansion factor on all levels. In our upcoming
performance evaluation, we consider different recursion depths L € {3,4,5}, where PCFOLE
(resp. PCFBea"er) can produce m® ~ 2295 (1) ~ 2347 op ;) &~ 290 OLE correlations
(resp. Beaver triples).

Above security estimation already accounts for the recent hybrid attack from [WWY*25].
Note that this hybrid attack downgraded the security of the parameters used in [BCM™25]
from originally targeted 128 bits to 107 bits, according to the current version of LPN esti-
mator.

Security Against Linear Tests. Our instantiation additionally relies on the conjecture
that sparse LPN is essentially as secure as LPN, as long as the matrix A has a large-enough
dual distance dd(A), which is defined as the smallest weight of a non-zero vector v such
that vT A = 0. We refer to [BCM*25] for a detailed discussion of this conjecture. The main



28 Sebastian Hasler, Pascal Reisert

motivation is that most known attacks against LPN variants are instances of the linear test
framework [BCG*20a] and a large-enough dual distance of A is provably sufficient for an LPN
variant to be secure against this class of attacks [CRR21|. Specifically, [CRR21] showed that
any attack that fits in that framework requires in the order of exp(£2(dd(A)-t/m)) iterations.
Therefore, the quantity dd(A)-t/m should be chosen similar to prior work, in order to achieve
a comparable security level. We target dd(A) - t/m ~ 2.5 for our conservative parameter set,
which is the same target as in [BCM™T25|, while [YWL"20, WYKW21, YSWW21]| target
dd(A) - t/m ~ 3. We also provide an optimistic parameter set with a smaller target, as
explained below.

Bounding the Dual Distance. In our case where A € Fy'"*" is a sparse matrix, the
expected value of dd(A) grows with the sparsity parameter k, i.e., the weight of the rows
of A. Braun et al. [BCM™25] presented a recursive algorithm to, given matrix dimensions
(m,n) and sparsity k, compute the largest bound D, such that dd(A) > D except with
probability < 277 (over the random choice of A), where p is a statistical security parameter.
We reimplemented this algorithm as a Python script.

In Figure 8, we plot the ratio § := D/n for our five different expansion factors m/n and
p € {40,64}. When the ratio m/n and other parameters are fixed, but n is varied, there’s a
minimum value of n, such that the algorithm outputs a non-trivial bound D (i.e., D > 2).
When increasing n beyond this value, the ratio 6 = D/n very quickly converges. All of our
plots start at the value of n where we first obtain a non-trivial bound.

For our conservative parameter sets, we use D = 2.5 - m/t, as this implies our target of
dd(A)-t/m > 2.5 from above. For a sparsity k to be eligible for the conservative parameters,
its plot in Figure 8 must pass through the vertical green line running at n = m®1 and
6>25-m/(t-n)=25-mO /.- mED).

Similar to [BCM™25], we also provide optimistic parameter sets, where we consider every
value of k eligible as long as it yields a non-trivial bound D. That is, the plot of k¥ must run
through the (orange or green part of the) vertical line at n = m¢=1.

Precomputation. When evaluating our PCF, most of the DPF evaluations happen at the
lowest level of the recursion tree. The most accessed DMPFs are those for e(()l) ® sgo) and

360) ® egl). Similar to [BCM™25], we can precompute a full evaluation of these most-accessed
DMPFs, in order to speed up subsequent PCF evaluations. For our parameters, the full
precomputation of [[e(()l) ® sgo)]] and [[s(()o) ® egl)]] together takes ~ 4.3 seconds and consumes
10.12 GiB of RAM. Below, we therefore present the performance of our PCF without and
with precomputation of these two tensor products. We don’t propose precomputation of any
of the other tensor products (apart from [[s(()o) ® sgo)]], which is part of the key), because the
storage requirements would be too high.

Parameter Sets and Performance. In Table 2, we present our parameter sets together
with the resulting performance evaluation of our PCF for OLE (cf. Section 4.1), without and
with precomputation. We display the key sizes without and with using our tensor product
FSS scheme from Section 3.2. We estimate the runtime using the same formula as [BCM*25],
i.e., based on 20.8 CPU cycles per AES call and a clock frequency of 3.8 GHz. At L = 3,
we can query up to 2579 OLEs per second. Unfortunately, at this level, the keys are larger
than the output size m®), which is a common problem with PCFs for degree-two correlations,
including the previously best PCF (see our comparison below). Even at L = 4, our output size
is only marginally larger than the keys. At L = 5, we have an expansion of m(®) /|kPCF| = 22.5,
but at the cost of only being able to query 9.48 OLEs per second, using optimistic sparsity
and p = 40.
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Our PCF for two-party Beaver triples (cf. Section 4.2) can use the same parameters and
has almost exactly the same key size and performance characteristics, so we don’t provide
a separate table. The key size is less than 4 % larger and evaluation only up to 1% slower,
compared to our PCF for OLE. The previously fastest PCF for Beaver triples, i.e., the PCF
based on EALPN from [BCG'22|, has keys of size &~ 15GiB and produces 9 triples per
second, when targetting up to 230 triples, which is the only output size for which the authors
provided an efficiency analysis. For a similar output size, our PCF has 9x smaller keys and
is 3.2-28x faster, i.e., 293 triples/s using conservative sparsity and p = 64, or 2551 triples/s
using optimistic sparsity and p = 40.

Table 2: Parameters and performance of our programmable PCF for OLE over Fy with
security A = 112, regular noise weight ¢ = 1024, and dimensions m(?) ~ 2156 1) ~ 2198
m® ~ 2244 ) 2295 (1)~ 2347 and m®) ~ 240, For each p and L, there are two
rows: The upper row uses conservative sparsity conforming to dd(A) - t/m > 2.5 and the
lower row uses optimistic sparsity.

©® Key Sizes (GiB) Without Precomp. With Precomp.
L (k")e=1,...1

unopt.| opt.t M PRG! ms/OLE M PRG! ms/OLE

p =40
(7,8,12) 1.96 10.72 0.54 2.95
3.50 1.62
(7,6,5) 0.21 1.15 0.07 0.39
(7,8,12,14) 384.45  2104.35 106.27 581.70
7.40 3.16
(7,6,5,4) 3.41 18.64 1.19 6.50
(7,8,12,14,18) 13.30 5 4p 124573.75 GS1877.37 3444481 188540.01
(7,6,5,4,4) ' ' 54.74 299.65 19.26 105.43
p =64
9,8,12 2.45 13.38 0.62 3.40
3 9,8,12) 3.50 1.62
(9,7,6) 0.49 2.68 0.14 0.77
(9,8,12,14) 480.10  2627.90 122.44 670.21
4 7.40 3.16
(9,7,6,5) 12.36 67.64 3.63 19.85
(9,8,12,14,18) 13.30 5 4; 159567.28 85152618 39687.22 217235.29
(9,7,6,5,5) ' ’ 309.62 1694.78 91.33 499.90

t The key size per party when using a naive sum for the tensor product.

 The key size per party when using our tensor product FSS scheme from Section 3.2
instead.

§ The number of PRG evaluations, in millions, to query one OLE correlation.
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(d) m/n ~ 36.3, used at £ =4 (e) m/n ~ 38.7, used at £ =5
Fig.8: Values 6 := D/n, such that Pr[dd(A) < D] < 277 over A <

RegularCodeGen(k, n, m,Fy), for different expansion factors m/n, different row sparsities k,
and statistical security parameter p € {40,64}. The expansion factors m/n considered here
correspond to m®) /m=1 in the five levels of our concrete PCF parameters. Values for k
whose plot passes through the green (resp. yellow) area can be used in conservative (resp.
optimistic) parameters.
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