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We show that the insecurity problem for protocols with modular exponentiation and arbitrary
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model which is powerful enough to uncover known attacks on the Authenticated Group Diffie-
Hellman (A-GDH.2) protocol suite. To prove our results, we develop a general framework in which
the Dolev-Yao intruder is extended by generic intruder rules. This framework is also applied to
obtain complexity results for protocols with commuting public key encryption.

Categories and Subject Descriptors: [|: Computer Security

General Terms: Security Protocols, Verification
Additional Key Words and Phrases: Algebraic Properties, Complexity, Dolev-Yao Model, Diffie-
Hellman Exponentiation

1. INTRODUCTION

Designing secure communication systems in open environments, such as the Inter-
net, is a challenging task which heavily relies on cryptographic protocols. However,
severe attacks can be conducted on these systems just by exploiting the inherent
weaknesses of cryptographic protocols. Attacks on cryptographic protocols are eas-
ily overlooked at the design level as adversaries may control the communication
network and may combine messages from different protocol sessions. Also, protocol
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participants may be dishonest. The need for rigorous formal and tool supported
analysis of cryptographic protocols has therefore long been realized. The so-called
Dolev-Yao model, which has its roots in a paper by Dolev and Yao [Dolev and Yao
1983], is the dominating formal security model in this line of research (see [Meadows
2000] for an overview on the early history on protocol analysis). Many procedures
have been proposed to decide security properties of cryptographic protocols in the
Dolev-Yao model [Amadio et al. 2002; Boreale 2001; Rusinowitch and Turuani 2001;
Millen and Shmatikov 2001] and based on these procedures many tools have been
developed (see, e.g., [Millen and Shmatikov 2001; Chevalier and Vigneron 2001;
Corin and Etalle 2002]) and successfully been applied to find flaws in published
protocols [Clark and Jacob 1997; Boyd and Mathuria 2003; Basin et al. 2003].

Most methods and tools, including those mentioned above, take as a simplify-
ing assumption that the cryptographic algorithms are perfect (perfect cryptography
assumption). For instance, it is assumed that the decryption key is needed to
extract the plain-text from the cipher-text; without such a key, no information
whatsoever is leaked about the plain-text. Also, a cipher-text can only be gen-
erated with the appropriate key and message. This simple model is insufficient
when dealing with the numerous protocols that use operators with algebraic prop-
erties, such as the exclusive OR (XOR) and modular exponentiation. The reason
for this is twofold: First, without taking these properties into account, the proto-
cols do not even achieve their security goals in the absence of an intruder ([Boyd
and Mathuria 2003] contains many examples of such protocols). For instance, the
basic Diffie-Hellman key exchange protocol relies on a commutativity property of
exponentiation: (g%)® = (¢*)®. Second, many attacks exploit algebraic properties
of operators, and hence, such attacks cannot be uncovered without considering such
properties. For example, the Recursive Authentication Protocol by Bull and Ot-
way [Bull and Otway 1997] was proven to be secure when perfect cryptographic
functions are employed [Paulson 1997] and was shown to be insecure when the pro-
tocol is implemented using the XOR operator [Ryan and Schneider 1998] and its
nilpotency property. Section 6 contains another example, the A-GDH.2 protocol
suite (see [Boyd and Mathuria 2003] for more examples). Hence, it is crucial to
take algebraic properties of operators such as XOR, Diffie-Hellman exponentiation
and RSA encryption into account when analyzing cryptographic protocols.

Contribution of this work. In this paper, we show that the insecurity problem
for protocols that use Diffie-Hellman exponentiation with arbitrary products in
exponents is NP-complete when the protocols are analyzed w.r.t. a bounded number
sessions. We illustrate that our protocol and intruder model is powerful enough
to uncover attacks first pointed out by Pereira and Quisquater on the A-GDH.2
protocol suite [Pereira and Quisquater 2001]. The NP-completeness result is also
shown for protocols employing commuting public key encryption (such as RSA with
common modulus). As a consequence of our proofs, we in addition obtain that the
derivation problem, which asks whether the intruder can derive a given message
from a given finite set of messages, can be decided in deterministic polynomial time
both in case of Diffie-Hellman exponentiation and commuting public key encryption.

The proofs of the NP-completeness results work in two steps: First, we extend the
(standard) Dolev-Yao intruder by generic rules, called oracle rules. We show that
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the insecurity problem is NP-complete for intruders extended by such rules. Second,
we show that the insecurity problem for the intruder extended by the ability to apply
Diffie-Hellman exponentiation and commuting public key encryption, respectively,
is an instance of the general framework established in the first step.

Related work. The first works to relax the perfect cryptographic assumption by
taking algebraic properties of operators into account are [Chevalier et al. 2003a;
Comon-Lundh and Shmatikov 2003]. In these works, the Dolev-Yao model was
extended by the XOR operator and its algebraic properties. For Diffie-Hellman ex-
ponentiation and commuting public key encryption, as studied here, things become,
however, much more involved due to the more complex algebraic properties. In par-
ticular, unlike the XOR operator, here we do not have the nilpotency property and
therefore need to record the number of occurrences of elements in a product, which
requires to manipulate equations over integers.

Meadows and Narendran [Meadows and Narendran 2002] designed unification
algorithms for handling properties of Diffie-Hellman cryptographic systems. Al-
though these results are useful, they do not solve the more general insecurity prob-
lem (see also [Kapur et al. 2003]).

Pereira and Quisquater [Pereira and Quisquater 2004] proposed a systematic way
for analyzing protocol suites which extend the Diffie-Hellman key-exchange scheme
to a group setting. While they find interesting attacks which exploit algebraic prop-
erties of Diffie-Hellman exponentiation, they do not consider decidability questions.

Goubault-Larrecq et al. [Goubault-Larrecq et al. 2005] developed a system to
verify protocols using modular exponentiation on a fixed generator g. There method
is based on approximations and they have a deduction rule to express that an
intruder can generate ¢%° from ¢® and b, but they do not handle inverses, and
hence, they miss realistic attacks.

Boreale and Buscemi [Boreale and Buscemi 2003] addressed a problem similar
to ours. However, in their paper, among other restrictions, they put an a priori
bound on the number of factors that may occur in products, while in the present
paper, we allow an unlimited number of factors. Also, Boreale and Buscemi do not
provide a complexity result.

Millen and Shmatikov study Abelian groups and apply them to Diffie-Hellman
exponentiation [Millen and Shmatikov 2003], but they do not provide a decision
procedure. Also, they assume the base in exponentiations to be a fixed constant.
Recently, following the result presented in [Chevalier et al. 2003b], Shmatikov
[Shmatikov 2004] proposed a decision procedure for finding attacks in a variant
of our model for Diffie-Hellman exponentiation. He does, however, not provide
complexity results. While, unlike in our model, in Shmatikov’s model products
may occur outside of exponents, the factors in products may not start with an
exponentiation symbol, a restriction not present in our model.

Structure of the paper. In Section 2, we introduce our protocol and intruder
model, including the oracle rules mentioned above. The NP-completeness result for
this general framework is proven in Section 3. In Section 4 and 5, we instantiate the
oracle rules by rules that allow the intruder to apply Diffie-Hellman exponentiation
and show that the derivation problem and the protocol insecurity problem can be
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decided in deterministic and non-deterministic polynomial time, respectively. To
illustrate our model and results, in Section 6 we formally specify the A-GDH.2 pro-
tocol and present an attack on it first discovered by Pereira and Quisquater [Pereira
and Quisquater 2001]. Finally, in Section 7 we apply our method to protocols with
commuting public key encryption. We conclude in Section 8. Some parts of our
proofs are moved to the appendix.

2. THE PROTOCOL AND INTRUDER MODEL

The protocol and intruder model we describe here extends standard models for the
(automatic) analysis of security protocols [Amadio et al. 2002; Rusinowitch and
Turuani 2001; Millen and Shmatikov 2001] in two respects. First, messages can be
built using the operator Ezp(-,-), which stands for exponentiation, and a product
operator “”. Second, in addition to the standard Dolev-Yao rewrite rules, the
intruder is equipped with the mentioned oracle rules, which are later instantiated
with rules to exponentiate terms. In what follows, we provide a formal definition
of our model by defining terms, messages, protocols, the intruder, and attacks.

2.1 Terms and Messages

The set of terms term is defined by the following grammar:

term = A|V| (term,term) | {term}i, ..,
| {term}¥. | Exp(term, product)
product ::= term”|term?” - product

where A is a finite set of constants (atomic messages), containing principal names,
nonces, keys, and the constants 1 and secret; I is a subset of A denoting the set of
public and private keys; V is a finite set of variables; and Z is the set of integers,
the product exponents. We assume that there is a bijection -~ on X which maps
every public (private) key k to its corresponding private (public) key k1.

The binary symbol (-, -) stands for pairing, the binary symbol {-}* for symmetric
encryption, and the binary symbol {-}¥ for public key encryption. Note that a
symmetric key can be any term and that for public key encryption only atomic
keys (namely, public and private keys from K) can be used.

The product operator *“” models multiplication in an Abelian group. For in-
stance, the product a?-b?-¢~2 stands for an element of this group where a2 = a-q,
b3 =b-b-b,and ¢ 2 = ¢! ¢! with ¢! the inverse of ¢. In the A-GDH.2 protocol
for example, the Abelian group is a subgroup G of order ¢ of the multiplicative
group Zj,, where p and ¢ are prime numbers. Terms and products are read mod-
ulo commutativity and associativity of the product operator as well as the identity
t! = t. For instance, d* - ¢=2 - (b - a?) and a? - b3 - ¢=2 - d are considered the same
products. Also, when we write ;' ---tZ», then we always assume that the head
symbol of t; is not a product operator. This can always be achieved by resolving
parentheses. We write ¢} ---t¥ to denote a product of the form ¢*---¢Z* where
the z; are some non-zero integers. The operator Ezp(-,-) stands for exponentiation.
For instance, Ezp(a,b?-c~1) is a’e

If ¢t,¢1,...,t, are terms with n > 2, then we call a product of the form ¢* for
some z # 1 or a product of the form ¢7* - - - tZ» a non-standard term. We often refer
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to a term or a product as a “term”. We say standard term to distinguish a term
from a non-standard term.

Variables are denoted by z,v,..., terms are denoted by s,t, u,v, finite sets of
terms are written F, F| ..., and decorations thereof, respectively. We abbreviate
EUF by E,F, the union EU {t} by E,t, and E \ {t} by E\ t.

For a term t and a set of terms F, V(t) and V(FE) denote the set of variables
occurring in ¢ and F, respectively.

A ground term (also called message) is a term without variables. We use the
expressions standard and non-standard messages in the same way we use standard
and non-standard terms. A (ground) substitution o is a mapping from V into the
set of standard (ground) terms. The application of a substitution ¢ to a term ¢ (a
set of terms E) is written to (Fo), and is defined as usual.

We say that two terms ¢ and ' coincide modulo product exponents (t ~ t', for
short) if ¢ and ¢’ are equal except for the product exponents. For instance:

<E‘Tp(ga az)a E‘Tp(f]? b3 C)> ~ <E£L’p(g, ao)v E‘Tp(ga b? - C5)>
% (Ezp(g,b"'), Ezp(g,a® - ¢°))
This equivalence relation extends to substitutions in the obvious way: o =~ o’ iff
o(z) = o'(x) for every variable x.
Given a standard term u and a term v, the replacement 6 = [u — v] of u by v
maps every term ¢ to the term t§ = t[u « v] which is obtained by replacing all
occurrences of u in ¢t by v. Formally, we have:

Definition 2.1. The application of a replacement § = [u < v] to a term ¢, written
td, is defined inductively on the structure of ¢ as follows:
—If t = u, then t6 = v. Otherwise:
—Ifte AUV, then t§ =t.
—If t = (t1,12), then 6 = (t10,t,0).
—If t = {t1}},, then 0 = {16} ;.
—1Ift = {t1}},, then td = {t10}} ;.
—If t = Exp(to, ;' -+ - 1,"), then 6 = Exp(tod, (t16)* -+ - (t,6)%).
—If t =" --- 1,7, then t6 = (t16) - - - (t,6)%>.
Note that, for example, with § = [Ezp(g,a) « 1] we have that Exzp(g,a®)d =
Exp(g,a?) and Ezp(g,a-b)d = Exp(g,a-b). We emphasize that, by definition, ¢§ is
uniquely determined.

We can compose a substitution o with a replacement §: the substitution od maps
every x € V to o(x)d.
The set of subterms of a term ¢, denoted by S(t), is defined as follows:

— Ifte Aort eV, then S(t) = {t}.

— Ift = (u,v), {u}s, or {u}B, then S(t) = {t} US(u) US(v).

— Ift = Eap(u, ;' -+ - 1,7), then S(t) = {t} US(u) U, S(t:)-

— Ift=t7 1,7, then S(t) = {t} U, S(t:).

Recall that the t; are standard terms.
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We define S(E) = J{S(t) |t € E}. Note that Exp(a,b?-c!) and b*- ¢! - d! are
not subterms of Exp(a,b® - ct - db).

We define the set Seqt(t) of extended subterms of ¢ to be Sept(t) = S(t) U{M |
Exp(u, M) € S§(t)}. Thus, the only difference to the definition of subterms is that
for subterms Exp(u, M) of t the product M also belongs to the set of (extended)
subterms of .

The set of factors of a term ¢, denoted by F(t), is recursively defined:

— If ¢ is standard and not Fxp(-,-), then F(t) = {t}.

— Ift = Bap(u,ti ---t;), then F(t) = {u,t1,.., 1}

— Ift =t} %, then F(t) = {t1, .., t,}.
Note that F(t) only contains standard terms. For example, with a,b,c € A, F(a?-
bt-c™b) = {a,b,c}.

We consider two different ways of measuring the size of a term, one includes the
product in exponents and the other does not. In any case, the size is defined accord-

ing to the DAG size of a term. We define [t| := Card(S(t)) (|t|est := Card(Sex(t)))
to be the number of (extended) subterms of ¢.

Remark 2.2. |t|ext <2 [t].

Note that the definitions of |- | and |- |ez+ do not measure the size of product expo-
nents. To measure the space needed to represent the product exponents occurring
in t, we define

ellezp = D lzmal+ oo+ Lzal,

t7l i €S(t)

where |z;| is the number of bits needed to represent the integer z; in binary. Also,
e[l == [¢] + [t eap-

For a set of terms E the size is defined in the same way (replace ¢ by E in the above
definitions). For a substitution o, we set

ol =" lo(a)]

eV

and analogously, we define ||o||eqp and ||o]|.
One easily shows by structural induction:

LEMMA 2.3. Let s be a standard term, t be a term, and x be a variable or an
atomic message. Let & be the replacement [s «— x]. Then, [t§] < |t|.

We now formulate the algebraic properties of terms. Recall that terms are read
modulo commutativity and associativity of the product operator as well as the
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identity t' = ¢. In addition, we consider the following properties:

F1 =t (1)
=1 2)

1" =1 (3)

o (4)

Ezp(t,1) =t (5)
Exp(Exp(t,t'),t") = Exp(t,t' -t") (6)

A normal form of a term is obtained by iteratively applying these identities from
left to write. Note that the identities can be applied to subterms of terms and
that the normal forms are uniquely determined up to commutativity and associa-
tivity of the product operator. In other words, the rewriting system induced by
the above identities when oriented from left to right is confluent modulo commuta-
tivity and associativity of the product operator. Since we consider terms modulo
commutativity and associativity of the product operator, normal forms are uniquely
determined. The normal form of a term ¢ is denoted by t'. We illustrate the notion
of a normal form by some examples: If a,b,c,d € A, then

Ta2-bY) b T =a? b
— "Exp(Exp(a,bt - ct),c7-dY)' = Exp(a,b-d)
— "Brp(a,b' -t - (7t -dY)Y)' = Exp(a,b-d)
— "Exp(Exp(a, (b - ¢2)3,673),5)" = a.
The normal forms of sets of terms and substitutions are defined in the obvious way.
A term t is normalized if "t' = t. In the same way normalized sets and substitutions

are defined. Two terms ¢ and #' are equivalent (modulo Exp and -) if 't' = "#"". One
easily shows:

LEMMA 2.4. For every term t,t' and substitution o:
) S(t) <'S(t),
2) teap < l1tlleap,

(1

(2)

(3) 111 < 1l
(4)

(9)

4) S(to) € S(t)o US(V(t)o), and
5) Tol = Mgl = T = Mg

2.2  The Intruder Model

Our intruder model follows the Dolev-Yao intruder [Dolev and Yao 1983]. That is,
the intruder has complete control over the network and he can derive new messages
from his initial knowledge and the messages received from honest principals during
protocol runs. To derive a new message, the intruder can compose and decompose,
encrypt and decrypt messages, in case he knows the key. What distinguishes the
intruder we consider here from the standard Dolev-Yao intruder is that we equip
the intruder with guess rules which provide him with additional capabilities for
deriving messages. In Section 2.5, we consider guess rules that satisfies certain
conditions. We will call these rules oracle rules.
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Decomposition rules Composition rules
Pair p 1({(m,m")):  (m,m’) > m L.({m,m')):  m,m' — (m,m')
p2({m,m’)):  (m,m’) — m’
Asymmetric ad({m} ) {m} Kt —m L.({m}5): m,K — {m}%
Symmetric | Lsa({m}:.,): {m},,m —m Lc:({m}:,): m,m' — {m}5,
Guess Log(m): E—m Loc(m): E—m
with m subterm of ' | with E, m normalized and such
and E normalized. | that every proper subterm of m
is a subterm of E.

Table I. Intruder rules.

The intruder derives new messages from a given (finite) set of message by applying
intruder rules. An intruder rule (or t-rule) L is of the form S — t, where S is a
finite set of standard messages and t is a standard message. Given a finite set F
of standard messages, the rule L can be applied to E if S C E. We define the
step relation — induced by L to be a binary relation on finite sets of standard
messages. For every finite set of standard messages F we have E — E,t (recall
that E,t stands for EU{t}) if L is a t-rule and L can be applied to E. If £ denotes
a (finite or infinite) set of intruder rules, then —, denotes the union |J; ., —r of
the step relations —;, with L € £. With —7 we denote the reflexive and transitive
closure of — .

The set of intruder rules we consider in this paper is depicted in Table I. In this
table, m, m’ denote arbitrary standard messages, K is an element of K, and E is a
finite set of standard messages.

We emphasize that the notion of intruder rule will always refer to the rules listed
in Table I. For now, there may be any set of guess rules of the kind shown in
Table I, later we will consider certain classes of guess rules, namely oracle rules.

The intruder rules are denoted as shown in Table I. With L,q(m) and Ly.(m) we
denote (finite or infinite) sets of guess rules. For uniformity, we therefore consider
Lyi((m,m')),...,Lsq({m}2,) and L.((m,m’)),..., L.({m}? ) as singletons. Note
that, even if there are no guess rules, the number of decomposition and composition
rules is always infinite since there are infinitely many messages m,m’.

We further group the intruder rules as follows. In the following, ¢ ranges over all
standard messages.

— Lg(t) := Lp1(t) U Ly2(t) U Lag(t) U Lsg(t). In case, for instance, L1 (t) is not
defined, i.e., the head symbol of ¢ is not a pair, then L,;(t) = (); analogously for
the other rule sets,

— Lq = Ut Ld(t)v L. := Ut Lc(t)a

— Loa :=U; Loda(t); Loc :=U; Loc(t),

— Lo(t) = Loc(t) U Log(t), Lo := Loc U Log,

— Lg :=J, La(t) where L4(t) is the set of all decomposition ¢-rules in Table I, i.e.,
all t-rule in the left column of the table,

— L¢ =, Lc(t) where L(t) is the set of all composition t-rules in Table I, and

— L:=LgUL,.
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Note that £ denotes the (infinite) set of all intruder rules we consider here. The
set of messages the intruder can derive from a (finite) set E of messages is:

forge(E) .= | J{E'| E =} E'}.
From the definition of intruder rules in Table I it immediately follows:
LEMMA 2.5. If E is a normalized set of messages, then forge(E) is normalized.

The lemma says that if an intruder only sees normalized messages, then he only
creates normalized messages. Intruders should be modeled in such a way that
they cannot distinguish between equivalent messages. In what follows we always
assume that the intruder’s knowledge consists of a set of normalized messages,
where every single normalized message in this set can be seen as a representative
of its equivalence class.

2.3 Protocols

Informally speaking, a protocol consists of a finite set of principals and every prin-
cipal performs a finite and fixed sequence of receive-send actions. Since, as usual
in the Dolev-Yao model, we assume that the intruder controls the communication
network, all messages sent by a principal are sent to the intruder and all messages
received by a principal come from the intruder. When a principal receives a message
from the intruder, he performs his current receive-send action, i.e., after receipt of
the message and some computation a message is sent back to the intruder (if any).
The next message received from the intruder is processed by the next receive-send
action in the sequence in the same way.

Similar to other models [Rusinowitch and Turuani 2001; Millen and Shmatikov
2001; Chevalier et al. 2003a], we model receive-send actions by rewrite rules of the
form R = S. On receiving a message m, it is first checked whether m and R match,
i.e., whether there exists a ground substitution ¢ such that 'm' = "Ro'. If so, 'Sc'
is returned as output. We always assume that the messages exchanged between
the principals and the intruder are normalized. In particular, m is assumed to
be normalized and the output of the above rule is not So but "Sc¢'. This is be-
cause principals and the intruder cannot distinguish between equivalent terms, and
therefore, they may only work on normalized terms (representing the corresponding
equivalence class of terms). We also note that since the different protocol rules in
the specification of a protocol may share variables, some of the variables in R and
S may be bounded already by substitutions obtained from applications of previous
protocol rules.

Instead of defining principals as a sequence of rewrite rules of the above form and
protocols as a finite set of principals, our definition is slightly more general. We
will not define principals explicitly but define protocols as a finite partially ordered
set of rewrite rules. Such a partial ordering can contain several linear orderings
of rewrite rules corresponding to sequences of rewrite rules, and hence, principals.
Before defining protocols formally, let us take a look at an example: The set of
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rules of the example protocol is defined to be

1: Start = N,
2: {(Ng, )} = End
1" y = {(y, No)} i

with the partial ordering 1 < 2. Intuitively, rules 1 and 2 represent one principal,
say Alice, and step 1’ represents another principal, say Bob. The partial ordering
guarantees that Alice performs 1 before 2, but 1’ can be performed before 1, between
1 and 2, or after 2. The atom N, is a nonce generated by Alice, N, is a nonce
generated by Bob, and K is the key shared between Alice and Bob. It is assumed
that the atom Start belongs to the initial intruder knowledge.

The formal definition of protocols and rewrite rules is as follows. The definition
of protocols also contains the initial intruder knowledge as we are interested in
attacks on protocols (Section 2.4). The three conditions required of protocols are
explained following the definition.

Definition 2.6. A protocol rule is of the form R = S where R and S are standard
terms.

A protocol P is a tuple ({R; = S;, i € T},<z, E) where F is a finite normalized
set of standard messages with 1 € E, the initial intruder knowledge, T is a finite
(index) set, <7 is a partial ordering on Z, and R; = S;, for every ¢ € Z, is a protocol
rule such that the following conditions are satisfied:

(1) The (standard) terms R; and S; are normalized.
(2) For all z € V(S;), there exists j <7 i such that x € V(R;).
(3) For every subterm Exp(t1,t5%---tZ) of R;, there exists k € {1,..,n} such that

V(t) € | J V(R)) forevery ©€{1,.,n}\{k}.
J<zt
Given a protocol P, in the following we let A denote the set of constants occurring in
P. We define S(P) := EUJ;c7(R;US;) to be the set of subterms of P,V := V(P)
to be the set of variables occurring in P, and |P| := |S(P)|, ||P|| = |IS(P)]],
|Plext := |S(P)|eat, and ||P|lext := ||S(P)||ext to be the different sizes of P.

Condition 1. is w.l.o.g., since due to Lemma 2.4, the transformation performed
by a protocol rule and its normalized variant coincide.

Condition 2. guarantees that when with S; an output is produced, all variables
in S; are “bounded” already, i.e., the substitution of these variables is determined
by the previously received messages from the intruder. Otherwise, the output of
a protocol rule would be arbitrary since unbounded variables could be mapped to
any message.

Condition 3. guarantees that all exponents, except for at most one exponent ¢y,
in any subterm of R; of the form Exp(-,-) are built over variables from previous
steps, i.e. variables that have been assigned messages before the ith step. Below we
argue that in order to not miss attacks, protocol specifications should not contain
variables in exponents whose values are not determined by previous steps. Hence,
Condition 3. could be restricted even more by requiring that V(t;) C U, _; V(1))
also for | = k. However, we use (3) in Definition 2.6 as it is sufficient and convenient
to use in proofs.
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Specification of Protocols Involving Diffie-Hellman FExponentiation—Discussion.
Typically, protocols that employ Diffie-Hellman exponentiation require to check
whether a given message belongs to a certain group (see, e.g., [Steiner et al. 1998]),
i.e., given a group generator g and a message m, one checks whether there exists
a message (number) a such that m = g®. It is tempting to model this by a term
of the form FEzp(g,x) where g is a constant which stands for the group generator
g and x is a variable. In the symbolic world, such a term would only match with
messages of the form Ezp(g,m’) for some m’, and hence, with messages guaranteed
to belong to the group generated by g. However, a constant b (when interpreted
as a bit string) or the pair (¢,d) with constants ¢ and d (when interpreted as
the concatenation of two bit strings ¢ and d) might also represent elements of the
group generated by g. Thus, if the adversary sends Fzp(b,m’) or Ezp({c,d),m’)
for some message m’, then in the cryptographic world both messages would be
accepted, i.e., pass the group membership test. However, in the symbolic world
these messages would not match with Exp(g,z). As a consequence, in the symbolic
world one might miss attacks that are possible in the cryptographic world. In order
to prevent this, we suggest to use in protocol specifications variables instead of terms
of the form Ezp(g,x) or more generally Ezp(g,t) where ¢ is some term containing
a variable. That is, instead of writing, for example, Exp(g,z) = ... we suggest
to write z = ... for some variable z. In such a specification terms of the form,
for example, Exp(b,m’) or Exp((c,d),m’) would be accepted. Of course, messages
could be accepted that w.r.t. the cryptographic interpretation would not belong to
the group generated by g, i.e., false attacks could occur. However, it seems quite
likely that, in a symbolic model, if there exists an attack on a protocol modeled
as just described, then in fact something is wrong with the protocol independent
of the issue of membership checks. Finally, we note that our modeling avoids the
need for instantiating variables by non-standard terms since messages of the form
Ezp(m,m’) only need to be matched with variables.

2.4 Attacks

We now define attacks on protocols. We first need to introduce the notion of an
execution ordering of a protocol: a linear ordering of some of the protocol rules in
a protocol consistent with the partial ordering.

Definition 2.7. A bijective mapping 7 : Z' — {1, ..,p} is called execution order-
ing for P if 7' C Z, p is the cardinality of Z’, and for all i, j we have that if 1 <z j
and 7(j) is defined, then 7(7) is defined and 7 (i) < 7(j). We define the size of 7
to be p.

Informally speaking, in an attack on a protocol P, the intruder chooses some
execution order for P and then tries to produce input messages for the protocol
rules in the order determined by the execution ordering. These input messages are
derived from the intruder’s initial knowledge and the output messages received so
far. The aim of the intruder is to derive the message secret. If different sessions
of a protocol running interleaved shall be analyzed, then these sessions must be
encoded into the protocol P. This is the standard approach when protocols are
analyzed w.r.t. a bounded number of sessions, see, for instance, [Rusinowitch and
Turuani 2001; Millen and Shmatikov 2001].
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Definition 2.8. Let P = ({R, = S| | « € T},<z,S0) be a protocol. Then an
attack on P is a tuple (m,0) where 7 is an execution ordering on P and o is a
normalized ground substitution of the variables occurring in P such that

(1) "R € forge("Sy, S10, ..., S;_10") for every i € {1,...,k} where k is the size of
m, R = R;,l(i), and S; := S;,l(i), and

(2) secret € forge('Sy, S10, ..., ko).

Due to Lemma 2.4, it does not matter whether, in the above definition, ¢ is nor-
malized or not. Also note that Lemma 2.5 implies: "forge("Sy, S10,...,S;_10")' =
forge(rSo, 510, ceey Si_laj).

The decision problem we are interested in is the following set of protocols:

INSECURE := {P | there exists an attack on P}.
Later we will consider minimal attacks.

Definition 2.9. Let P = {R, = S, | ¢+ € T}, <z, 50) be a protocol. An attack
(m,0) is minimal if || is minimal, i.e., for all substitutions ¢, if (7, o’) is an attack
on P, then |o| < |¢].

Clearly, if there is an attack, there is a minimal attack. Note, however, that minimal
attacks are not necessarily uniquely determined.

2.5 Oracle Rules

Oracle rules are guess rules which satisfy certain conditions. To define these rules,
we first need some new notions.

A derivation D of length n, n > 0, is a sequence of steps of the form F —,
Ety -, -+ —1, E t1,...,t, with a finite set of standard messages E, stan-
dard messages t1,...,t,, and intruder rules L; € £ such that E,¢1,...,t,_1 —1,
Ety,...,t;and t; € EU{t1,...,t;_1} foreveryi € {1,...,n}. The rule L; is called
the ith rule of D and the step E,t1,...,t;—1 —r, E,t1,...,t; is called the ith step
of D. We write L € D to say that L € {Lq,...,Ly,}. If S is a set of intruder rules,
then we write S ¢ D tosay SN{Ly,...,L,} = 0. The message ¢, is called the goal
of D.

We also need well-formed derivations, which are derivations where every message
generated by an intermediate step either occurs as subterm in the goal or in the
initial set of messages.

Definition 2.10. Let D = F —p,, ... —. E’ be a derivation with goal t. Then,
D is well-formed if E' C S(E,t).

We can now define oracle rules. Condition 1. in the following definition will allow
us to bound the length of derivations. The remaining conditions allow us to replace
a subterm u in ¢ by a smaller message and are later used to bound the size of the
substitution ¢ in an attack.

Definition 2.11. Let L, = Loc U Log be a (finite or infinite) set of guess rules,
where L,. and L,y denote disjoint sets of composition and decomposition guess
rules, respectively. Then, L, is a set of oracle rules (w.r.t. L. U Ly as defined
above) iff all of the following conditions are satisfied:
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Input: protocol P = ({R, = S,, t € T},<1,S0). Recall that V = V(P).

(1
2) Guess a normalized ground substitution o such that [Vo| < |P| and ||o||ezp < p(||P]])-

) Guess an execution ordering 7 for P. Let k, R;, and S; be defined as in Definition 2.8.
)
3) Test that "R;0' € forge("{Sjo | j <i}U{So}") for every i € {1,...,k}.
)

)

4) Test secret € forge("{Sjo | j < k+ 1} U {So}).
5

¢ [{N}]

‘yes”, and otherwise, “no”.

(
(
(
(

If each test is successful, then answer

Fig. 1. NP Decision Procedure for INSECURE where p denotes the polynomial bounding the size
of product exponents.

(1) For every message t and finite set E, if ¢ € forge(E), then there exists a well-
formed derivation from F with goal ¢.

(2) f F —p, . Fitand F,t —, ) F,t,a, then there exists a derivation D from
F with goal a such that Ly(t) ¢ D.

(3) For every finite set F' of messages with 1 € F, if F\ u —, (4 F, i.e., u can
be composed from F'\ u in one step, then ' —p () F,t¢ implies Hu 1] €
forge("F[u « 1]") for every message t.

3. THE NP DECISION ALGORITHM

We now state one of the main theorems of this paper, which says that INSECURE
is decidable in non-deterministic polynomial time for every set of oracle rules sat-
isfying certain conditions. This generic theorem is then applied in Section 4 and
Section 7 to show that INSECURE is in NP in presence of an intruder that can per-
form Diffie-Hellman exponentiation and exploit commutative public-key encryption,
respectively.

In the theorem, two conditions are required of the set of oracle rules. The first is
that the oracle rule problem can be decided efficiently and the second is that the
set of oracle rules allows polynomial product exponent attacks.

The oracle rule problem is defined as follows:

ORACLERULE = {(E,m) | E —, E,m}

where E is a finite set of standard messages and m is a standard message, both
given as DAGs.

We say that the set of oracle rules L, allows polynomial product exponent attacks if
for every protocol P and every minimal attack (, o) on this protocol there exists ¢’
such that ¢’ & o (recall that this means that ¢’ and ¢ coincide modulo the product
exponents), (m,'0’") is an attack on P, and ||0’||¢sp is polynomially bounded in
||P||. Note that by Lemma 2.4 this implies that ||'0”'||csp is polynomially bounded
in ||P|| as well.

THEOREM 3.1. Let L, be a set of oracle rules. If

— ORACLERULE € PTIME and

— L, allows polynomial product exponent attacks,

then INSECURE 1is in NP.

ACM Transactions on Computational Logic, Vol. V, No. N, Month 20YY.



14 . Y. Chevalier, R. Kiisters, M. Rusinowitch, M. Turuani

The theorem is proved by showing that the non-deterministic algorithm depicted
in Figure 1 is a non-deterministic polynomial-time algorithm and that it decides
INSECURE. The polynomial p, which is a polynomial bounding the size of product
exponents, exists due to the assumption that L, allows polynomial product expo-
nent attacks. The structure of the algorithm is as follows: In step 1. and 2., a
“small” attack (m, ) on the given protocol P is guessed. Then, in step 3. and 4. it
is checked whether (7, 0) is in fact an attack on P.

Obviously, the algorithm in Figure 1 is sound. The main problem is to show that
it is complete and that it runs in non-deterministic polynomial-time. This is shown
using results proved in Sections 3.1, 3.2 and 3.3. In what follows, we first explain
the results proved in these sections and then using these results prove completeness
of the algorithm and the claimed complexity.

In Section 3.1, we show (see Theorem 3.2) that the following problem, henceforth
called derivation problem, can be solved in polynomial time in ||E, t||, provided that
ORACLERULE can be decided in deterministic polynomial time:

DERIVE := {(E,t) | t € forge(E)}

where FE is a finite set of standard messages and ¢ is a standard message, given as
DAGs.
In Section 3.2, we show (see Proposition 3.14) that substitutions of minimal
attacks are built from subterms of terms occurring in the description of the protocol.
Using Proposition 3.14, in Section 3.3 we bound the number of subterms in
substitutions of minimal attacks and obtain that |Vo| < |P| (Corollary 3.16).
Given these results, we can now prove Theorem 3.1.

Proof of Theorem 3.1. We show that the algorithm depicted in Figure 1 runs
in non-deterministic polynomial time and that it is sound and complete. Clearly,
as already mentioned, the algorithm is sound.

To show completeness, we need to prove that if there exists an attack (7,0) on
P, then there is one with the size of ¢ bounded as in step 2. of the algorithm in
Figure 1. This immediately follows from Corollary 3.16 and our assumption that
L, allows polynomial product exponent attacks.

It remains to show that our algorithm runs in non-deterministic polynomial time
in the size ||P|| of P. Clearly, this is the case of step 1. and 2. of our algo-
rithm. To show this for step 3. and 4. we use Theorem 3.2. Let E be the set
"{Sjo | j<i}uUSy for some i € {1,...,k} and t be "R;o' or secret. By Theo-
rem 3.2, we can decide if ¢ € forge(E) in deterministic polynomial time in || E,¢||.
Corollary 3.16 implies that |E,t| < |P|. Since ||o||esp is polynomially bounded in
|P|], this is also the case for [|[{S;o | j < i} USyU{R;0}||czp. By Lemma 2.4, it
follows that ||E,t||eyp is polynomially bounded in ||P||. Consequently, step 3. and
4. can be carried out in deterministic polynomial-time in ||P||. O

3.1 Deciding the Derivation Problem

We show that the derivation problem can be decided in polynomial time given that
this is the case for the problem ORACLERULE.

THEOREM 3.2. DERIVE € PTIME provided that ORACLERULE € PTIME.
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PrOOF. Let d;(E) be the set consisting of the messages ¢’ € S(E,t) that can
be derived from E in one step. Using that the number of terms t' € S(E,t)
is linear in ||E,¢t|| and that E —j, E,t can be checked in polynomial time it
is easy to see that di(E) can be computed in polynomial time in ||E,¢||. Now,
if t € forge(E), then Definition 2.11 guarantees that there exists a well-formed
derivation D = E —, E;t1 — ... =1 FE t1,..,t., with ¢, = t. In particular,
t; € S(E,t) for every i € {1,...,k}. By definition of derivations, all ¢; are different.
It follows 7 < |t, E|. Moreover, with d%(FE) := E and d.*'(E) := d,(d.(E)) we have
that t € d‘tE’t‘(E) iff t € forge(FE). Since dLE’t‘(E) can be computed in polynomial
time, the theorem follows. [

3.2 Characterizing the Subterms of Minimal Attacks

We now show that substitutions of minimal attacks can be constructed by linking
subterms that are initially occurring in the problem specification (Proposition 3.14).

In order to prove the proposition, we first show some properties of replacements
(Lemmas 3.4 to 3.6), properties of substitutions in minimal attacks (Lemmas 3.7
to 3.9), and properties of derivations (Lemmas 3.10 to 3.13).

In what follows, we assume that L, is a set of oracle rules. If t € forge(E), we
denote by D;(FE) a well-formed derivation from E with goal ¢ (chosen arbitrarily
among the possible ones). Note that there always exists such a derivation due to
the definition of oracle rules.

Let P=({R, = S,, t € T}, <1, S0) be a protocol and (7, ) be an attack on P.
Let k, R;, and S; be defined as in Definition 2.8. Recall that S(P) is the set of
subterms of P, A C S(P), and V = V(P) is the set of variables occurring in the
protocol. Also, we need the following crucial notion.

Definition 3.3. Let t and ' be two terms and 6 a ground substitution. Then, ¢
is a O-match of t', denoted t Ty t/, if t and ¢’ are standard and "t§' = ¢'.

3.2.1 Properties of Replacements. The following lemmas state distributivity
properties between the normalization function, substitutions, the exponentiation
operator, and replacements.

LEMMA 3.4. Let u be a normalized term, M, M’ be two products such that for
allt € F(M)UF (M), t is normalized. Let s be a standard normalized term and §
the replacement [s «— 1]. Then:

(1) (M -M"o"="M-M"S", in particular, "M ="TM'S'.
(2) "Exp(u, M)8' = "Exp(u, M)'§" if s # "Exp(u, M) and, in case s is of the form
Ezp(-,-), also s # u.

PrOOF. See Appendix 9.1. [

We note that 2. in the previous lemma does not hold without the restrictions on s.
The following example shows the problem in case s = "Exp(u, M)': Assume that
s = Erp(a,b),u =aand M = b-c-c'. Then, s = "Exp(u, M)§' # " Exp(u, M)'§" =
1. The next example illustrates why s # u is necessary: Define s = v = Ezp(a,b)
and M = c. Then, 1 = "Exp(u, M)d' # "Exp(u, M)'§' = Exp(a,b - c).

ACM Transactions on Computational Logic, Vol. V, No. N, Month 20YY.



16 . Y. Chevalier, R. Kiisters, M. Rusinowitch, M. Turuani

LEMMA 3.5. Let o be a normalized ground substitution, E a set of normalized
terms, s a normalized standard non atomic term, and & the replacement [s — 1].
Let o' = "08". If there is no standard subterm t of E such that t T, s, then
r A m ¢
Eo"' = "FEo§.

PRrROOF. See Appendix 9.1. [

LEMMA 3.6. Let t/,t1,...,tn,t,u be normalized standard terms, z1 ..., z, € Z,
and let § be the replacement [u « 1] such that uw # t, and t = "Exp(t/,#i* -+ - tZn)".
Ift' = Exzp(-,-), then we also assume that uw #t'. Then,

G — I—E:Bp(rt/(s—l, rt16—|21 o V_tn(s—lzn )—I.
PRrROOF. See Appendix 9.1 [

3.2.2  Properties of Substitutions of Minimal Attacks. The following lemma al-
lows to prove what we will call the unique matching property.

LEMMA 3.7. Let s be a standard term, t be a normalized term, and o be a nor-
malized substitution such that s € S("ta") and s € S(xa) for every x € V(t). Then,

there exists a standard subterm t' of t with t' C, s.
PrOOF. By Lemma 2.4 we have
S("ta") C 'S(to)’

C 'St)euV(t)o'

Since o is in normal form this implies
S('ta") C'S(t)o'UV(t)o.

By assumption, s € S("tco') and s ¢ S(V(t)o). It follows, s € 'S(t)o', which means
that there exists ¢ € S(¢) such that o' =s. O

We now prove the unique matching property, which says that if the intruder
delivers messages mq, ..., m;, then there is only at most one way to match these
matches against Ry,...,R; with R;, j € {1,...,4}, defined as above.

LEMMA 3.8. Given any sequence of normalized messages mq, ..., m;, there ex-
ists at most one normalized substitution o such that "R;o'=m; for j € {1,...,i}.

PrOOF. Assume by contradiction that the lemma does not hold and let i €

{1,...,n} be minimal such that there exist two different normalized substitutions
o and o such that "Rjo' = "Rjo’" for j € {1,...,i}. By minimality of i the
substitutions ¢ and ¢’ coincide on V;_; = V(Ry,...,R;_1) and they differ on a

variable in V(R;) \ V;—1. Let o¢ be the substitution equal to o on V;_; and equal
to the identity on V(R;) \ V;_1, and let r = "R;0¢ .

By Lemma 2.4, 5. and since R;0c = (R;00)0 and R;0’ = (R;00)0’ we have that
'Rioc' = 'ro' = "r¢’". By assumption, there exists z € V(r) such that zo # xo’.
Let t, € S(r) be minimal w.r.t. the subterm relation such that € V(¢,) and
ty0' = "tyo"". Since r is a possible candidate t, is well-defined.

It is obvious that ¢, can neither be a variable nor a constant. In fact, it is easy
to see that t, must be of the form Ezp(t1,t5* - ... t;*). By Definition 2.6, 3. and
since z € V(t;), for all j € {1,...,k} but one the ¢; are ground terms. Let jo be
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the index of the non-ground term, ie., € V(¢;,). By minimality of t,, we have
'_tjoa—l #* '_tjoo’—‘. Recalling that "t,0' = "t,0"", we consider the possible cases:

—jo = 1: Let us first assume that 't;,0c' = Ezp(b, M) and t;,0"" = Exp(b/, M’).
Since tyo' = "t,0”", we must have b = b’ and "M - TIP3 = "M’ TPt
This implies M = M’ and therefore 't;,0' = "t; 0", in contradiction to the
assumption. If both 't; o' and 't;,0"" are not of the form Ezp(-,-), then because of
"tyo' ="t o’ it is again easy to see that 't; o' = "t;, 0’ If "t;,0' = Ezp(b, M) but
"tj,0’" is not of the form Ezp(-,-), then "t,0' ="t o’ implies that "M - II?_,t7' =
'_H?:Qtf i1 and thus, M = 1, in contradiction to the fact that '—tjo o' is normalized.
Hence, the case jo = 1 cannot occur.

—jo > 1: First assume that t; = Eap(b, M). The equality t,0' = t,0"" now
implies that

r (2] ml Z41 r %5 mn Z51
M-t Wcqa, epngiort; = M- t500 - Wicpo wp\(ior 5 -

It follows that '_tjéo o = rtjgo o', in contradiction to the assumption. The case
that "t,o' is not of the form Ezp(-,-) is even simpler. [

We now use this lemma to prove that any subterm of a substitution of a minimal
attack is either part of the protocol specification or a subterm of a normalized
message transmitted during the attack.

LEMMA 3.9. Let (w,0) be an attack on P with o normalized, © € V(R;) for
some i € {1,...,k}, and s € S(o(x)) standard. Then, there exists j < i such that
s € S("R;a") or there exists t € S(P) with t C, s.

PROOF. Assume that there does not exist t € S(P) with t C, s and s ¢ S('R;0")
for all j <. It follows that s is not an atom. Let V; = V(R;) UV(S;) and let j be
minimal such that s € S(Vjo). By Definition 2.6, 2. we have s € S(V(R;)o). Let
o' ="ols — 1]

By minimality of j, for all [ < j we have Rj0’ = R;o, and thus, 'R0’ = 'R0

Since s ¢ S("R;o") we also have "R;o'[s « 1] = 'Rjo'. Now, Lemma 3.5 implies
'Rjo"" ="Rjc". Note that o and ¢’ differ on at least one variable in V(Ry, ..., R;).

This contradicts Lemma 3.8. O

3.2.3  Properties of Derivations. Here we show some useful properties of deriva-
tions which will allow us to easily replace terms in derivations. Let us start with
a simple observation which easily follows from the definition of decomposition and
composition rules.

LEMMA 3.10. For every normalized finite set E of messages, message t, t-rule
L with E —, E,t and S(E,t) # S(E), it follows that S(E,t) = S(E) U {t} and L

is a composition Tule.

The next lemma states that if a term ¢’ is a subterm of a term ¢ and ¢ can be
derived from a set E but ¢’ is not a subterm of E, then t’ can be derived from E
and the last step of the derivation is a composition rule.

LEMMA 3.11. Assume thatt' € S(t)\S(E) and t € forge(E), then t' € forge(E)
and there exists a derivation from E with goal t' ending with a composition rule.
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Proor. Let D = Ey —, E1--- —1, E, be a derivation of ¢ from Fy = E.
Then, since ¢ is a subterm of E,, there exists ¢ > 0 minimal such that t' € S(E;).
By minimality of ¢ we have ' € S(E;)\S(E;_1). Using Lemma 3.10, it follows that
D =FEy—yp, E1 -+ —, E; is a derivation with goal ¢'. [

The following lemma is used in the proof of Lemma 3.13. It allows the construction
of special derivations where a given term is never decomposed. This will be critical
to replace composed terms by atoms in some derivations.

LEMMA 3.12. Let t € forge(E) and v € forge(E) be given with a derivation D,
from E ending with an application of a rule in L.. Then, there is a derivation D’
from E with goal t satisfying Lq(y) € D'.

PrROOF. See Appendix 9.1. [

We can now prove a lemma which will allow us to replace certain subterms occurring
in a substitution of an attack by smaller terms. Note that from the assumption
made in this lemma it follows that s can be derived from FE such that the last rule
is a composition rule. This allows us to replace s by a smaller term since when
deriving ¢, decomposing s will not be necessary.

LEMMA 3.13. Let E and F be two sets of normalized messages such that 1 €
EUF. Lett € forge(E,F) and s € forge(E) such that s is non-atomic and
s ¢ S(E). Finally, let § be the replacement [s « 1]. Then, 't6' € forge("ES, F§").

PRrROOF. By Lemma 3.11 there exists a well-formed derivation D, from E with
goal s such that the last step is a composition rule. By Lemma 3.12, there
exists a derivation D; from E,F with goal ¢ such that L4(s) ¢ D;. Assume
that D, = E,F —, E,F,ty —, E,Fjto--- — E F/t;...,t,. We show
t;0" € forge("ES, ') by induction on i < n where ¢y is some term in E,F.
Induction base: If tg € E U F, then clearly "t,0' € "Eé U F¢'. Induction step: We
distinguish several cases.

—If L; = L.({a, b)), then either t; = s, and thus, ¢;0 = 1 € forge(E0, F'§), or t;0 =
(ad,b8) € forge("ES, ') since by induction we have {ad,bd} C forge("Ed, F3").
Analogously, the terms {a}; and {a}}. are treated.

—If L; = L,1({t;,a)), then s # (t;,a) since L; ¢ Lg4(s). Therefore, (t;,a)d =
(t;0,ad). By induction, (t;,a)d € forge(EJ, Fd), and thus, ¢;0 € forge(Ed, FJ).
Analogously, the cases for Ly, Lgq, and Lyq are shown.

—If L; € L,, then we use Definition 2.11, 3. Let E’ be the set of messages ob-
tained in D, before the last step is applied. Then, E'\ s —, () E’,s. Also,
E, F, tl, PO ati—l —L; l?,F‘,tl7 [N 7ti—1; tl In particular El, E/‘7 F, tl, e ati—l —L;
E' E,F ty,...,t;_1,t;. By Definition 2.11, 3. we obtain:

rti51 S forge(rE'(S, E6, Fé,t10,... ,ti_léj)

We know that E'6d = E’', E§ = E, and all terms in E’ can be derived from E.
Also, E and E’ are normalized. By induction, #10",...,"t;_16' € forge("ES, Fd").
Thus, forge("E'S, E6, F§,t16,...,t;_16") C forge("ES, F§'), and therefore, 't;6' €
forge("ES, F'§)

For i = n, this gives us td € forge(E§, Fd). O
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3.2.4  Properties of Minimal Attacks. We are now ready to prove Proposition
3.14 which states that substitutions of minimal attacks can always be constructed
by linking subterms that are initially occurring in the protocol P. This will be the
key to bound the number of subterms in minimal attacks (Theorem 3.15).

PROPOSITION 3.14. Let (7, 0) be a minimal attack on the protocol P. Then, for
all s € S(Vo) there exists t € S(P) such that t T, s.

PROOF. Let (m,0) and s be as above. Assume (*): For every ¢, t C, s implies
t ¢ S(P). We will lead this to a contradiction. Since A C S(P), we have s ¢ A.
By Lemma 3.9 and (*), there exists j such that s € S("R;o"). Let N be minimal
among the possible j. If s € S("S;o') for some i, (*) together with Lemma 3.7
imply that there exists € V(S;) with s € S(xo). Then, by Definition 2.6, (2)
there exists R;/,i < i such that € V(R;/). Thus, Lemma 3.9 and (*) imply that
there exists j < i with s € S("R;0'). Note also that s & S(Sp) since otherwise
s € S(P). Now, the minimality of N yields i > N. Let E; = "Sq0,...,S5;_10"

Summarizing, we have: s is non-atomic, not a subterm of Fy but a subterm of
"Ryo’. Thus, by Lemma 3.11, s € forge(Ex).

Let § be the replacement [s < 1]. Since (7, 0) is an attack, we have for all 1 < j <
k+1 and Ry = secret:
'R0 € forge(E;)

We distinguish two cases:
—Assume j < N. Then, by minimality of N, s is neither a subterm of '—Rja—' nor a

subterm of E;. Hence, with "R;o' € forge(E;) it follows "R;0'0" € forge("E;0").
—Assume j > N. With t = '—Rjar—', E = Ey, and F = E;, Lemma 3.13 implies

"Rjc'6" € forge("E;0").
Thus, "Rjc'6' € forge("E;4") in both cases. Now, (*) and Lemma 3.5 imply for all
VE

"Rjo"" € forge("Soo’, ..., S;—10")

where 0/ = "00". Hence, (7, 0’) is an attack. (Note that the conditions for applying
Lemma 3.5 are satisfied.) But since ¢’ is obtained from o by replacing s by a strictly
smaller message, namely 1, we obtain |0/ < |o]|, a contradiction to the assumption
that (m,0) is a minimal attack. O
3.3 Bounding the Number of Subterms of Minimal Attacks
Using Proposition 3.14, we obtain:

THEOREM 3.15. For every minimal attack (w,0) of a protocol P it follows that
S('S(P)c") ="S(P)s!

PROOF. The inclusion 'S(P)o' C S("S(P)c) is trivial. The converse inclusion
is a direct consequence of Proposition 3.14, which implies:

S(Vo) C '—S(P)o—'.
By Lemma 2.4, we know that S(FS( )o') C'S(S(P)o)' and S(S(P)o) C S(P)o
S(Vo). Thus, S('_S( Yo') C'S(P)o'US(Vo), and with the above:
S(S(P)e’) C'S(P)e’. O
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From this theorem, we immediately obtain:

COROLLARY 3.16. For every minimal attack (w,0) of a protocol P and every
E C 8(P) it follows that |"Ec’| < |P|. In particular, |V(P)o| < |P|.

ProOOF. First, observe that the cardinality of the set 'S(P)o ' is bounded by |P)|.
Second, observe that "Ec' C "S(P)c'. From this, |"Ec'| < |P| follows immediately.
We obtain |V(P)o| < |P| if we set E = V(P). Note that ¢ is normalized, and thus,
o(x) = "o(x)' for every variable z. O

4. EXTENDING THE DOLEV-YAO INTRUDER BY DIFFIE-HELLMAN EXPONEN-
TIATION

We now extend the Dolev-Yao intruder given by the intruder rules L. U Ly (see
Subsection 2.2) by a set L, of rules, the DH rules, which allow the intruder to
perform Diffie-Hellman exponentiation. This extended intruder is called the DH
intruder. We want to show that for the DH intruder the derivation problem can
be decided in deterministic polynomial time and the insecurity problem in non-
deterministic polynomial time. To this end, we show that the preconditions of
Theorem 3.2 and Theorem 3.1 are satisfied, respectively. Recall that Theorem 3.2
requires that i) L, is a set of oracle rules and ii) ORACLERULE can be decided in
polynomial time. In addition, Theorem 3.1 requires that iii) L, allows polynomial
product exponent attacks.

In Section 4.1 and 4.2, we prove i) and in Section 4.3 we prove ii). Using Theo-
rem 3.2, we then conclude that for the DH intruder the derivation problem can be
decided in deterministic polynomial time (Corollary 4.9).

In Section 5, we prove iii), which with Theorem 3.1 yields that for the DH
intruder the insecurity problem can be decided in non-deterministic polynomial
time (Theorem 5.23).

First, we define the DH rules L,.

Definition 4.1. We define L, = Lo. U Log to be the set of DH rules of the form
tﬂtla v 7tn — rEa:p(t,t'lzl .. .tfln)j = u

withn > 1, z; € Z\ {0}, 1 <i <n, t,ty,...,t, normalized standard messages. If u
is of the form Fzp(-,-), then the above rule belongs to L,.(u) (the set of composition
DH rules), and to Loq(u) (the set of decomposition DH rules) otherwise. We call the
intruder using the rules L, as oracle rules the DH intruder. We call ¢ in the above
DH rule the head of this rule and we refer to z1,..., 2z, as the product exponents of
this rule. We require w.l.o.g. that the head ¢ of a decomposition DH rule is of the
form Exp(-,-) since otherwise t = u. Also, w.l.o.g. we may assume that ¢; # ¢; for
every i # j, and that z; # 0 for every 1.

Using that the messages on the right-hand side of a DH rule are normalized, one
easily observes the following.

LEMMA 4.2. The rules in Lo. and Loq are composition and decomposition guess
rules, respectively.
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4.1 Diffie-Hellman Rules allow Well-formed Derivations

We show that L, allows well-formed derivations (Lemma 4.5). In other words, we
show that L, satisfies the first property required of oracle rules (see Definition 2.11).
The proof uses two lemmas, which are stated next.

The first lemma allows us to restrict our attention to certain kinds of derivations
where the L, rules are only used on messages which were created by Dolev-Yao
rules or were present in the initial set of messages.

LEMMA 4.3. Let E be a finite set of normalized standard messages and t be a
standard message such thatt can be derived from t (w.r.t. L). Let D be a derivation
from E with goal t. Then, there exists a derivation D' from E with goal t such that

(1) D' is of the same length as D, and
(2) for every DH rule L € D' N L, with head t' we have thatt' € E or there exists

at'-rule L' € D' N (LqU L.). Moreover, if L is a decomposition DH rule, then
t' € E or there exists a t'-rule L' € D' N Ly.

PRrROOF. See Appendix 9.2. [

The next lemma gives us a criterion to determine whether a derivation is well-
formed.

LEMMA 4.4. Let D =Ey —p, ... En_1 —1, Ey be a derivation with goal g.

(1) Assume that for every j with E;_y —r, Ej_1,t the jth step in D and L; €
Lq(t), there exists t' € E;_1 such that t is a subterm of t' and either t' € Ey
or there exists © with i < j and L; € L4(t'). Then, if L € DN Ly(t) for some
L and t, then t € S(Ey).

(2) Assume that for every i < n and t with L; € L.(t), there exists j with i < j
such that L; is a t'-rule and t € S({t'} U Ey). Then, if L € DN L.(t) for some
L and t, thent € S(Ey,g).

Given both the assumptions in 1. and 2., it follows that D is a well-formed derivation
with goal g.

PRrROOF. See Appendix 9.2. [
We can now prove that the L, rules allow well-formed derivations:

LEMMA 4.5. For every finite normalized set E of standard messages and nor-
malized standard message g, g € forge(E) implies that there exists a well-formed
deriwation from E with goal g.

PrOOF. Let By = E and D = Ey —, ... —1, E, be a derivation of goal
g of minimal length. We may assume that D satisfies the properties stated in
Lemma 4.3, 2.

We prove that D satisfies the assumptions Lemma 4.4, 1. and 2.

(1) If L; € Ly(s) N Lq(t), and thus, t € S(s), then L; ¢ L,.(s), for all i < j, since
rules in L,. do not create standard terms, and L; ¢ L.(s), for all ¢ < j, by the
definition of derivation (since otherwise ¢ would be in the left-hand side of L;).
Therefore, either s € Ey or there exists ¢ < j with L; € L4(s).
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If Lj € Loq(t) and t’ is the head of L, by definition of decomposition DH rules
it is easy to see that t € S(¢'). By Lemma 4.3, 2. it follows that ¢’ € Ey or
there exists L' € DN Ly(t').

By Lemma 4.4, 1. it follows that if L € D N L4(t) for some L and ¢, then
t € S(Ep).

(2) If L; € L.(t) and ¢ < n, then by minimality of D, there exists j > ¢ such that
t belongs to the left-hand side of L;. If L; € Lg, then as in 1. we can conclude
that t € S(Ey). If Lj € L(t'), then t € S(t'). If L; € Lo(t'), then first
assume that ¢ is the head of L;. Lemma 4.3, 2. implies that there exists a t-rule
L'e DN(LqUL). Since L; € L.(t) and because of the minimality of D, ¢t can
only be generated by one rule, we have L; = L' € L.. Thus, t # Ezp(-,-). But
then, by definition of DH rules, t € S(¢'). Now, assume that ¢ is not the head
of Lj. If t ¢ S(t'), we have that ¢t € S(t") where t” is the head of L; and t” is
of the form Exp(-,-). (Otherwise, ¢t can not disappear from t'.) By Lemma 4.3,
2. it follows that t" € Ey or there exists a t”-rule L' € DN (Lq U L.). Since
t" is of the form Ezxp(-,-) we know that L' € D N Ly. Now, 1. implies that
t" € S(Eyp), and thus, t € S(Ep). O

4.2 Diffie-Hellman Rules are Oracle Rules

We now prove the remaining properties required of oracle rules, and thus, show that
L, forms a set of oracle rules (Proposition 4.7). First, we need a lemma similar to
Lemma 3.6.

LEMMA 4.6. Let z1,...,2, € Z\ {0}, and s,51,...,8n,u be normalized standard
terms such that s; # s; for every i # j, s; # 1 and s; # u for every i, s # u,
u="Ezp(s,s7*---s2), and u = Exp(-,-). Let § be the replacement [u — 1]. Then,

n
z z
U= rExp(rs(sj’rsléj 1 ...rsn(sj n)T'

PrROOF. See Appendix 9.2. [
We are now prepared to prove:
PROPOSITION 4.7. The set L, of DH rules is a set of oracle rules.

PrOOF. We check each condition 1., 2., and 3. in Definition 2.11:

(1) This is an immediate consequence of Lemma 4.5.

(2) This follows from the observation that no term created with L,. can be decom-
posed with Lg.

(3) Let u be a normalized standard message, F' be a set of standard messages with
1 € F, and t be a standard message such that F'\u —, ¢,y F'and F' —p ) F,t.
Let § := [u « 1]. If u =t, then t§ = 1 € forge(F¢), and we are done. Now,
assume that w # t. Since F' —p ) F,t, there exist t',t,...,t, € F and
21, ..., zn € Z\{0} such that t; # t; for every i # j and t = "Ezp(t',t;* -+ - t3) .
If t' # Fxp(-,-) or u # t/, then by Lemma 3.6 we obtain that

s — rExp(rt/&', rt15—|21 . rtné—lzn )—|.
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Thus, 't8' € forge("F§"). Now, assume that u = t' = Ezp(v, M). Then,

16" = TExp(v, M7 - - t20)]
= "Erp(v, Mt;" -+ - 74 (%)
= "Bap(vé, M&-(t16)7* - (tn6)*)  (¥%)
"Exp(v, M-(t10)1 -+ - (£,6))" (% %)
"Brp(v, M-"t,67" - Tt,67 )
rECL’p(’LL, Ftléjzl . Ftndﬂzn )T

where in (*) we apply Lemma 3.4, 2. using that v # v and u # t. In (**) we
again use that u # t. We obtain (***) since u ¢ S(v, M).

Now, to show that 't§' € forge("F§") it suffices to show that u € forge("Fd'). We
know F'\u —, () F', and since u = Exp(-,-), we have F'\u —_ «, F. Hence,
there exist normalized terms s,s1,...,8, € F\w and #{,...,2,, € Z\ {0}
such that s and the s; meet the conditions stated in Lemma 4.6 and u =
"Exp(s,s}' - -s2»)". Then, by Lemma 4.6, u = "Exp("s6",7510"" s, 07

Thus, u € forge("F§'). O

4.3 Deciding DH Rules

The following proposition states that it is decidable in polynomial time whether a
given message can be derived from a finite set of messages by applying an oracle
rule once.

PROPOSITION 4.8. For the DH intruder, the problem ORACLERULE is decidable
in deterministic polynomial time.

PROOF. We need to show that there is a deterministic polynomial time algorithm
that given E and t decides whether there exists t’,t1,...,t, € F and 21,...,2, € Z
such that t = "Exp (', #;' -+ - t2»)". Tt is easy to see that F —_ E,t iff

(1) t # Exp(-,-) and
(a) te€ E, or
b) there exists M with Exp(t, M) € E and F(M) C E, or
(2) t = Ezp(v, M) and
a) ve Fand F(M) C E, or
b) there exists M’ such that Ezp(v,M') € E and E’' := {t' | the product
exponents in M and M’ for ¢’ differ} C E.

(
t
(
(
From this characterization of E —,, E,t it is straightforward to derive a polynomial

time algorithm for deciding £ —_ F,t. O

As an immediate consequence of the above proposition, Proposition 4.7, and
Theorem 3.2, we obtain the following corollary:

COROLLARY 4.9. For the DH intruder, DERIVE can be decided in deterministic
polynomial time.

5. THE DH RULES ALLOW POLYNOMIAL PRODUCT EXPONENT ATTACKS

In this section, we show that INSECURE is NP-complete for the DH intruder (The-
orem 5.23). By Theorem 3.1, Proposition 4.7, and Proposition 4.8, it remains to
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show that DH rules allow polynomial product exponent attacks. To this end, we
will associate with a minimal attack (7, o) a substitution 0Z and a linear equation
system such that i) 0Z coincides with o except that the product exponents in o are
replaced by new (integer) variables and ii) (7, 0’) is an attack for every ¢’ obtained
from o# by substituting the variables in 0Z according to a solution of the equation
system. Since the size of the linear equation system can be bounded polynomially
in the size of the protocol, and thus, the size of the solutions of this equation system
can be bounded polynomially (see [Bockmayr and Weispfenning 2001]), we obtain
an attack with polynomially bounded product exponents (Proposition 5.22).

In the following subsection, we define messages that may have linear expressions
as product exponents. Before going into more detail, in Section 5.2, we provide
some more intuition behind the proof of Proposition 5.22. A detailed proof is then
given in Section 5.3 to 5.7.

5.1 Open Messages and Equation Systems

In this section, we define open messages and products, evaluation mappings, and
equation systems as well as various measures on the size of these objects.

Definition 5.1. Let Z be a set of variables. The set M = M (Z) of open messages
over Z, the set P = P(Z) of open products over Z, the set Legp = Legp(Z) of linear
expressions over Z are defined by the following grammar:

M = A (M, M) [{MEy[{MYE | Ezp(M, P)
P = MEew | MEew . P
Lezp 2= Z|Z| Legp + Legp | L-Legyp

The size |e| of a linear expression e is the number of characters to represent e where
integers are encoded in binary. We say that e and €’ are equal if they are equal
modulo associativity and commutativity of addition (modulo AC, for short). In
particular, for a set of linear expressions S and a linear expression e, we say that
e belongs to S if the equivalence class modulo AC, of e is one of the equivalences
classes induced by S. In the same way, the subset relationship between sets of
linear expressions is defined.

For an open message or an open product ¢ let L.z,(t) denote the set of linear
expressions occurring in ¢. The set S(t) of subterms of ¢ and |¢|, i.e., the number of
subterms of ¢, are defined as usual. Also, recall that set S..+(t) of extended subterms
of t is defined as S(¢t) U{M | Exp(u, M) € S(t)}. We define |¢t| = Card(S(¢)) and
[tlewt = Card(Seqi(t)). Also, we set |t|ezp = 0 if ¢ is not a product and [t|eyp =
ler| + ...+ |en| if t = ¢]* ... t%. As usual, if F is a finite set of open messages
or products, |Eleczp = Escp|S|ezp. With this we define ||t]|csp = |S(t)]exp. Finally,
1] = ¢+ (1 eps and [[t]le = [tleat + [[e]ezp- We note :

LEMMA 5.2. For every open message or product t we have that |t|es: < 2 - |t],
and thus, ||t||ext < 2 - ||t]].

Note that the definitions of |- |, || - ||ezp, and || - || for open messages and products
correspond to those for messages.

The above definitions and measures for open messages and products extend in
the obvious way to sets of open messages, open products, etc.
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We call a mapping (8 : Z — Z an evaluation mapping. The evaluation 3(e) € Z of
a linear expression e w.r.t. 3 is defined as usual. The evaluation mapping § extends
in the obvious way to open messages, open products, sets of open messages, etc.

Throughout this section, § will always denote an evaluation mapping from Z
into Z.

A linear equation system & (over Z) is a finite set of equations of the form e = €’
where e and ¢’ are linear expressions over Z. The size |E] of £ is Ye—ercele|+|€/|. An
evaluation mapping ( is a solution of £ (8 |= F) if 8(e) = [(e’) for every equation
e=¢€ €& Let Logp(€) ={e|e=¢ € Eore =ee &} denote the set of linear
expressions occurring in €. Let Re = {(e,€') | e = € € E} C Leyp(E) X Legp(E)
and let Rf denote the reflexive and transitive closure of Rg. We write £ = &' if
Ry = Rf,. We write £ C & if R C R%,. Thus, we consider linear equations
modulo reflexivity and transitivity of equality. Recall also that linear expressions
are considered modulo AC,.

5.2 Overview of the Proof of Proposition 5.22

To provide an overview of the proof of Proposition 5.22, we give an informal top-
down view of the proof. Recall that this proposition allows us to bound the product
exponent size of attacks.

The key for the proof is Lemma 5.21, which states: Let ¢,%1,...,t, be open mes-
sages and (3 be an evaluation mapping such that "3(¢)' € forge("8(t1) ", ..., B(tn)").
Then, there exists an extension of § (also called §) and an equation system & such
that

(1) BEE,
@) () € forge(B (1) ..... B (t,)') for every F' = &, and
(3) the size of £ is polynomially bounded in ||t1,...,tn, t||ext-

The proof of this lemma is quite involved. The basic idea is to replace the
messages in a derivation D from '3(t;)', ..., 8(t,) to "3(t)" by open messages which
coincide with the messages in D except for the product exponents. More precisely,
one first turns the ¢; into open messages t;, which we call S-normal forms (or (-
terms), such that B(¢)) = "3(t;)". In other words, t; is the symbolic representation
of the normal form of 5(¢;). Now, we can simulate the derivation D in a (symbolic)
derivation D’ starting with the S-normal forms #/,. ..,/ . The intermediate terms
obtained in D’ are 3-normal forms of the corresponding terms in D. The equation
system & evolves in the process of turning the ¢; into 8-normal forms and simulating
D.

More precisely, when turning ¢; into G-normal forms, we also associate an equa-
tion system with this normal form, i.e., we define what we call a S-tuple (¢, &;)
where ¢; is the S-normal form of ¢; and &; is an equation system such that 3 is a
solution of & and for every solution 3’ of & we have that "3'(t;)' = '#'(t})". In
other words, t; is not only the symbolic representation of the normal form of 3(¢;)
but also the symbolic representation of the normal form of ¢; for other evaluation
mappings (', although in this case §’(¢;) needs to be normalized to coincide with
'3'(t;). The equation system & is obtained as a union of the equation systems of
the O-tuples for t¢q,...,%,,t and equations obtained in the course of simulating D.

ACM Transactions on Computational Logic, Vol. V, No. N, Month 20YY.



26 . Y. Chevalier, R. Kiisters, M. Rusinowitch, M. Turuani

Clearly, to prove the lemma, it is necessary to bound the size of S-tuples, i.e.,
of fB-normal forms (S-terms) and the equations associated, as well as the size of
equations obtained when simulating D (see the subsequent sections for details).

Using the above lemma, it is now rather easy to prove Proposition 5.22, which
states that for every minimal attack (m, o) there exists an attack (7, ¢") of the same
structure, i.e., o and ¢’ coincide up to product exponents, such that the size of
(all) the product exponents of ¢’ can be polynomially bounded in the size of the
protocols.

The idea of the proof of Proposition 5.22 is simply to associate to o a symbolic
version oZ where all product exponents of o are replaced by (new) integer variables.
Then, we apply the above lemma to the case where t = R;o0% and t; = SjO’Z for
every j € {0,...,i — 1}. For every 4, the lemma yields an equation system &
and the solutions (3’ of the union of these systems yield new attacks (m, ' (0%))
on the protocol. Using that the (union of the) equation systems & are “small”
and the fact that linear equation systems have “small” solutions 5’ [Bockmayr and
Weispfenning 2001], we obtain an attack (w,0’) with o/ = 3 (0Z) with “small”
product exponents.

In the following section, we define G-tuples. We then show that S-tuples always
exist (Section 5.4). In Section 5.5 and 5.6, we bound the size of S-terms and their
associated equation systems, respectively, and thus, the size of S-tuples as a whole.
Then, in Section 5.7 we prove the mentioned Lemma 5.21 and Proposition 5.22,
and from this derive that INSECURE is NP-complete for the DH intruder.

5.3 [(-equivalence, J-tuples, and ~g-equation Systems

Definition 5.3. Given 8 and open messages or open products ¢ and ¢, we say
that ¢ and ¢’ are B-equal (t =g t') iff 3(t) = B(t')."! We call ¢ and ¢’ B-equivalent
(t ~p ) iff 1) =BT

Definition 5.4. Given [ and open messages or open products ¢ and ¢’ such that
t =g t/, we say that £ is a =g-equation system for ¢ and ¢ iff

(1) BEE and

(2) t =g’ t’ for all 6/ }: E.
We now show that “small” =g-equation systems exist. Recall that, for instance,
when we write ||t,t'||cz+ we mean ||[{t,t'}|]cxt-

LEMMA 5.5. Given 8 and open messages or open products t and t' such that

t =g t'. Then there exists a =g-equation system &, of size < 2|[t,t'|[2,, fort and
t'.

ProoF. We define R C Sy (t,t') X Seqt (¢, ') such that s =g s’ for all (s, s’) € R.

More precisely, R is the smallest binary relation over Sc.:(¢,¢') such that

—(t,t') € R,

—If (s,s') € R, and thus, by construction s =g s, and s = (¢1, t2) it follows that
s’ = (t},t4) for some open messages t} and t,. Then, (t;,t]) € R and (t3,t,) € R.
For encryption we have analogous conditions on R.

1Recall that equality means equality modulo associativity and commutativity of multiplication in
products, e.g., a? - b3 -c=2 =c=2.a2 - b3.
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—If (s,s') € R, and s is the product ¢5* - - - t&», n > 1, we have that s’ is a product
of the form ¢'{*---#/;n, n > 1. If t; = t} for some i and j, then (t;,t}) € R.
Note that since s =g §', for every t; there exists at least one =g-equal term t;-.

—If t = Exp(u, M) for some open message u and an open product M, we have
that ¢ = Exp(u’, M') for some open message u’ and an open message M’. Then,
(u,u’) € R and (M,M’) € R.

For every (s,s’) € R, we define the equation system &, oy as follows: If s (and
thus, s') is not a product, then &£ ) is the empty set. Otherwise, s is of the form
51 ten n > 1, and s’ is of the form #'{* -~-t'fl;1. We define £, oy = {e; = €] |
(ti,t}) € R}.

By structural induction it is easy to see that &g = U(s s)ER E(s,s) 18 @ =p-

equation system for ¢t and t'. Obviously, the size of £x is < 2|[t, '] O

ext*

In what follows, we refer to &, 7, as defined in the proof, as the =g-equation system
induced by t and t'.

Remark 5.6. The equation system &, /) as constructed in Lemma 5.5 is uniquely
determined.

We will also need to associate with ~g-equivalent terms an equation system, which
we call a ~g-equation system.

Definition 5.7. Given 8 and open messages or open products ¢ and ¢’ such that
t =g t', we say that £ is a ~g-equation system for ¢ and ¢’ iff

(1) =€ and
(2) tmp t' forall §/ = €.

To construct such an equation system given ¢ and ¢/, we introduce the notion of a
B-tuple.

Definition 5.8. Given § and an open message or open product t we say that
(t',€) where ¢’ is an open message or an open product and £ is an equation system
is a B-tuple for t iff

(1) Bt") ="B1)",

(2) B =€, and

(3) t =g t' for every §' = €.

We call ¢’ a 3-term (or the 8-normal form) of ¢t and & a (-equation system for t.

The following lemma shows how a ~g-equation system can be obtained using (-
tuples.

LEMMA 5.9. Let t and t' be open messages or open products such that t ~g t'.
Assume that there exists a B-tuple (s,E) for t and a B-tuple (s',E") fort'. Let 7
be a =g-equation system for s and s’ (such a system always exists). Then,

Ep =EVEUET,

is a ~g-equation system for t and t.
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ProOOF. We first show that there always exists a =g-equation for s and s’. We
have that 8(s) = 'B(t)' = "B(#')' = B(s'). Thus, s =g s’ and by Lemma 5.5 there
exists a =g-equation system, which we call E:f,.

We need to show that 5: + is a ~g-equation system for ¢ and t'. Obviously,
BE. Let B/ = &, We need to show that "3'(t)' = "8'(t')". Since ' = £_5
we know ((s) = B(s'). From g | & (8 & &) we conclude '3'(s)' = "3'(t)'
(l‘ﬁ/(s/)T _ rﬁ/(tl)—l). ThUS, rﬁ/(t)—l — I‘IB/(S)‘I _ l‘ﬁ/(s/)‘l _ rﬁl(t/)—l. O

5.4 Existence of B-tuples

We show that (-tuples exist for any open message and product.

LEMMA 5.10. Let t be an open message or an open product and [ be an evalu-
ation mapping. Then, there exists a B-tuple for t.

PROOF. We construct a 3-tuple (t2,£]) of t inductively.

— Ift € A, then t¥ =t and & = 0. Obviously, (¢, /) is a B-tuple for t.
— If t = (t1,ta), let (t),E]) and (t5,E]) be B-tuples for t; and t. We define
P = <t? , tg > and Etﬁ = Stﬁl U Sti . Analogously, B-tuples are constructed in case of

encryption. By induction, it is easy to see that (¢°, Ef) is a O-tuple for .

— If ¢t = 5" -+ -t5, then let (tf,é’g) be the g-tuple for ¢; for every i. Assume
that C1,...,C; C {t1,...,t,} are the equivalence classes over ¢y, ..., t, modulo ~g.
Define ec; = ¥4,cc,e; and let sg, € C; be some representative of C;. W.lLo.g. as-
sume that for s € Cy; we have s ~g 1. (The set C; may be empty.) By induc-
tion we have that s® = 1 for every s € C; since 3(s”) = "8(s)' = 1. Define
J={je{2,...1} | Bleg;) = 0}. If C = {s1,...,5} where the s; are pairwise
~3-equivalent and s? is a B-term for s;, we define

&= S,
i
Note that B(s”) = B(s;) = "B(s;)' = ﬂ(sf), and thus, s° =4 sf,
Lemma 5.5, &)’ ; exists. Let

If J=1{2,...,1}, then: t# =1
otherwise : t°? = ng]u{l}(sgj)

and due to

ec;

Furthermore, we define

n l
g = JelulJed ulJlee, =0}

i=1 j=2 jeJ
By induction, it is easy to see that (7, Etﬁ ) is a O-tuple for ¢: Induction yields that
8 E Ef . By the definition of the normalization function one easily verifies that
if J ={2,...,1}, then "B(t)" = 1, and thus, t* = "B(t)". Otherwise, it is easy to
see that "3(t)' = ngJU{l}'_ﬂ(scj )—'ﬂ(ecf). By induction, 6(5&) = rﬂ(scj )'. Thus,
B(t?) = "B(t)". Now, let 3’ = E°. Let 5,8 € C; with s # s’. By definition of er
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we have 3/ = EP U ES U E (= 5:55,). Thus, by Lemma 5.9, "3'(s)' = "5'(s")". We
also know s = 1, and thus, #'(s”) = 1 for every s € C. Finally, if j € J, we have
that 3'(ec;) = 0. Now, it is easy to see that "3'(t)" = "p'(t%)".
— If t = FEap(u, M) and "B(u)' # Ezp(-,-), then by induction, there exists a
B-tuple (u?,EP) for u and a B-tuple (M'@,é’]@) for M. Let
If 'B(M)' =1, then : t% = P,
otherwise : t% = Eap(u®, MP)
Furthermore, in both cases we set
& =¢&Puel.
We will conclude that (%, &) is a S-tuple for ¢ by induction: Obviously, 3 = &7
Therefore, we must show that B(t%) = "3(t)" and "3/ (t)" = "B'(t?) for every 3’ |=
Stﬁ . Two cases arise :
(1) Either "3(M)' = 1, and thus, '8(¢)' = "B(u)'. Thus, by induction, "8(t)' =
"Bu)' = p(u’) = B(t?). Also, we have that 3(M?) = "B(M)' = 1, and thus,
MP = 1. By induction, 1 = "3 (MP)" ="'(M)'". Hence,

Fﬂ/(t)—l _ I—/B/(U)—I (;) I—/Bl(uﬁ)‘l (*:*) rﬂ/(tﬁ)—l

where (x) is by induction and definition of £, and (s*) by definition of ¢.
(2) Or BMY' £ 1. Thus, B(t)" = Bap(B(u)’, BOMT) < Bap(B(u?), 5(017)) =
B(t?) where (%) is by induction and (s*) is by definition of t. Now, let 3’ = &°.
We have
20} Eap (B (u), B (M) () "Bap(TB (uP), B (MPYY
= Bop(@'(w?), B'(M7)) Z )

where (x) is by induction and definition of Stﬁ , and (*x) by definition of 7.
— If t = Exp(u, M) and 'B(u)' = Ezp(u’, M'), by induction there exists a (-
tuple (u?,&P) for u. In particular, 8(v®) = "B(u)’, and thus, u” is of the form
Ezp(u”, M") where B(u”) = v and B(M") = M’'. Moreover, by induction there

exists a B-tuple ((M" - M)@S(ﬁM,,.M)) for (M" - M). Let

B =" M -M) =1,ie "M -B3(M) =1
t8 = Exp(u”,(M" - M)®)  otherwise.

In both cases, we set

8 _ 8
& = ELUENm -
By induction, we can now show that (t°, 55 ) is a S-tuple for t: Obviously, § = Stﬁ .
Therefore, we must only show that 3(t%) = "3(¢)" and "8'(t)' = "8'(t%) for every
B E°. First, let (u?,EP) = Exp(u”,M") as above. We know that "B(t)’ =
"Exp('B(u)’, B(M))" = "Exp(u’,"M"- B(M)")". If "M’ B(M)" = 1, then "B(t)' =
u' = B(u") = B(t?). Otherwise,

B(t) = Bap(u',"M" - B(M)") = Eap(B(u"), B(M") - B(M)")

(%)
= Ezp(B(”)," 3(M" - M)") = Ezp(B(u"),5((M" - M)P)) "= p(t7)
ACM Transactions on Computational Logic, Vol. V, No. N, Month 20YY.

—~
N



30 . Y. Chevalier, R. Kiisters, M. Rusinowitch, M. Turuani

where we obtain () by induction and (+*) by definition of t*. Now, let 8’ = 7. We
have that "3'(t)' = "Ezp(8'(u), 3 (M))". Since 3’ |= E2, it follows by induction that
B(u) = "8l = "B (Ewp(u,M")). Thus, ' (t)" = "Exp(8'(u?),s(M)) =
"Exp(B'(u"), 3 (M") - B'(M))", and therefore '3 (t)' = "Ezp(3'(u"), 3'(M" - M))".
Moreover, since ' = S(ﬁM,,AM), induction yields "B'((M" - M)P)' = "3/ (M" - M)".
Consequently, "3'(t)" = "Exp(8'(u"), B'(M" - M)P))". If t¥ = Eaxp(u”, (M" - M)P),
then we obtain "3'(t)' = "t7". Otherwise, t* = «” and 'B(M" - M)' = 1, and thus,
(M" - M)? =1. Hence, '#'(t)' ="7". O

5.5 Bounding the size of g-terms

From now on, we will denote by t? the B-term of ¢ as constructed in the proof
of Lemma 5.10. We want to show that there always exists a S-tuple of ¢ of size
polynomially bounded in |[¢||. This is done in two steps: In this subsection, we
first bound the size of 7. Then, in the next subsection, we bound the size of the
equation system associated to t°.

First, we need to prove that g-terms are uniquely determined:

LEMMA 5.11. For every open message or product t such that 3(t) = "'B(t)', we
have that t° = t.

PRrROOF. See Appendix 9.3. [

For a set E of open messages or products, we define E# = {t’ | t € E}. In the
following lemma we bound [t°|.,; and in Lemma 5.14 we bound |[t?||c.p. Both
lemmas are put together in Lemma 5.15 to yield a bound for |[t?|]es:.

LEMMA 5.12. For open messages and products t,ty,...,t, and an evaluation
mapping B we have that

(1) S(%) € S(1)°.

(2) '8)"] < |t] and |'B(t1),...."B(t1)"] < [t1,-- . tal,
(8) [tP]ear < 2- It

PRrROOF. We prove these statements one by one:
(1): We proceed by structural induction on ¢.
—1If t € A, we have S(t%) = {t} = S(t)?. If t = (t1,t), induction yields that

S(tP) = {t°}u S(tf) U S(tg) C{tPUS(t1)? US(ty)? = S(t)?; analogously for
encryption.

—If t = t{*---t¢", we have two cases: Either t* = 1, and we obviously have

n

S(tP) C S(t)P. Or ¢ = HjeJu{l}(ng)ecj (see the proof of Lemma 5.10) where
for each sgj there exists a ¢; such that tf = sgj. Thus, induction yields that :

S(t?) APy UU, g 0y S(s8,) € {7 UUL, S(E)
C{PIUUL Sk)”  =S0)°

—If t = Exp(u, M) and ¢’ = v?, induction immediately yields S(t*) C S(t)”.
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—1If t = Bap(u, M), t# = Exp(uP, MP), and M = t{* ---t¢», then MP # 1 and, by

induction,
S(t%) {1y uS(u’) LU, S(t;)
C{tPrusS)’ ul;St)° =S(t)?

—1If t = Eap(u, M), v’ = Ezp(u”,M"), and t¥ = u". Then, S(t%) C S(u®) C
S(u)? C S(t)8.

—Finally, assume that ¢ = Exp(u, M), v’ = Ezp(u”, M"), and t° = Exp(u”, (M" -
M)P) where (M" - M)? # 1. Thus, (M" - M)” is of the form Ungu{l}(sgj)e;

" "

. €
for some €} such that with M” = ¢"7* -.-#", " and M = ' ---t&" every s,
J

equals some ¢/ or t7. (Note that ¢/ = Y by Lemma 5.11.) By induction,
t” € S(uf) C S(u)”. We conclude that

S) = {17} U S U Uy S62,)
C ("} u s UL, S(t7) U UL, S()

C {7 YU, S(t:)” U S(u?)
C {PYulin, St)° US(u)? = S(t)°

(2): First note that "8(t)" = B(t°). It is easy to see that |3(s)| < |s| for every open
message and product s. Thus,

B = 18G°)] < 1] < Card(S(1)°) < Card(S()) = |1

where for (¥) we use 1. The same argument works for |"3(t1)',..., 8(t1)"| <
[t1, .. tnl.
(3): This is an immediate consequence of 1. and Lemma 5.2: [t5|.x < 2 [tF] <

2-Card(S(t)?) <2-|t|. O
We now want to bound |[t?||¢,p. To do this, we need the following lemma:

LEMMA 5.13. Let E be a finite set of open messages or products such that
Sext(E) = E and t mazimal (w.r.t. subterm ordering) in E. Then :

| U Sext |ewp U Sext |ex:u + ||t||e1t
SEE seE\{t}

PrROOF. See Appendix 9.3. [

We use this lemma to prove:

IN

LEMMA 5.14. For every open message or product t, it follows that |[t°|]cap

||t||ezt

PROOF. Let E = S..(t). Thanks to Lemma 5.13, we know that |[t?||cp =
|Seat () |eap < |Usep Seat(5”)]eap- This allows us to iteratively extract a (maxi-
mal) term from E and shows that | ¢ p Seat(5”7)]eap < [tleat - |[t]|%¢. (Note that
Card(E) = [t|exs-) This yields [[t7]|eap < [[t]12,. O

We have bounded both the number of extended subterms of t? and the size of its
integer coeflicients (Lemma 5.12 and 5.14). Putting this together, we finally obtain
the polynomial bound on [(-terms:
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3
ext*

LEMMA 5.15. For every open message or product t, we have |[t°|]czt < 3-|[¢]

5.6 Bounding the size of $-equation systems

In the previous subsection, we have bounded the size of S-terms t. We now bound
the size of B-equation systems associated to these terms, and hence, bound the size
of B-tuples. To do so, we first construct a particular S-equation system for ¢ whose
size can be polynomially bounded in ||¢||czt-

In what follows, g is an evaluation mapping and ¢ an open message or product.
We first describe the equation system £’} for an open message or product ¢t added
when going from the equation system of the subterms of ¢ to that of ¢:

—If ¢ is atomic, a pair, or encryption, then & =y.

—If ¢t = t7' - - 5, then with the notation used in the proof of Lemma 5.10, we set
& = Ui':z ggj UUjeslec; =0}

—If t = Ezp(u,M) and B(u)' # Ezp(-,-), then &7 = (. Otherwise, uf =

Ezp(u”, M") and we set &b = 5'(5M,,,M).

Remark 5.16. The equation system &’ f is uniquely determined (modulo AC,).

The equation system &£ ’f describes the constraints on product exponents on one
level of t. The complete equation system for ¢ is defined as the union of the equation
systems for all subterms of ¢:

&= &l

$€Sext (t)

We now prove that (7, ) is a -tuple for t and that the size of £ is polynomially
bounded in the size of t. But first, we need to show the following lemma for G-tuples
on products:

LEMMA 5.17. Let M = ¢{'---t&» and M' = t"ii " such that B(th) =
"B(t:)". Let (tiﬁ,é’i) be a B-tuple fort; for everyi. Then, ((M’-M)B,é"fM,,M)UUi &)
18 a B-tuple for M' - M.

PRrROOF. See Appendix 9.3. [

LEMMA 5.18. For every open message or productt and every evaluation mapping
0 the following is true.

(1) The tuple (t°,EP) is a B-tuple for t.
(2) The size of 5’? is bounded by a polynomial in ||t||est-
(8) The size of (t°,E7), which is the some of the size of t° and E is bounded by
a polynomial in ||t||cxt-
PRrROOF. We prove these statements one by one.

(1): We proceed by structural induction on ¢ according to the construction in
Lemma 5.10.
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—The case where ¢ € A is obvious. Now, assume that t = (t;,f5). Then, & =
Py Usesenn(tn) &’y Uses.un(ta) &% By definition, & = Etﬁl U Eg. (Note that
here we use Remark 5.16.) Just as in the proof of Lemma 5.10, from this we can
conclude that (%, ) is a B-tuple. The argument for encryption is similar.

—If t = ¢5* -+ - t&» and with the notation introduced in the proof of Lemma 5.10,
by definition of E'f and using Remark 5.16, we can conclude that el = U, St’g U
Ui-:z 8gj U ‘LEJJ{eCj = 0}. Again, as in the proof of Lemma 5.10 it follows that

J
(t?,&7) is a S-tuple for ¢.

—1If t = Ezp(u, M) and "B(u)' # Exp(.,-), then by definition of £’ and using
Remark 5.16 we have Ef =&u 51’(\34 and as in Lemma 5.10 this implies that
(t2,£P) is a S-tuple for ¢.

—Finally, assume that t = Ezp(u, M), "3(u)' # Ezp(-,-), and v® = Exp(u”’, M").
Assume that M = ¢7* ---t¢. Lemma 5.17 implies that ((M" - M)B,EI(BM/AM) U
U, Ef) is a B-tuple for M” - M. By definition of £’ and Remark 5.16 we have
that £2 U, Etﬂi Ué"(ﬁM,,_M) C &P. Then, as in the proof of Lemma 5.10 it follows

that (t7, ") is a S-tuple for ¢.

(2): In case t is atomic, a pair, or encryption, nothing is to show. In case ¢ is a
product, using Lemma 5.5 and 5.15 it is easy to see that E’f can be bounded by a
polynomial in ||¢||e.+. For the case t = Exp(-,-), one obtains a polynomial in ||t||ext
bounding the size of S’f using Lemma 5.15 and the case where ¢ is a product.

(3): If p is the polynomial bounding the size of S’tﬁ, then p(|[t]|ext) - ||t]|ext bounds
the size of (‘,’f. By Lemma 5.15 we know that the size of t® can be bounded by a
polynomial in ||t||eze. O

Finally, by Lemma 5.5, 5.9, and 5.18 we have established the existence of particular
~g-equation systems whose size is polynomially bounded:

PROPOSITION 5.19. Lett and t' be open messages or open products and (3 be an
evaluation mapping such that t =g t'. Then, there exists a ~g-equation system for
t and t' of size polynomially bounded in ||t,t'||ext-

We will denote such an equation system by 5: .

5.7 Bounding the Size of Product Exponents in Attacks

We are now prepared to prove the key lemma of this section, Lemma 5.21. As
mentioned, using this lemma, we can conclude that DH rules allow polynomial
product exponent attacks (Proposition 5.22). As an immediate consequence, we
obtain that INSECURE is NP-complete for the DH intruder (Theorem 5.23).

Lemma 5.21 is proved in two steps. First, a restricted version is considered where
only one intruder rule is applied (Lemma 5.20). Then, this is extended to complete
derivations.

In the following proofs, we will consider extensions of evaluation mappings. We
say that a mapping 3’ : Z/ — Z is an extension of an evaluation mapping 8 : Z — Z
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if ZC Z' and '(z) = B(z) for all z € Z. Since B and ' coincide on Z, by abuse
of notation, we often refer to an extension of 3 by .

LEMMA 5.20. Let tq,...,t, be open messages, s be a normalized message, 3 be
an evaluation mapping, and L € L an intruder rule such that 3(t;) = 'B(t;)" for
all i and '—ﬁ(tl)j, .. .,'_ﬂ(tn)—l — s € L. Then, there exists an open message t, an
equation system &, and an extension B of B such that

(1) B(t) =,

(2) BEE,

(3) "B'(t)".... B (tn) — "B () € L for every f' [ €,

(4) max{le| | € € Lezp(t)} < max{le| | e € Legp(tr,...,tn)} +n, and
(5) the size of € is polynomially bounded in ||t1,. .., tn||ext-

PrROOF. See Appendix 9.3. [

We will now extend this lemma to complete derivations. In Section 5.2, we have
provided some intuition behind the proof of this lemma.

LEMMA 5.21. Let t,tq,...,t, be open messages such that there exists a deriva-
tion witnessing "B(t)" € forge("B(t1)", ..., B(tn)") . Then, there exists an extension
of B and an equation system & such that

(1) BEE

(2) "B'(t) € forge("B'(t1), ..., B (tn)") for every 3’ = &, and
(8) the size of £ is polynomially bounded in ||t1,. .., tn,t||ext-

PRrOOF. Let E = {'B(t1)",..., B(t,)"} and let D be a well-formed derivation wit-
nessing '3(t)' € forge(E). We know that the length [ of D is polynomially bounded
in |"B(t1)",...,"B(t.)","B(t)"]. By Lemma 5.12, 2. |"B(t1)',..., B(t,)"," Bt is
bounded by a polynomial in |¢1,...,t,,t|, and thus, in ||t1,... ¢, t||ezt. Assume
that the ith step of D is E,s1,...,8,-1 —r1, E,s1,...,s; for every 1 < i <[ where
5; is a normalized message for every i and s; = '3(t)". Since D is well-formed we
have that s; € S("B(t1) ..., B(t,)","B(t)") for every i.

Let (9, EF) be a S-tuple of ¢t and tf be a g-tuple of ¢; for every i. It follows that
ﬂ(tf) = "B(t;)", and thus, E = {6(t’f), ..., B(t3)}. Hence, to the first step of D
we can apply Lemma 5.20 and obtain an open message s}, an equation system &,
and an extension of § such that 5(s}) = s1, 8 E &1, and rﬁ’(tf)_', B8 -,
I_ﬁ’(tf)—', T ’(5'1)—l for every ' = &;.

Note that G(t7) = "B(t7)" for every i and ﬂ(s’l) = "B(s})" = s1. Thus, we
can apply Lemma 5.20 1nduct1vely and obtain s , &5, and an extension of 3 such
that A(s}) = s;, B = & and B'(t]),..., ﬂ'(tﬁ)“ BB~
rﬁ’(tf)—‘,...,rﬁ’(tg)—'7'— "(s)', ..., B (s ) for every f/ |= & and 1 < j < 1. Con-
sequently, 3 = U;Zl & and "B'(s))" € forge("B DY, ..., B (t2)) for every =

1
Uj:l &j.-

It B = Ul &7, then "3'(t;) = "B'(t])". We know that 5(t%) = B(t)' = s =
B(sy). Thus, t8 =3 5;. Consequently, due to Lemma 5.5, the =g-equation system
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&£.°, for t? and s] exists. Now, if §' |= elu &), we obtain "f'(t)' = "B'(t7)" =
197 21
B'(s))". We set

n l
e=JevelulJgues,

i=1 j=1
It follows that 3 = & and 'B'(¢)" € forge("8'(t1),..., B (tn)") for every f' |= £.

It remains to show that £ is polynomially bounded in ||t1, ..., t,, t||cst. Lemma
5.20 implies that every &; is polynomially bounded in ||t1,...,t,, 5], .., 59_1||wt.
We have that 3(s}) = s; € S(B(t1)", ..., B(ta)’,"B(t)"). Thus, using Lemma 5.12,
|s| can polynomially be bounded in [t1,...,t,,t|. By Lemma 5.2, |s)[ess can poly-
nomially be bounded in |t1,...,t,,¢|. From Lemma 5.20 it follows that max{]e]| |

j <1 and that [ is polynomially bounded in ||t1,...,tn, t||ext- Also, max{le| | e €
Cezp(t’?...,tﬁ)} < Ht’?Hexp < ||t:]|2,; for some i (see Lemma 5.14). Thus, there

e € Legp(sy)} < max{le| | e € Lo, ... 1)} +n - (j—1). We know that

exrt

exists a polynomial p such that [|s}||cz: is bounded by p(|[t1, ..., tn,t||ext). Con-
sequently, [[t1,...,tn,t,57,...,8}|[czt is bounded by (p'(|[t1,. .. tn;t|[ext) + 1) X
p(|[t1, ..., tn, t||ext) where p’ is the polynomial bounding I. By Lemma 5.20, this
shows that &; is polynomially bounded in ||t1,. .., %, t||czt. Lemma 5.18 and 5.5
now imply that £ is polynomially bounded in ||t1, ..., tn, t]|ext- O

We can now show that DH rules allow polynomial product exponent attacks.
ProPOSITION 5.22. DH rules allow polynomial product exponent attacks.

PROOF. Let (m,0) be a minimal attack on P. Let 0Z be o where all product
exponents are replaced by new variables. Let § assign to every of these variables
the corresponding product exponent. Thus, o(x) = B(cZ(z)) for every z € V(P).
Note that, due to Corollary 3.16, || can polynomially be bounded in |P|. Since
the product exponents in o2 are variables, we have that ||0?||csp < [0Z]?. Thus,
|07 ||ext can polynomially be bounded in || P||cxs-

Let k, Ry, ..., Rk, So, ..., Sk be defined as usual. W.l.o.g. we assume that Sy is a
single message instead of a set of messages. (Otherwise, represent Sy = {ay,...,a,}
by the term (aq, (as...{an—1,a,)--)).)

Let Ry = secret. We know that "B(R;0%)" € forge("3(Soc?)",...," B(Si_10%)",
for every 1 <i < k+1.

By Lemma 5.21, for every i there exists an extension of 3 (the different extensions
are independent from each other) and an equation system &; such that
—BE&,

—"B'(R;0%)" € forge("3'(So0?)",...," 3 (Si—10%) for every B |= &;, and
—the size of & is polynomially bounded in ||Soo?, .., Sxo%, Ri0Z, .., Rps107Z||cxt
which in turn can polynomially be bounded in ||P||ext-

Consequently, 8 E Uf;l & =: &, and thus, £ is solvable, and for every §' | £ we
have that (m, 3 (0Z)) is an attack on P. By [Bockmayr and Weispfenning 2001],
there exists a solution ' of £ where the binary representation of the integers can
polynomially be bounded in the size of £, and thus, by Lemma 5.21, polynomially
be bounded in ||P||¢pt. We define o’ to be 3'(0%). Then, (7,0’) is an attack on

ACM Transactions on Computational Logic, Vol. V, No. N, Month 20YY.



36 . Y. Chevalier, R. Kiisters, M. Rusinowitch, M. Turuani

P. Also, 0 = ¢’, i.e., 0 and ¢’ only different in the product exponents, and the
[|0"||exp is polynomially bounded in || P||eyt, and thus, by Lemma 5.2, in ||P||. O

In [Rusinowitch and Turuani 2001] it was shown that INSECURE is NP-hard in
presence of the DY intruder. The proof easily carries over to the DH intruder. As
an immediate consequence of Proposition 4.7, Proposition 4.8, Proposition 5.22,
and Theorem 3.1 we obtain:

THEOREM 5.23. The problem INSECURE is NP-complete for the DH intruder.

6. THE A-GDH.2 PROTOCOL

The A-GDH.2 protocol [Steiner et al. 1998] allows a group of people who share
pairwise long-term keys to establish a shared secret key using Diffie-Hellman expo-
nentiation. We refer the reader to [Steiner et al. 1998] and [Pereira and Quisquater
2001] for a more detailed description of this protocol.

Let P = {1,...,n,I} be the set of principals that may be involved in a run
of a A-GDH.2 protocol where T is the name of the intruder (who can be both
a legitimate participant and a dishonest principal). Any two principals i,j7 € P
share a long-term secret key K; j(= Kj;). In a protocol run, a group G C P of
principals (membership to a group may vary from one run to another) establish a
session key that at the end of the protocol run is only known to the members of the
group as long as all members in G are honest (implicit key authentication). In a
run, one principal plays the role of the so-called master. Assume for example that
A, B,C, D € P want to share a session key and that D is the master. Then, A sends
a message to B, B sends a message to C, and C sends a message to the master D.
Then, D computes the session key for himself and also broadcasts keying material
to A, B, and C using the long-term secret keys shared with these principals who
from this material can each derive the session key. We call A the first, B the second,
and C' the third member of the group.

We now give a formal specification of the protocol in our protocol model. We
abbreviate terms (ti, (t2--- (tn—1,tn)--*)) by t1,...,t,. We will define protocol
rules II77/ . which describe the Ith step, | € {1,2}, of principal p € P, in the jth
instance of p, j > 0, acting as the ith member of the group in which p’ € P is the
master. The relation T}/ , <TI}J , is the only partial order relationship between
protocol rules. By 77/ we denote a random number (an atomic message) generated
by p in instance j, and secret”’ denotes a secret (some atomic message) of p in
instance j. We define IT{’{ ,, i.e., the first step of p in instance j acting as the first
member of the group (i.e., the initiator of the protocol) where p’ is the master:

1= «, Ezp(a,rP7)

D:J

where « is a group generator (an atomic message), and for ¢ > 1 we define I o

to be
] D,J DsJ ., D:J DN D0 D:J .psJ
o, ab? = Bap(ay, rPY), o Bap(al,, rP7), x| Bxp(a], rP7)

I are variables. The second step IT? J . of p in instance j as ith

D,
where the x, iap

member, i > 0, is the protocol rule
D,J P,J 1S
y"? = {secret }Ezp(yp,j,rp,j.}(;;/)'
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Note that Ezp(yP,rP - K; ;,) is the session key computed by p and that implicit
key authentication requires that no principal outside of the group can get hold of
secret”J. We now define the protocol rule Mgﬂ..ph which describes principal p € P
in the jth instance acting as master for the group pi,...,pn,p € P (in this order)
where p is the last member of that group. We define M7, to be

zf‘j, ce zZﬁl = Exp(zf’jwp’j “Kpip)s--es Ea:p(zZ’jmp’j <Ky, ), {secretp’j}; P »

lp(thrl,erJ)
where the zZ’j are variables, Exp(zZ’j,r”’j - Kp, p) is the keying material for py,
and the message Exp(zZ’_f_l, rP+7) is the session key computed by the master p.

The following protocol P describes two sessions of the A-GDH.2 protocol one for
the group p,p’, I, p” € P and one for the group p, p’, p”” where in both cases p” is the
master of the group. Note that in the first instance, the actions of the intruder I
need not be defined. Formally, the set of protocol rules in P consists of the rules de-

s . . 1 1 1 1
scribing p in the first session IT{; ,, 117, , (note that TI{; , < TI7%; ), the rules

for p’ in the first session Hg,’ﬁp/,, Hg,’;pﬁ, and the master M]’)’p,’[1 of the first session.
The protocol rules of the second session are Hﬁ’:ip,,, Hll’:;p,,, Hgvfp,,, Hgf’p,,, M]fp,’Q.
The initial intruder knowledge is {a, 7'} U {K,s | p € P}. Let secret be some of
the secrets returned by p or p’ in the second session. Note that since the intruder
is not a member of the group of the second session, he should not be able to obtain

secret. However, as shown in [Pereira and Quisquater 2001], there exists an attack
on P. It is easy to verify that this attack will be found by our decision procedure.

7. TRANSFERRING THE RESULTS TO COMMUTATIVE PUBLIC-KEY ENCRYP-
TION

In this section, we transfer the results obtained in Section 4 and 5 for Diffie-Hellman
exponentiation to commutative public-key encryption (such as RSA with com-
mon modulus). We show that the insecurity problem is still NP-complete and
that the derivation problem, i.e., the problem of deciding whether a given mes-
sage can be derived from the finite set of messages, can be decided efficiently.
These results can be obtained by slight modifications of the models and proofs
presented in previous sections. This is possible since Diffie-Hellman exponen-
tiation and commutative public-key encryption, which in case of RSA also in-
volves exponentiation, share algebraic properties. Basically, we will now inter-
pret the exponentiation operation ¢ = Exp(m,k4) as the message m encrypted
by (the public key) k4 where £’y is the corresponding private key. By comput-
ing Ezp(c,k)y) = Exp(m,ka - k) = Ezp(m,1) = m the cipher ¢ can be de-
crypted and the result is the plain-text m. We have commutativity of encryption as
Ezp(Exp(m,ka),kp) and Exp(Ezp(m, kp), ka) are equivalent modulo the algebraic
properties that we consider. Due to this new interpretation of exponentiation as
public-key encryption some differences arise.

First, the intruder capabilities differ. In case of commutative public-key encryp-
tion the intruder is not able to compute the inverse of exponents, e.g., given a
public key (n,e) and a cipher text ¢ = m® mod n, the intruder can not compute
the private key d and then by computing ¢? mod n obtain m. Conversely, in the
Diffie-Hellman setting, exponentiation is done modulo a publicly known prime, and
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thus, it is computationally feasible to compute the inverse of exponents, e.g., given
m = ¢g*® and b where g generates the multiplicative group induced by the prime
p, the intruder can easily compute the inverse b=! of b modulo p — 1 (in case an
inverse exists) and by computing mb" obtain q°.

Second, in the setting discussed so far, the intruder does not explicitly have
inverses of messages in his knowledge, e.g., b~!, since he can only have standard
messages in his knowledge. However, in the public-key setting we consider in this
section, this is too restrictive since inverses correspond to private keys, and of
course, we need to allow the intruder to possess such keys (own private keys and
private keys of dishonest principals).

In what follows, we will first provide two simple examples to illustrate the use of
commutative public-key encryption systems in cryptographic protocols. We then
indicate the changes necessary in our protocol and intruder model and finally state
the main results of this section.

7.1 Examples of Protocols Relying on Commutative Public-key Encryption

The following two example protocols are taken from [Schneier 1996].

The first protocol is due to Shamir. The aim of this protocol is to permit secure
communication between two agents who neither share a symmetric key nor know
the public key of the other agent. The protocol uses the commutativity property
of the RSA encryption system:

1. A— B : Exp(secret, K4)
2. B— A: Ezp(Exp(secret, K4), Kp)
3. A— B: FEzp(secret, Kp)

In this protocol, a common RSA modulus n is assumed. The public key of A is
(n,K4) and the one for B is (n, Kp). The message secret is some non-negative
integer < n. The term Ezp(secret, K ) stands for secret’4 mod n. By the al-
gebraic properties of exponentiation, we have that FEzp(Exp(secret, K4),Kp) =
Ezp(secret, K4 - Kp) = FExzp(Exp(secret, Kp),K4). In step 3 of the protocol,
A computes Ezp(Exp(Exzp(secret, K4),Kp),K)) = Exp(secret, K4 - Kg - K}) =
Ezxp(secret, Kg) where K, is A’s private key. Thus, the protocol itself uses the
commutativity of encryption. Since B is not authenticated in this protocol, it is
obvious that the intruder I can impersonate B, by simply playing B’s role while
using her own public key K7.

A commutative public-key encryption system or signature scheme may also be
relevant in the case of group protocols. Inspired by the protocol given in [Schneier
1996], Chapter 23, consider a group of | agents. A trusted server generates two
large prime numbers p and ¢, computes n = p- ¢, and [ + 1 numbers ko, ..., k; such
that:

ko kj=1mod (p—1)-(¢—1)

Each agent A;, 1 < i < [, receives for every j the public keys K; which is the
product of all kg to k; except k; and the private key k;. Note that

Exp(M,ko--- ki) =M,
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and in particular,

Once the key distribution is completed, a message can be signed by a subset
{Ai}iej_’[gly__,l] of the members of the group. For example, suppose | = 4 and
Ay wants to sign a contract, say the message M, with Ay and A4. A possible
message sequence is:

1. Ay — As : Exp(M,kq)
2. Ay — Ay : Exp(Exp(M, k), k2)
3. Ay — Ay . Exp(Exp(Ezp(M, k1), ko), ka)

On receiving the second message, A, can verify the signatures and identity of the
agents that have signed M by testing whether

Exp(Exp(Exp(Exp(M, k1), ke), K1), K2) = Exp(M, ky - Ky - ko - Ko) = M.

Agent Ay can then also sign the contract using her private key k4. The point here
is that due to the commutativity property, A4 does not need to know in what order
the agents signed the message. Certainly, this protocol, when for instance used as
a contract signing protocol, has many problems, which, however, we do not intend
to discuss here.

7.2 The Protocol and Intruder Model for Protocols with Commutative Public-Key
Encryption

We now provide a formal definition of our model by defining terms, messages,
protocols, the intruder, and attacks.

Terms and Messages.. The definitions are similar to the ones in Section 2.1. We
omit the public-key operator {m}} as it is now represented by Ezp(m,k). We
could include it to model non-commutative encryption. However, for brevity of
presentation, we will drop this operator. The main difference is that the product
exponents are now restricted to be non-negative integers. This is motivated by the
fact that, unlike in the Diffie-Hellman setting, inverting exponents is infeasible (see
below for more explanation). Formally, we define:

term == A|V| (term, term) |{term},,,| Exp(term, product)
product := term™ | term" - product

where A is a finite set of constants (atomic messages), containing principal names,
nonces, keys, and the constants 1 and secret; K is a subset of A denoting the set
of public and private keys; V is a finite set of variables; and N is the set of non-
negative integers. We assume that there is a bijection -’ on K which maps every
public (private) key k to its corresponding private (public) key &’

As mentioned, the exponentiation operator now models commutative public-key
encryption. Therefore, the product exponents are restricted to be non-negative
integers since it is infeasible to decrypt a message Exp(m, k) without knowing the
private key k' of k even if one has the public-key k. (Recall that in the case of Diffie-
Hellman Exponentiation, given k, everyone, including the intruder, could compute
k=1 and then Ezp(Ezp(m, k), k') = Exzp(m, k-k~') = Exp(m, 1) = m.) However,
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in case a principal knows the private key k’, he can invert the exponent. To capture
this, we consider private keys as atomic messages k' (rather than the inverse k1
of k) and extend the normalization function to make sure that in exponents public
and private keys cancel each other out, i.e., we have that Fzp(Exp(m,k), k') =
Ezp(m, k- k') = Ezp(m,1) =m.

More precisely, we consider the following algebraic properties, which include the
ones for Diffie-Hellman exponentiation (Section 2.1) and in addition the identity
k-k' =1 where k' is the private (public) key corresponding to the public (private) k.
Thus, besides commutativity and associativity of the product operator we consider
the following properties where t is a standard term, M7, My are products, k, k' € K
as above, and z, 2z’ are non-negative integers:

tt =1t t-1 =t Exp(t,1) =t

0 =1 t*-¢* =¢*+*  Eup(Bwp(t, M), Mo) = Eap(t,M; - M)
17 =1 k-K =1

A normal form "t' of a term t is defined analogously to the case of Diffie-Hellman
exponentiation, i.e., it is obtained by exhaustively applying these identities from left
to right. Note that "t'is uniquely determined up to commutativity and associativity
of the product operator. Two terms ¢ and t’ are equivalent if 't' = "t''. The notion
of normal form extends in the obvious way to sets of terms and substitutions. We
illustrate the notion of a normal form by some examples: If a,b,c,d € K, then

(1) (-1 -0 =a®- v,
(2) "Exp(Ezp(a, (b' - '), - d'*)' = Exp(a,b-d'’?), and
(3) "Exp(Exzp(a,b® - ° - b"*), ) = a.

Recall that, for instance, b’ denotes the decryption key corresponding to b.

Protocols. Protocols are defined just as in Definition 2.6.

In our protocol model, the RSA protocol (Section 7.1) can formally be stated as
follows where we assume that A runs one instance of the protocol as initiator and
B runs one instance as responder. The protocol consists of three protocol rules
denoted (4,1), (A4,2), and (B, 1) with

(A,1) : 1= Exp(secret, K,),
(A,2) : == Ezp(z,K)), and
(B,1) : y= Ezp(y, Kp)

where (A,1) and (A,2) denote the first and second protocol step performed by
A, respectively, and (B, 1) denotes B’s protocol step. The partial ordering is <=
{((A,1),(A4,2))}, i.e., we only have that (A4,1) < (4,2). This makes sure that (A4, 1)
must be performed before (A, 2). The initial intruder knowledge is {1, K, K}, i.e.,
besides the constant 1, the intruder knows his public and private key.

The Intruder Model and Attacks.. Given a finite normalized set FE of messages,
the (infinite) set forge(E) of messages the intruder can derive from E is defined in
the same way as it is defined for the case of Diffie-Hellman Exponentiation except
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that the product exponents z; in the oracle rules are now restricted to be non-
negative integers (cf. Definition 4.1). The intruder obtained in this way is called
the RSA intruder in what follows.

Attacks and the problem INSECURE are defined as before (see Definition 2.8).

It can easily be checked that the protocol formally specified above is insecure
according to our definition.

7.3 Main Results for Protocols with Commutative Public-Key Encryption

The following results carry over from the case of Diffie-Hellman Exponentiation in
a rather straightforward way.

THEOREM 7.1. For the RSA intruder, DERIVE can be decided in deterministic
polynomial time.

The proof of this theorem is along the same lines as the one for the DH intruder.
THEOREM 7.2. For the RSA intruder, the problem INSECURE is NP-complete.

The main difference to the proof for the DH intruder is that now we do not reduce
the insecurity problem to solving linear equations in integers, but non-negative
integers. Since, according to [Borsh and Treybig 1976], the size of the solutions can
still be bounded polynomially in the size of the equation system, we still can bound
the size of the substitution needed for an attack, and hence, obtain an NP decision
algorithm. As before, NP-hardness is easily established.

8. CONCLUSION

We have shown that the insecurity problem for protocols that use Diffie-Hellman
exponentiation with arbitrary products in exponents is NP-complete and that in
this setting the derivation problem can be decided in deterministic polynomial
time. We have also shown how these results can be transfered to protocols with
commuting public key encryption.
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9. APPENDIX
9.1 Characterizing the Factors of Minimal Attacks

LEMMA 3.4. Let u be a normalized term, M, M’ be two products such that for
allt € F(M) (t € F(M')), t is normalized. Let s be a standard normalized term
and § the replacement [s — 1]. Then:

(1) (M -M")S'="M-M"S', in particular, "M&'="M'S".
(2) "Ezp(u, M)§' =" Exp(u, M)'§" if s # "Ezp(u, M) and, in case s is of the form
Exp(-,-), also s # u.

PROOF. Statement 1 is straightforward. We prove 2. given the restrictions on s.

First, assume that u is not of the form Ezp(-,-). Then i) "Ezp(u, M)' = u, and
thus, "M' = 1, or ii) "Exp(u, M)' = Exp(u, M) and "M' # 1. We consider both
cases.

In case i) we obtain that "M'6 = 1. By 1. we know that "M§' = "M '§'(= 1).
Thus,

"Exp(u, M)§' = "Exp(ué, M§)' (%)
"Exp(ud,"M§")’
I—'U,é—l

= "TExp(u, M)’

where in (*) we use that Exp(u, M) # s (otherwise "Ezp(u, M)' = s since s is
normalized).
In case ii), we obtain

TExp(u, M)'6' = "Exp(u, M")§'
= '—E;Ep(ué M) (%)
="EBzp(us,"M'3")’
= "Exp(ud,"M")’ (k)
= '—Exp(ué M)

"Exp(u, M)’ (3 * %)

where in (*) we use that Exp(u, M) # s (otherwise "Exp(u, M)' = "Exp(u,  M")' =
s), in (**) we use 1., and in (***) that Exp(u, M) # s. Note that both in i) and ii)
the fact that w # s in case s is of the form Exp(-,-) is not needed.
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Now, assume that u = Fzp(v, M') for some v and M’. Then, we obtain

TExp(u, M)'6"' =" Ezp(v, M’ - M)'5’

="Exp(v, M’ - M)J' (*)
= "Exp(vd, (M'§ - M)’ ()
= "Exp(Ezp (v, M'), M)’

= "Exp(ué, M)’ (s * %)
= "Exp(u, M)’ (o * *)

where (*) is obtained just as in the first case. We use that v is not of the form
Exp(-,-) and that Ezp(v, M'- M) # s (otherwise "Exp(v, M’ - M)' = "Exp(u, M)' =
s). Recall that the first case works even without the assumption that v # s. In
(**), again we use that Ezp(v, M’ - M) # s. In (***), we use that u # s (not
that otherwise v = s and s is of the form FExp(-,-)). Finally, (****) uses that
Exp(u, M) #s. O

LEMMA 3.5. Let 0 be a normalized ground substitution, E a set of normalized
terms, s a normalized standard non atomic term, and ¢ the replacement [s «— 1].
Let o' = "08". If there is no standard subterm t of E such that t T, s, then
r Al m ¢
Eo'' ="FEc¥d.

PROOF. Assume there is no standard subterm ¢ of E such that ¢t C, s. Consider
Q, = {t € S(B)|"to”" # "to'§"}. By contradiction assume the stronger result
Qs # 0. Let u € Q, be minimal for the subterm relation. By definition of ¢’ the
term u is not a variable, and s non-atomic implies it cannot be a constant.

Ifu={u1}5,, {u1}%, or (uy,ug) then "uo' # s for otherwise u C, s. By minimal-
ity of w one has "u10” = Tu16'0" and "ugo” = Tusc'd'. Thus we have "uo”' = Tuc's'
which contradicts u € .

Thus necessarily one has v = Fxp(uy, M). By minimality for all v € F(u) one

r i1 m . ¢l
has 'vo’' = "vo 9. Thus we have:

Exp("ur0”,"Mo") = Exp(Tuc's',"Mc's")
Since we have "uc' # s and "u;0' # s we conclude by Lemma 3.4 point 2. [J

LEMMA 3.6. Let t',t1,...,tn,t,u be normalized standard terms, z1...,z, € Z,
and let § be the replacement [u « 1] such that u # t, and t = "Ezp(t', ;" -+ - tZn)".
Ift' = Exp(-,-), then we also assume that uw #t'. Then,

rta—l _ rExp(rt/(s‘|7 rtl(s—lzl . Ftn(s—lzn )—I.

PRrROOF. We distinguish two cases. First, assume that ¢ = Exp(v, M) for some
normalized term v and a normalized product M. Note that v # Exp(-,-) since ¢’ is
normalized.Then,

FE1xp(l_1;/577 l‘t15721 . l‘tn(sjzn )‘I _ I—Exp(l_fv(s"l’ I_Mé“lll‘tl(s‘lzl . I‘tné"lzn )‘I (*)
= "Bxp(v6, M6&-(t16) - - - (t,0)*")!

= "Ezp(v, MA5" -+ - t2n)0" (xx)
= TExp(v, M7 - - t2)'§" (% * *)
— I_t(s—l
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where in (*) we use that u # ¢/, and thus, '#0' = "vd' (in this case, 'Md' = 1) or
0" = Exp("vd',"Md"). In (**) we use that u # t: If u = Ezp(v, MA5" - -t2n),
then since u is normalized Ezp(v, M-t7'---tZ*) must be normalized, but then we
have that u = Exp(v, M5" ---t2n) = "Ezp(v, M£;* ---t2»)! = ¢, in contradiction
to u # t. Finally, in (***) we use that v # Fxp(-,-), u # t, and Lemma 3.4, 2.

Now, assume that ¢’ # Ezp(-,-). For both cases, u # t' and u = ', the argument
is similar to the one above. (Replace v by ¢ and omit 'M4', MJ, and M in the
above identities.) 0O

LEMMA 3.12. Let t € forge(E) and 7y € forge(E) be given with a derivation D.,
from E ending with an application of a rule in L.. Then, there is a derivation D’
from E with goal t satisfying Lq(y) ¢ D'.

PROOF. First, we need some notation. If Dy = F; — ... —» F| and Dy = Ey —

. — F5 are two derivations such that Fs C Fy, then D = D;.D> is defined as
the concatenation of the steps of Dy and the ones in D5. In addition, to obtain a
derivation, we remove in D the steps from D, that generate terms already present
in Fl.

By definition of a derivation, Lq(y) ¢ D,. Let D be D, without its last rule,
i.e., Dy is D followed by some L € L.. Define D" = D.Deriv,(E) = D.D"" —
D" is obtained from Deriv,(E) by removing redundant steps. Note that D" is a
derivation with goal t. We distinguish two cases:

—Assume L = L.(y). Then Lg(v) ¢ D” since the (two) direct subterms of v are
created in D, and thus, Lg(y) ¢ D”. In other words, D’ = D" is the derivation
we are looking for.

—Assume L = Ly.(7y). Then, if Li(y) ¢ D”, nothing is to show. Otherwise, let F}
be the final set of messages of D. Now, Definition 2.11, (2) implies that every step
in D" of the form Fy, Fy,y —r1,(y) F1,Fs, 7, can be replaced by a derivation
from Fy, F with goal § that does not contain rules from L4(y). Replacing steps
in this way and then removing redundant steps yields the derivation D’ we are
looking for. [J

9.2 Extending the Dolev-Yao Intruder by Diffie-Hellman Exponentiation

LEMMA 4.3. Let E be a finite set of normalized standard messages and t be a
standard message such thatt can be derived from t (w.r.t. L). Let D be a derivation
from E with goal t. Then, there exists a derivation D' from E with goal t such that

(1) D’ is of the same length as D, and

(2) for every DH rule L € D' N L, with head t' we have that t' € E or there exists
at'-rule L' € D' N (LqU L.). Moreover, if L is a decomposition DH rule, then
t' € E or there exists a t'-rule L' € D' N Ly.

PrRoOOF. Let D be a derivation from E with goal . From D we construct D’
as follows. Assume that L € D N L, with head ¢’ and that neither # € E nor
there exists a t/-rule L’ € D' N (Lq U L.). Then, there exists L' € D N L,(t').
Assume that L is of the form t/,%q,...,t, — t with product exponents z1,..., 2,
and that L’ is of the form ¢",¢},...,t,, — t' with product exponents z{,..., z/,.
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Then, obviously t = "Exp(t”,t7* - --t7n - t’fi --#'>)" and t can be obtained by the
DH rule L = t t1, .. tn,th, ..., ), — t with head t”. Thus, L can be replaced
by L. Iterating this replacement we obtain D’ satisfying 1. and for every DH rule
L € D'N L, with head ¢’ there exists no L' € D' N L,(t') preceding L in D’. From
this 2. immediately follows. Note that if L is a decomposition DH rule, then ¢ is
of the form Exp(-,-), and thus, cannot be created by a rule in L.. O

LEMMA 4.4. Let D = Ey —p, ... En_1 —1, E, be a derivation with goal g.

(1) Assume that for every j with E;_y —p, Ej_1,t the jth step in D and L; €
L4(t), there exists t' € E;_q1 such that t is a subterm of t' and either t' € Ej
or there exists i with i < j and L; € L4(t'). Then, if L € DN Ly(t) for some
L and t, then t € S(Ep).

(2) Assume that for every i < n and t with L; € L.(t), there exists j with i < j
such that Lj; is a t'-rule and t € S({t'} U Ey). Then, if L € DN L.(t) for some
L andt, thent € S(Ey, g).

Given both the assumptions in 1. and 2., it follows that D is a well-formed derivation
with goal g.

PRrROOF. 1. is immediate by induction on j € {1,...,n}. Given the assumptions
in 2., we prove by induction on n — ¢ that for all ¢ € {1,...,n}, L; € L.(¢) implies
t € S(Fo,g9). If n—i =0, then t = g and therefore t € S(Ey, g). For the induction
step, the assumptions in 2. imply that there exists j > ¢ such that L; is a t'-rule
and t € S(Ey,t'). If L;j € L4(t'), then t' € S(Ey) (see above). If L; € L.(t'), then
by induction ¢’ € S(FEy, g), and hence, t € S(Ey, g).

Given both the assumptions in 1. and 2., it immediately follows that D is a
well-formed derivation with goal g. [J

LEMMA 4.6. Let z1,...,2, € Z\ {0}, and s, s1,. .., Sn,u be normalized standard
terms such that s; # s; for every i # j, s; # 1 and s; # u for every i, s # u,
u="Exp(s,s}'---s2)", and u = Ezp(-,-). Let § be the replacement [u — 1]. Then,

r sl §171 . §1Zny0
u= FEzp(sd, s10 - 8,0 ").

PrROOF. First, assume that s # Ezp(-,-). Then, u = Exp(s,s7* -+ - sZ»). Conse-
quently, u &€ S(s, s1,...,8,), and thus, s = sd, and s; = s;d for every i. Therefore,
we obtain that v = "Ezp("sd", 516" - Ts,0" ")

Now, assume that s = Exp(v,M). Since s is normalized we know that v #
Ezp(-,-). Using that u = Ezp(-,-), we obtain u = Exp(v,'M - s}' ---s2»') with
"M -sit - 52" £ 1. Also, u ¢ S(v). Then, with E = F(M) U {s1,...,5,} there
exists a set B = {s},...,s,,} C E and 21,...,2,, € Z\ {0} such that u =
FEzp(v, s’fll ~s'7) and u ¢ S(v, E').

!
- m 1 121 r 12071 z z
Claim. "Md" - "s10"" -+ 's,0 "' =T8T

Proof of the claim. Assume that M = s, -+ 577" . Let:

C’i:{je{l,...,n”}\sj:s;}.

’
/ e . . f— I . r 21 ... Z . 271.+1 CEEEEY Zn!T =
Then, z; = Yjcc,2;. Let C = J;_; C;. We have that 's] Sqres sy =

n'’
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T Mo, s) =T s ’fé and '—Hﬂcsz'—' = 1. Using that the s; are normalized, it
follows that Tljgcs;6% ' = Tlgc"s 507 =
Using that s§ = Exp(vd, M), u # M, u ¢ S(v), and u # s, the claim implies that

I—Exp(rs(s‘\’ r8151z1 o rsn(s—\zn )—| _ I—Exp(l—vd‘l7 FM(S—I.rsl(S—IZl o r—sn(sﬂzn )—l — .

= 1. Now with s,0 = s the claim follows.

O

9.3 The DH Rules Allow Polynomial Product Exponent Attacks

LEMMA 5.11. For every open message or product t such that 3(t) = "B(t)", we
have that t° = t.

PROOF. The proof proceeds by structural induction on ¢. If ¢ is atomic, a pair,
or encryption, the claim is obvious.

Ift =t -+t we know that that 8(t;) = "B(t;)' # 1 for every i, 'B(t;)' # "B(t;)’
for every ¢ # j, and [B(e;) # 0 for every i. From this, one easily concludes that
th=t.

Finally, assume that ¢ = Exp(u, M). First we note that 'B(u)' # Exp(u’, M')
for any normalized u/ and M': Otherwise, '3(t)' = Exp(u’, M"") = 3(t), and thus,
B(u) = u'. Hence, Exp(u’,M') = "B(u)’ = "u"' = ', which is a contradiction.
Also, "B(M)" # 1 since otherwise Ezp(B(u), 3(M)) = B(t) = "B(t)' = "B(u), but
we know that 'B(u)' # Ezp(-,-). Hence, Exp(B(u),3(M)) = B(t) = "B(t)' =
Erp("B(u)',"B(M)"), and thus, B(u) = "B(u)' and 3(M) = "3(M)". By induction,
this yields u® = v and M” = M. By definition of t*, we obtain t® = Ezp(u®, MP) =
Exp(u,M)=t. O

LEMMA 5.13. Let E be a finite set of open messages or products such that
Sext(E) = E and t mazimal (w.r.t. subterm ordering) in E. Then:

| U Semt |erp < | U Sezt |emp + ||t||ezt

s€E sEE\{t}

To prove this lemma, we first need to bound the |...|ezp size of a product. This
is the following claim:

CLAIM 1. For every open message or product t with t° = Exp(u, M) it follows
that |M|ezp < [t] - [[t]]eap < |[]]2

ext”

PrOOF. We show by structural induction on ¢ that |M|eqp < |t| - ||t]|cap. Since
[t] < ||t|lext and ||t||ezp < ||t]|ext, the lemma follows.

First consider the case were t = Exp(u’, M’) and 'B(u')' # Exp(-,-). Then,
Mleap < 1M '|eap < [l]eap:

Now, assume that ¢t = Ezp(u/,M’) and 'B(v')' = Eap(-,-), and thus, v'? =
Ezxp(u”,M") for some u” and M"”. Then, M = (M" - M")?, and therefore, by
induction [Mleap < [M"|eap + [M'|eap < 0] |6/ lleap + [lleap < |21 [[lleap where
we use that |[|u/||ezp < |[t]|ezp and |u'| < |E].

In all other cases, if t? = Exp(u, M), then there exists a subterm v of ¢ such that
v? = 8. In these cases the bound follows by induction. [

We can now proceed with the proof of Lemma 5.13 :
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ProOF. We proceed (again) by structural induction on ¢. If ¢ is an atomic
message, then obviously | U, p Seat(5”)]eap = | Userm (1} Sext(5%)|cap-

If t = (t1, ), then t% = <t?, t§>, and thus, Suer(t?) C {17} U Sen(t7) U Suur (t5).
We know that t;,t € E \ t since Seut(E) = E. Since [t9|crp = 0, we obtain
| Uscr Sext(8%)|exp = | UseE\{t} Sext(87)]exp. For encryption the argument is anal-
ogously.

If t = t5 -5, then Sepe(t%) C {t°} U, Seat(t7). We know that t,.. .., C
E\{t}, and thus, Set(t”) C Uep 1y Seat (87) {7}, With [t7]eapy < [tleap < |[2][220
the claim follows.

Now, assume that ¢t = Ezp(u, M) and t¥ = uf, t# = " or t¥ = Ezp(u”, MP)
(see the cases in Lemma 5.10). In the first two cases we have Sept(t°) C Sept(u”) U
Seat(MP) C Usep g1y Seat(s”). In the latter case, we have Se,e(t7) € {t°} U
Seat(UP) U Sene(MP) C {tP} U UseE\{t} Sext(s”?) and [tP|ezp = 0. Thus, in every
case | USEE Sezt(sﬂ”ewp = | UsEE\{t} Semt(sﬁ)lewp-

Finally, assume that t = Ezp(u, M), "B(u)" = Ezp(u',M'), u® = Exp(u”, M").
Then, t° = Ezp(u”,(M" - M)®), and thus,

Sext(t7) C{t°} U Seqt(u”) U Sear(M"-M)P)
CH{tPYUSeue(uP) U {(M"-M)P} U Sepi(MP).
(Note that by Lemma 5.11, Sgpt (M"?) = Sept (M") and that Seps (M) C Sept(u?).)
Consequently, Se..(t%) C {t°} U {(M"-M)P} U User\ (1} Sext(5%). We know that
|t#]czp = 0, and by Lemma 1, it follows [(M" - M)P|.pp < |[t||2- O

et

LEMMA 5.17. Let M = (< - ¢ and M’ = ' - ¢/%' such that §(t]) = B(L)".
Let (7 &) be a B-tuple for t; for everyi. Then, (M’ - M)ﬁ,é”fM,,M) Ul &) is a
B-tuple for M’ - M.

PROOF. Let t = M’ - M. Obviously, 8 = &7 U U; & We also know that
B(t%) =B(t)". Let 8/ = &P U U, €. We need to show that "3 (t%)'="8'(¢)".
Claim L "B'(t;)' = rﬂ’(t’f)j and 'f'(t;)" = rH(t’?)j for every i and j.

Proof of Claim I. Since ' |= & we immediately have "3'(t;)' = "3'(t7)". Lemma 5.11
implies that ¢/ = t/. Thus, "3(t;)" = "B'(t'7)".

Let the classes C1,...,C; be defined as in the proof of Lemma 5.10.

Claim II. "' (s)' = "B'(s")" for every k and s, s € Cy.

Proof of the Claim II. First, assume that s = t; and s’ = ¢’ for some i and j. Due

to Lemma 5.11, we have that s” = s and s'° = s’. Then, by definition of E'tﬂ we
obtain that 3'(s) = 8'(s’). Now, assume that s = t; and s’ = t’. Again, we have
s = §'. The definition of E’f yields that 3'(s') = B'(s°). Since 3’ = & we have
that '3'(s)' = "8'(s%)". Thus, "#'(s')' = "8'(s)". A similar argument can be applied
if s =t; and s’ = t;. This concludes the proof of the claim.

By definition of E’f we know that ('(ec,) = 0 for every j € J. Using Claim I and
II it is now easy to see that '3/ (t)' ="3'(t)". O
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LEMMA 5.20. Let tq,...,t, be open messages, s be a normalized message, (3 be
an evaluation mapping, and L € L an intruder rule such that 3(t;) = "B(t;)" for
all i and "B(t1),...,"B(t,)' — s € L. Then, there evists an open message t, an
equation system &, and an extension B of B such that

(1) B(t) =

(2) ﬂ |:5

(3) "B(t1)' ..., B () — "B ({) €L for every B' = E,

(4) max{le| | € € Legp(t)} < max{le| | e € Legp(t1,...,tn)} +n, and
(5) the size of £ is polynomially bounded in ||t1, ..., tn||cxt-

To prove this lemma, we first prove the following claim:

Claim. Let tg,...,t, be open messages and § be an evaluating mapping such that
B(t;) = "B(t;)" for every i. Let z1,...,2, be integer variables not occurring in the
t;. Finally, let t = Exp(to,t7* -~ -t2)P. Then, the size of every linear expression in
t is bounded by max{|e| | e € Legp(to,t1,.--,tn)} +n.

Proof of the claim. First note that due to Lemma 5.11 we have tf = t;. Let
M =ti'---tZ». We distinguish different cases.

The case where 3(tg) = "B(tg)' # Exp(-,-) is easy to prove.

Now, assume that ((to) = "B(tg)' = Exp(u’, M’), and thus, to = Exp(u”, M")
with B(u”) = o' and B(M") = M’'. If t = u”, the statement of the lemma is
obvious. Otherw1se t = Bap(u’,(M" - M)#) and (M" - M)? # 1. Assume that

M" = t”el . t”n'},”. We know that "B(t/)" = B(t!) for every i and 3(t!) # B(t])
for every i # j. Let C4,...,C} be the equivalence classes as defined in the proof of
Lemma 5.10. Then, t = ngJu{l}(ng)ecj. Using that "3(¢/)' = B(t/), and thus,

t!, and t = t; we know that sgj =t or sgj = t; for some 7. Also, there

t//ﬁ
is at most one tg’ in every class Cj. Consequently, the size of ec, is bounded as
required. All proper subterms of ¢ are subterms of some ¢;. Thus, the size of linear

expressions in ¢ can be bounded as required. This concludes the proof of the claim.
We can now proceed with the proof of Lemma 5.20 :

PROOF. We consider the different intruder rules L.

First, assume that L = L,;. Then, n = 1, '8(t1)' = (a,b), s = a, t; = (V)
where a and b are normalized messages, and a’ and b’ are open messages with
B(a’) = a and B(b') = b. We define t = a/, £ = ), and 3 is not extended. Then,
obviously conditions 1. to 5. are satisfied. The cases for L2, Lqq, and L. are similar.

Now, assume that L = Lsq. Then, n = 2, "3(t;)" = {a}; and "B(t2)' = b for
normalized messages ¢ and b. Thus, t; = {a’};, and to = V" where o/, ¥/, and b’
are open messages such that 3(a’) = a and (V') = (V") = b. We define t = o/,
&= Ebz, i,,, and [ is not extended. Using Lemma 5.5, it is easy to check that the
conditions 1. to 5. are satisfied.

Finally, assume that L = L,. Then, s = "Exp(3(t1), B(t2)® - - - B(t,,)% ' for some
a; € Z. We define t = Exp(t;,t5*---t27)8, where the z; are new variables, and
& = Stﬁ. We extend [ such that ((z;) = a; for every i. By Lemma 5.10, we
have s = "B(Ezp(t1,t5 ---t27)) = B(t), B EE, "B () = "B (Exp(t1, 52 -- - t20)) =
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'—Exp('—/é”(tl)—',rﬂ’(tg)—lﬁ,(@) : ~rﬂ’(tg)—'ﬁ,(z2))j for every 3’ = €. The claim implies
4. and from Lemma 5.18 we obtain 5. [
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